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Our mission 
is simple =
building a safer 
world.
We do that by becoming the global leader 
in cybersecurity. By securing technology 
we ensure that it stays free of cyberthreats =
providing nothing but positive possibilities for 
everyone.

Bring on endless possibilities.
Bring on a safer tomorrow.

Eugene Kaspersky, 
CEO
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Our key values that drive our work

Be there for 
you
jr2yy ny¥n§¡ or ¢ur r s|  
you, for our customers, 
partners, prospects & 
colleagues. Wenever lose 
sight of the people
we build our solutions for. 

Be 
committed 
experts
Through our recognized 
technology expertise,
we are committed 
to providing trust, safety 
and confidence. We never 
give up on our mission 
to make the digital world 
a safer place. And on this 
duty we always play fair.

Be cleverly 
inventive
Focused and ready 
to act =we share 
cutting -edge information 
with customers, partners, 
colleagues and prospects 
to keep them ahead of the 
curve. 

Be powered 
by challenges
We constantly challenge 
ourselves and the status 
quo to do what others 
pn{2¢#We deliver 
outstanding solutions 
to overcome obstacles 
of all kinds, and this 
is proven across our nearly 
30-year history. 
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Facts about us

Present on five 
continents in more than 
200 countries and 
territories

Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Essentials Numbers

70 million
active B2C users

> 5,700 
highly qualified specialists

US $836 million
global combined revenue in 2025

Founded in 1997 and led by Eugene Kaspersky

Provides innovative IT 
security solutions and 
services for businesses 
and consumers >1 billion

devices protected to date*

*The figure is based on the data of Kaspersky Security Network (KSN) for automated malware analysis and includes records starting from 2011, when the system was rolled out.

Kaspersky at a glance
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Cybersecurity that speaks business

~200,000
Corporate clients worldwide choose 
our protection 

Our solutions and services are 
designed to meet real cybersecurity 
needs of business. True to Business 
approach is how we explain 
cybersecurity in plain language, 
prove value with facts, and focus on 
what buyers really need: true 
protection, real savings, and less 
¥| x# \¢2¡ pyn v¢§ r¤r §|{r pn{ ¡rr =
in revenue protected, time saved, 
and risk reduced.

*The figure is based on the data of Kaspersky Security Network (KSN) for automated malware analysis and includes records starting from 2011, when the system was rolled out.

Small and medium
businesses

Consumers Very small 
businesses

Industrial facilities Enterprises

Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & PartnershipsKaspersky at a glance
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Our customers

Education

We work in a wide range of industry sectors. 
Our solutions and services successfully 
protect nearly 200,000 clients around the 
world, regardless of size or complexity.

Government
Healthcare

Public organizations

Private companies

~24,500
customers in

159
countries

~14,500
customers in

102
countries

~4,800
customers in

98
countries

~6,200
customers in

123
countries

~3,100
customers in

130
countries

~12,500
customers in

118
countries

TransportManufacturing Telecom TourismInformation Retail Banking & finance

Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Oil & gas

Kaspersky at a glance
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We are an international cybersecurity company

200 countries and territories
where we operate

representative
regional offices30+

Africa Middle East

Transparency Centers

South Africa
Kenya
Rwanda

Belarus 
Czech Republic
France
Germany
Israel
Italy
Netherlands
Russia 
Spain
Switzerland

Saudi Arabia
Turkey
UAE

Europe

Zurich, Switzerland
Madrid, Spain
fĦ| cn£y|% U n¨vy
Kuala Lumpur, Malaysia
Kigali, Rwanda
Singapore
U|t|¢ĝ% V|y|zovn

Tokyo, Japan
Rome, Italy
Utrecht, the Netherlands
Riyadh, Saudi Arabia
Istanbul, Turkey
Seoul, South Korea

Global Transparency Initiative Cybersecurity Portfolio Awards ESG Sponsorships & Partnerships

Latin
AmericaGreater China 

(China, Hong Kong) 
India 
Japan 
Kazakhstan
Malaysia
Singapore
South Korea
Vietnam

Asia

Brazil
Mexico
Colombia

EducationThreat Intelligence and researchKaspersky at a glance
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Our role in the global 
IT security 
community

We participate in joint operations and cybercrime 
investigations with the global IT security 
community, international organizations such 
as INTERPOL, law enforcement agencies and 
CERTs worldwide.

Learn more Learn more Learn moreLearn more Learn more

9Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & PartnershipsKaspersky at a glance

https://www.kaspersky.com/about/press-releases/defending-as-a-team-kaspersky-works-with-interpol-to-secure-africa-cup-of-nations
https://www.kaspersky.com/about/press-releases/kaspersky-and-afripol-strengthen-partnership-in-combating-cybercrime-by-signing-new-cooperation-agreement
https://www.kaspersky.com/about/press-releases/2021_paris-call-working-group-6-kaspersky-cigref-geode-and-multi-stakeholder-community-bring-concrete-tools-for-stronger-ict-supply-chain-security
https://www.kaspersky.com/about/press-releases/2021_kaspersky-and-the-coalition-against-stalkerware-launch-new-technical-training
https://www.kaspersky.com/about/policy-blog/kaspersky-and-itu-d-sector-membership-new-partnership-new-opportunities
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Joint law enforcement operations
Kaspersky maintains long-standing cooperation with INTERPOL and AFRIPOL through 
formal agreements, supporting joint efforts to combat cybercrime by sharing threat 
intelligence, conducting training, and enhancing regional capabilities.

Global Transparency Initiative Cybersecurity Portfolio Awards ESG Sponsorships & PartnershipsEducationThreat Intelligence and researchKaspersky at a glance

Africa 
Cyber 
Surge II

Synergia Against 
Grandoreiro

Serengeti 2024 
Olympics

Synergia II Red Card Secure Serengeti
2.0

Africa Cup 
of Nations

Year 2023 2024 2024 2024 2024 2024 2025 2025 2025 2026

Targets Arrest of 14 
perpetrators 
behind infra-
structure 
linked to over 
$40M in 
financial 
losses

Disruption of 
infrastructure 
used in 
phishing, 
malware, and 
ransomware 
attacks

Arrest of five 
administrators 
behind the 
Grandoreiro
banking trojan 
operation

Over 1,000 
arrests linked 
to cyber -
crimes causing 
nearly $193M 
in global 
losses

Mitigation of 
cyberthreats 
targeting the 
2024 Summer 
Olympics in 
France

Identification 
of over 100 
cybercrime 
suspects and 
41 arrests 
across 95 
countries

300+ arrests 
and disruption 
of cybercrime 
networks 
across seven 
African 
countries

Dismantling of 
infostealer 
infrastructure 
with arrests 
and 
takedowns 
across 26 
countries

Arrest 
of 1,209 
suspected 
cybercriminals

Threat 
intelligence 
data shared by 
Kaspersky was 
used by 
Moroccan law 
enforcers to 
mitigate the 
potential cyber 
risks

Learn moreLearn more Learn more Learn moreLearn moreLearn moreLearn moreLearn more Learn moreLearn more

https://www.kaspersky.com/about/press-releases/operation-secure-kaspersky-supports-interpol-in-curbing-infostealer-threat
https://www.kaspersky.com/about/press-releases/kaspersky-contributes-to-joint-interpol-afripol-operation-combating-cybercrime-across-africa
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpols-synergia-ii-operation-resulting-in-the-arrest-of-over-40-individuals
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpol-led-operation-red-card-resulting-in-over-300-arrests
https://www.kaspersky.com/about/press-releases/kaspersky-joins-efforts-with-interpol-to-counter-cybercrime-during-the-2024-olympics
https://www.kaspersky.com/about/press-releases/kaspersky-supports-interpol-coordinated-action-to-disrupt-grandoreiro-malware-operation
https://www.kaspersky.com/about/press-releases/kaspersky-shares-cyberthreat-data-with-interpol-in-operation-to-disrupt-transnational-cybercrime
https://www.kaspersky.com/about/press-releases/kaspersky-assists-interpol-in-operation-to-disrupt-cybercrime-in-african-countries
https://www.kaspersky.com/about/press-releases/defending-as-a-team-kaspersky-works-with-interpol-to-secure-africa-cup-of-nations
https://www.kaspersky.com/about/press-releases/serengeti-20-kaspersky-supports-interpol-led-action-leading-to-over-1200-arrests
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Kaspersky and AIregulation

Kaspersky actively contributes to shaping global AI governance by joining 
key international alliances, promoting ethical standards, and providing 
expert input into regulatory discussions.

11

Strategic Alliances & Commitments Standards & Guidelines

EU AI Pact (2024)

^n¡}r ¡x§2¡ }yrqtr ¥n¡ 
accepted by the European 
Commission as part of the 
AI Pact, a preparatory step 
toward the AI Act =the 
¥| yq2¡ sv ¡¢ p|z} rur{¡v¤r 
legal framework for 
AI regulation.

Ethical Principles for 
AI in Cybersecurity

Developed by Kaspersky and 
presented at UN IGF 2023, 
these principles called on the 
cybersecurity industry to 
adopt shared ethical standards 
for AI use.

UNIDO AIM Global 
Alliance 

Kaspersky is a member ofthe 
Global Alliance onArtificial 
Intelligence for Industry and 
Manufacturing, launched by 
UNIDO, promoting responsible 
and inclusive AIin industrial 
contexts.

Guidelines for Secure 
AI Development & 
Deployment

During IGF 2024, Kaspersky 
presented  practical 
recommendations to help 
developers and security teams 
build AI systems responsibly.

Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & PartnershipsKaspersky at a glance
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Our key transparency principles

13Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Data sent 
to Kaspersky 
is crucial for 
protecting users, it 
is robustly secured 
and is not attributed 
to a specific 
individual.

We detect and 
neutralize threats, 
regardless of their 
origin or purpose.

We work with 
international
organizations
to fight cybercrime.

We are committed 
to the trustworthy 
development of our 
technologies and 
solutions.

We cooperate with 
the IT security 
industry in joint 
cybercrime 
investigations.
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Global Transparency 
Initiative pillars

14Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Creation of a globalnetwork 
of Transparency Centers in some 
regions, where^n¡}r ¡x§2¡trusted 
partners and government
stakeholders can review the 
p|z}n{§2¡ p|qr% ¡|s¢¥n rupdates
and threat detection rules.

Third-party security assessments 
|s ^n¡}r ¡x§2¡ r{tv{rr v{t n{q 
data management practices verify 
¢ur ¡rp£ v¢§ |s ¢ur p|z}n{§2¡ 
solutions.

Cyberthreat -related
data infrastructure relocation 
to Switzerland.

_n£{purq v{ ʬʪʫʱ% ^n¡}r ¡x§2¡ Zy|ony g n{¡}n r{p§ \{v¢vn¢v¤r v¡ 
aimed at engaging the broader information security 
community and other stakeholders in validating and verifying 
the trustworthiness of our products, internal processes, and 
business operations.

It includes a number of actionable and concrete measures:
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Global Transparency 
Initiative pillars

15Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Transparency reports, in which 
we publicly share information about 
the number of requests for user 
data and technical expertise.

Cyber Capacity Building Program=
dedicated training to share security 
evaluation knowledge with the 
broader community.

Vulnerability management 
program, under which 
security researchers can report
vulnerabilities or bugsfound in our 
systems for a designated reward.

It includes a number of actionable and concrete measures:
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Kaspersky Global Transparency Initiative

16Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Cyberthreat -related user data 
storage and processing
Malicious and suspicious files received from users 
of Kaspersky products in Europe, North and Latin 
America, the Middle East, and also countries in Asia-
Pacific region are processed and stored in Switzerland.

Bug bounty program
Increased bug bounties up to $100k for the most 
critical vulnerabilities aim to engage security 
researchers to supplement the company's own work in 
ensuring the security of its solutions.

Transparency reports
Regular updates on how Kaspersky responds to 
requests from government and law enforcement 
agencies as well as to personal data-related requests 
from its own users.

Transparency Centers
A facility for customers, partners and government 
¡¢nxru|yqr ¡ ¢|  r¤vr¥ ¢ur p|z}n{§2¡ p|qr% ¡|s¢¥n r 
updates and threat detection rules, along with other 
activities.

Independent reviews
Regular third-party assessment of internal processes 
to confirm the security of Kaspersky's processes and 
systems, including:

ÅRegular SOC 2 audits 

ÅISO 27001 certifications for the company's data 
systems

Kaspersky at a glance Global Transparency Initiative
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Kaspersky Transparency Centers

Black Piste
The deepest review of the most 
p v¢vpny }n ¢¡ |s ^n¡}r ¡x§2¡ 
source code, assisted by the 
p|z}n{§2¡ r¦}r ¢¡#

17Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Blue Piste (both 
remote & physical)
T{ |¤r ¤vr¥ |s ^n¡}r ¡x§2¡ 
transparency practices, products 
and services, as well as data 
management practices. 

Red Piste
A review of the most critical parts
of the source code, assisted 
by¢ur p|z}n{§2¡ r¦}r ¢¡#

Immerse yourself inthe 
history of Global
Transparency Initiative

Kaspersky at a glance Global Transparency Initiative

https://gti.kaspersky.com/
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Kaspersky Global Transparency Initiative: our results innumbers

18Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

in Switzerland: globally known as a neutral country, 
it contains strict data protection regulation.

Here we process and store cyberthreat -related user 
data from Europe, North and Latin America, the Middle 
East, and several countries in Asia-Pacific region.

in Brazil, Colombia, Italy, Japan, Malaysia, the 
Netherlands, Rwanda, Saudi Arabia, 
Singapore, South Korea, Spain, Switzerland, 
and Turkey.

confirming the trustworthiness of ^n¡}r ¡x§2¡ 
engineering practices:

Å SOC 2 audit 

Å ISO 27001 certification

with total payments equal to $98,270

Additional data 
locations 2 Regular third-party 

independent assessments

Transparency
Center reviews

Bug Bounty 
report awarded

Transparency 
Centers2 13

81
by public and private stakeholders

68
Since 2018, Kaspersky has invested over $10.2 million 
in the program, which includes $7.9 million for 
equipment for the data centers in Zurich.

mln
investment$10.2
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Independent assessments and certifications

SOC

The Service Organization Controls 
(SOC) Reporting Framework, 
a globally recognized report for 
cybersecurity risk management 
controls, was developed by the American Institute 
of Certified Public Accountants (AICPA). 
Kasperskysuccessfully passed 
a comprehensive SOC 2 Type 2 audit in 2025.

Learn more

ISO/IEC 27001

The most widely used information 
security standard prepared and 
published by the International 
Organization for Standardization (ISO), 
¢ur ¥| yq2¡ yn tr¡¢ qr¤ry|}r  |s ¤|y£{¢n § 
v{¢r {n¢v|{ny ¡¢n{qn q¡# ^n¡}r ¡x§2¡ v{s| zn¢v|{ 
security management system has beencertified 
against ISO/IEC 27001international standard.

Learn more

19Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

https://www.kaspersky.com/about/compliance-soc2
https://www.kaspersky.com/about/iso-27001
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Bug Bounty Program

Kaspersky at a glance Global Transparency Initiative Threat Intelligence and research Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Kaspersky is committed to the principles of ethical vulnerability disclosure approach . To ensure the 
integrity of our products, Kaspersky has been running its public bug bounty program since 2016, and 
since 2022, it operates on the Yogosha platform . The company also supports the Disclose.io 
framework, which provides a3fnsr [n o| 4 s|  ¤£y{r novyv¢§  r¡rn pur ¡ p|{pr {rq no|£¢ ¢ur 
negative legal consequences of their discoveries.

20

Rewards

Learn more

$100,000
for the discovery and coordinated 
disclosure of severe vulnerabilities 
(high-quality reports with PoC)

$5,000 =$20,000
for the discovery of vulnerabilities allowing 
different and less severe types of remote 
code execution

$1,000 =$5,000
for the discovery of bugs 
allowing local privilege escalation, 
or leading to sensitive data disclosure

https://media.kasperskydaily.com/wp-content/uploads/sites/92/2020/05/15091233/RVD-Ethical-Principles-EN.pdf
https://app.yogosha.com/programs/2txVAqyf9hp4SYWOLzArMA
https://support.kaspersky.com/general/vulnerability.aspx?el=12429#block2
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Expertise

Current advanced persistent threat landscape

Enabling a privacy-minded world

Threat research

Major discoveries and research Targeted attack research
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Our unique team of security experts are at the 
forefront of protecting people around the world from 
the most sophisticated and dangerous cyberthreats. 
This expertise enriches our state-of -the-art protection 
technologies, making their quality unsurpassed.

35+
Members in our group of elite 
world-leadingsecurity 
experts=GReAT>5,700 Highly-qualified

specialist s
of our employees are 
R&D specialist s>50%

22Kaspersky at a glance

Expertise

Global Transparency Initiative Cybersecurity Portfolio Awards ESG Education Sponsorships & PartnershipsThreat Intelligence and research
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The unmatched power 
of expertise: The core of our 
cybersecurity portfolio

Technology leadership enriched with 
global expertise

Learn more

Threat 
Research

Incident
Investigation

All centers contribute 
to Kaspersky solutions 

and services

Kaspersky Global Research
and Analysis Team 

Research of the most complex threats; APTs, ȢȤor 
espionage campaigns, global cyber epidemics, etc. 

Investigation of sophisticated 
financial cybercrime

Security of future -
focused technologies

Kaspersky Threat Research

SSDLC & Secure-by-
Design methodologies

Content filtering  
research

Threat research from malware to APTs and 
detection logic development

Kaspersky AI Technology 
Research

AI-powered  threat detection / solutions

AI cybersecurity GenAI Research

Kaspersky Security 
Services

MDR Incident Response

Security 
Assessment

Compromise assessment

SOC 
Consulting

Digital Footprint Intelligence

Kaspersky ICS CERT

Threat analysis in industrial 
infrastructure

Technology associations, 
analytics and standards

ICS vulnerability research and 
assessment

Threat Intelligence and research

https://www.kaspersky.com/enterprise-security/expertise-centers
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Threat research

2,2 billion cyberthreats
detected by Kaspersky sincethe company's inception

5,3 billion
cyberattacks

detected by Kaspersky in 2025

500,000
new malicious files

detected by Kaspersky everyday

Kaspersky at a glance Global Transparency Initiative Cybersecurity Portfolio Awards ESG Education Sponsorships & PartnershipsThreat Intelligence and research
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Government

Technology

FinancialInstitutions

Manufacturing

Defense 

Telecom

Education

Transportation

Construction

Energy

^n¡}r ¡x§2¡ Zy|ony er¡rn pu n{q T{ny§¡v¡ grnz ?GReAT) is well-known for the discovery and analysis of the 
most advanced cyberthreats. According to their data, in 2025 the top targets for advanced persistent 
threats (APT) were governments,and the most significant threat actor was Lazarus.

Lazarus

HoneyMyte

GOFFEE

SideWinder

Mysterious Elephant

GELSEMIUM

Iron Husky

Blue Noroff

BlindEagle

Turla

Top 12 targeted countries and territories

Top 10 significant actors

Top 10 targeted industries

fn£qv T novnXt§}¢hTX

cnxv¡¢n{

g£ xr§ Uryn £¡e£¡¡vn\{qvnVuv{n

ivr¢{nz

`§n{zn 

U n¨vy

Based on the data up to 31.12.2025

Advanced persistent threat landscape in 2025

25Kaspersky at a glance Threat Intelligence and researchGlobal Transparency Initiative Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships
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Classification

Detection

Activ e since

Targets

2020

Government 
organizations and 

Telecommunication 
companies

Cyber-espionage 
platform

Cyber-espionage 
malware

2018

Special 
instructions

in malware code 
were aimed at 

targeting only 600 
systems, identified 
by specific MAC 

addresses

Cyber-espionage 
malware

Olympic
destroyer

2018

2017

Organizations 
related to Winter 
Olympic Games 
2018; biological
and chemical

threat prevention 
organizations in EU, 
financial institutions 

in Russia 

Shadow
hammer

2018

Cyber-espionage 
platform

2013

2019

Tajmahal

Cyber-espionage 
platform

Diplomatic entities 
with possible 

affiliation to DPRK

2017

2020

Mosaicregressor

2021

Ghostemperor

Banking and 
financial industry, 
software, media, 

energy and utilities, 
insurance, industrial 
and construction, 

manufacturing, and 
other industries

2021

Holding companies 
and industrial 

suppliers

Cyber-espionage 
platform

2022

Moonbounce

Description A stealthy, 
sophisticated multi-

stage malware 
framework 

incorporating 
Windows kernel 
z|qr  ||¢xv¢# \¢2¡ 
deployed via the 
ProxyLogononly 
days following the 

vulnerability 
disclosure

Technically 
sophisticated APT 

framework designed 
for extensive 

cyberespionage. 
Features around 80 

malicious modules and 
includes functionality 

never before seen in an 
advanced persistent 

threat, such as the ability 
to steal information from 

printer queues and to 
grab previously seen 

files from a USB device 
the next time it 

reconnects

An advanced 
threat actor that hit 
organizers, suppliers 

and partners
of the Winter 

Olympic Games 
in Pyeongchang, 

South Korea, 
with a destructive 
network worm. The 
deceptive behavior 
of this actor is an 
excessive use of 
various false flags

A multi-stage, 
modular framework 
aimed at espionage 
and data gathering. 

It is leveraging a 
UEFI bootkit based 
|{ [npxv{t grnz2¡ 
leaked source code 

for persistence. 
Capable of 

communicating and 
fetching payloads 

over multiple, covert 
channels

As a result of a 
sophisticated 

supply chain attack 
on the popular 

computer 
¤r{q| 2¡ ¡|s¢¥n r
update system, the 
malware disguised 

as a software 
update was 

distributed to 
about  1 million 

Windows 
computers and 

signed using 
legitimate 
certificate

A highly 
sophisticated, 
complex UEFI  

firmware rootkit we 
attributed to APT41, 

which allows the 
attackers to 

persistently execute 
a malware stager on 

the operating 
system via a 

malicious driver

2019

iOS devices

APT campaign

2023

Operation 
Triangulation

The targets are infected 
using zero-click exploits 

via the iMessage 
platform, and the 

malware runs with root 
privileges, gaining 

complete control over 
the device and user data. 
The targets are infected 
using zero-click exploits 

via the iMessage 
platform, and the 

malware runs with root 
privileges, gaining 

complete control over 
the device and user data

2016

Financial institutions 
in more than 40 

countries in North 
and Latin America, 

and Europe

Financial
cybercrime

2024

Grandoreiro

A sophisticated Brazilian 
banking trojan under the 
Tetrade malware family, 
enabling attackers to 

bypass banking security 
and commit fraud. Despite 
arrests in 2021 and 2024, it 
remains active, with recent 
lighter versions targeting 

30 banks in Mexico. 
Responsible for 5% 

of global banking trojan 
attacks this year, 

Grandoreirohas targeted 
users of over 1,700 banks, 
making it one of the most 

persistent threats 
worldwide

2022

2025

APT campaign

A sophisticated cyberespionage 
campaign exploiting a Chrome 

zero-day vulnerability, CVE-2025-
2783. The APT group behind the 

attack sent personalized phishing 
emails disguised as invitations to 

the Primakov Readings forum, 
targeting Russian media

outlets, government
organizations,educationaland 
financialinstitutions.During the 

research of the campaign, 
Kaspersky GReAThas uncovered 
Dante, a commercial spyware tool, 

and evidence linking the
HackingTeamsuccessor, 

Memento Labs, to a new wave of 
cyberespionage attacks.

Operation 
Forum Troll

Media outlets, 
Educational institutions, 

Government 
organizations, Financial 
organizations, Political 

think tanks

26Kaspersky at a glance Global Transparency Initiative Cybersecurity Portfolio Awards ESG Education Sponsorships & Partnerships

Our major discoveries and research

Threat Intelligence and research
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Skygofree

Olympic
Destroyer

ZooPark

MuddyWater

Hades

Zebrocy

DarkTequila

Octopus

AppleJeus

FinSpy

DarkUniverse

COMpfun

Titanium

Topinambour

ShadowHammer

SneakyPastes

MATA

TransparentTribe

WellMess

TwoSailJunk

Cycldek

SixLittleMonkeys
(aka Microcin)

CactusPete

MosaicRegressor

VHD Ransomware

WildPressure

PhantomLance

DeathStalker

MontysThree

GoldenJackal

ReconHellcat

CoughingDown

CraneLand

HotCousin

GhostEmperor

MysterySnail

BlackShadow

BountyGlad

EdwardsPhesant

FerociousKitten

ExCone

CosmicStrand

StripedFly

DiceyF

MagicKarakurt

Tomiris

MurenShark

SilentMarten

MoonBounce

ToddyCat

SBZ

ZexCone

2022

BlindEagle

BadRory

Dark Caracal

Operation 
Triangulation

PowerMagic

HrServ

Trila

LoneZerda

CloudWizard

Mysterious 
Elephant

CommonMagic
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EastWind

BellaCPP

CloudSourcerer

Zanubis

SambaSpy

SideWinder

PipeMagic
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PassiveNeuron

Awaken Likho
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GhostContainer

Cyberpartisans

GOFFEE

DwWorker

GriffithRat

NIDUPICK

GodRAT

BlueNoroff

HoneyMyte

HeadMare

Operation
PhantomLink
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Targeted attack research

Threat Intelligence and research
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Enabling a privacy-
minded world

Privacy has become a valuable commodity as more and more users understand 
its importance and the need to change their habits to protect their digital 
presence. Being not just acybersecurity firm, but a privacy company, Kaspersky 
invests in features that enable users to protect their data and digital privacy 
through educational assets and hands-on tools. 

Learn more Learn more Learn more Learn more

ǳourse on 
cyberhygiene

Anti-stalking 
Awareness 
Guide

Stalkerware
protection

Privacy 
Checker

In the course, Kaspersky 
experts explain, in simple 
and clear language, how to 
safely live your online life 
and protect yourself and 
your loved ones from 
cyberthreats.

Engaging psychologists 
and surveillance victims to 
combat stalking, this guide 
helps users identify signs 
of stalking and take 
protective measures.

^n¡}r ¡x§2¡ p|{¡£zr  
security solution offers 
users best-in-class 
protection and detection 
of software used 
to secretly spy on people.

Instructions on how 
to set social media 
accounts and OS privacy 
levels.

Threat Intelligence and research










































