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Ssonouns
Knbepyrpos

Knbepyrpo3sbl mocTosHHO
9BOJIIOLUNOHNPYIOT. HabnogaTh
3a HAMW, aHanM3MpPoBaTh,
BOBPEMS pearnpoBaTb Ha aTaku
1 CBOANUTb K MUHUMYMY UX
nocneacTBus — Ype3BblYaNHO
TPYAOEMKNIA NPOLIECC.

Basza paHHbIX

Basa 3HaHui Kaspersky Threat

Attribution Engine copepxut

nHdopmaLmio 06 ak3emMnaspax

BPEOOHOCHbIX 06 BEKTOB,
cobpaHHbIx 3a 6osnee yem
20 neT paboThl

Kaspersky Threat Attribution Engine

Ll,eﬂeBble aTaku — ogHa U3 rnaBHbIX Yrpo3 Aang opransaumﬁ. O6bIuHO
Takune ataku TwaTes/ibHO rOTOBATCS, N 3/TOY MbILWT€HHUKN NCNONb3YIOT
camMble pa3Hble TEXHUKN N TaKTUKW, YTOObI nPpUYNHUTDL Bpea un npu
9TOM KaK MO>XXHO AoJibLle oCTaTbCd He3amMme4YeHHbIMW. ATpI/I6YLWIFI
Yrpo3 no3BosideT NOHATb, KTO CTOUT 3a LileneBoW aTakon, UTo aBngeTcs
ee nepBooqepep.Hoi/'l Lie/iblo N KakKne MHCTPYMEeHTbl 1 MeToAbl 06bIYHO
ncnonb3dyeT Ta UInN nHaq Km6eprpynnv|poal(a, yYTOGbI AOCTUYL
HY>XHOro en pe3ynbTaTa. Bce aTo nomoraet 6bICTpee n ToYyHee
pearnpoBsaTtb Ha UHUMAEHT, YMeHbLllaTb HeraTnBHblie nocneacTeung
aTakum nnposognTb 3¢¢>6KTVIBHbIe paccnenoBaHus.

Mpwn aTom, UTo6bI cO3aaTb 3pPEKTMBHYIO CUCTEMY aTpubyuuun,
Heo6xoAMMbI BbICOKOKBannu$uLMpoBaHHbIE CMeLManucTbl C ONbiTOM
paccnepoBaHusi HUNAEHTOB 6e3onacHOCTU U 6onblune 06beMbI
AaHHbIX, HAKOMJIEHHble 3a MHoro neT. OkcnepTbl «JlabopaTopun
Kacnepckoro» 3a roabl paboTbl 06Hapy>Xunu gecaTkum atak
rno6anbHoro MmacwTaba, NPoBOASAT CKPYNyne3Hble MCCNefoBaHNS
APT-aTak 1 NOCTOSIHHO N3y4aloT HOBbIE YrPO3bl. OTX O6LUNPHbIE
3HaHUS NIernm B OCHOBY

Basa 3HaHuii Kaspersky Threat Attribution Engine copepxuT
nHdopmaumio 06 ak3emnnspax BpeaOHOCHbIX O6BHEKTOB,
accouMnpoBaHHbIX C N3BecTHbiMU «JlabopaTopun Kacnepckoro»
APT-yrposamun, co6paHHbiMuy 3a 6onee uem 20 neTt paboThl,

1 onepaTmuBHO nononHsaeTcs. locTyn K yHUKanbHbIM AaHHbIM

06 yrpo3ax no3BongeTt aHanuTnkam 6esonacHocTn obecneunTb
CBOEBPEMEHHYIO peakuuio Ha cnoXHble APT-kamnaHum u
CKOpPpPEeKTUpOBaTb CYLLECTBYIOLME NOAXOAbI K OpraHn3aumm
3awmwaemoii NHGPacTPYKTYypbl.

600+ 120+ 60 000+

KMbepnpecTymnHIKOB aHanNTUYECKINX daiinos conepxuT
1 APT-kamnaHwit OTYETOB COCTaBJISIEM cerofHsi bubnmoTeka
Mbl OTCNEeXrBaeM eXerogHo APT-yrpos

B pewueHumn ncnonb3yeTcs yHUKanbHbili METOA, CPaBHEHUS
aHanu3npyeMbiX 3K3eMIISIPOB NOA03PUTENbHBIX ¢paiinos

C BpeAoHOCHbIMMU o6pa3suamMun n3 konnekumn Jlabopatopumn
Kacnepckoro», B Liensix BbISIBNIEHNS CTEMEHN CXOXECTU MEXAY
HUMW. BepodTHOCTb IOXXKHOMONOXNTENbHOro cpabaTbiBaHWS
npu aToMm MuHMManbHa. Cuctema atpubyuum «Jlabopatopun
Kacnepckoro» conocrtaBnsieT HoBble COBbITUSI C U3BECTHBIMU
APT-yrposamu, uenesbiMy aTakamMu 1 KnbepnpecTynHbIMU
rpynnMpoBKamu, No3BONSIS OTAINYNTb CEPbe3HbIe ClyYan

OT He3HaYNTENbHbIX UHLMAEHTOB N BOBPEMS OCTAHOBUTb
310y MbILLNEHHNKA, HE AaB €My NONTyUYnTb AOCTYM K CUCTEME.



OcCHOBHblIe XapaKTepUCTNKn

npoaykTa

HocTyn k 6a3e 3HaHWI

MrHOBEHHbIV BOCTYN K XPaHUNLLY,

rae coaepXaTcs Konnekumnm gaHHbIX

0 coTHsx APT-komMnaHwuii n MHOXeCTBe
ak3emMnnapos BpegoHocHoro 10

WNHTerpaumsa co
CTOPOHHMMW CUCTEMaMN

[obaBneHne aK3eMnNSpoB BPYYHYIO

1 OTKPbITEIA NHTEpderic APl ong
WHTErpaLum c aBToMaTU3npoBaHHbIMM
npoueccamu

Moppep>kka pasHbix
$dopmaTtos

OkcnopT B popmaT STIX 2.1 (Takxe
nopaepxmatotcs dopmatel TXT n JSON)
LNS fanbHeLero aBToMaTM3npoBaHHOMO
aHanmsa xypHanos 6e3onacHoCT
1 01K UHTErpaLmm co CTOPOHHNMU
PEeLLEHVSIMW 1 CpefcTBaMu 6e30MacHOCTA

MprHUMN paboTbl

OkcnopTt npasun YARA

OkcnopT npasun YARA

ANs fanbHelwero
aBTOMaTN3NPOBAHHOrO MoncKa
noxoxwux dainos B MHGPacTPyKType

Pa6oTa B nsonmposaHHom
cpene

Bo3MoXHOCTb pasBepTbiBaHMS

B 30/IMPOBaHHOW cpefe ANs 3almThl
CUCTEM U AaHHbIX, @ Tak>Xe a4
cobnofeHVs HopMaTKBHbBIX TpeboBaHMiA

MononHeHne 6a3bl 3HaHWI

BosmoxxHoCTb f06aBnsTh cnonHuTenei
yrpos v obpasupl, YTobbl cucTEMA
HayumMnacb pacrosHaBaTb aHanorMyHble
3aK3eMnnspbl

Kaspersky Threat Attribution Engine npoBoauT «reHeTu4ecknia
aHanu3» BpeAoHOCHbIX MPOorpamMm: cucTeMa aBTomaTu4eckm
HaxoAuMT CXOACTBA C 3K3eMMIspamm yxxe paccnegoBaHHbix APT-
aTak 1 conocTaBnsieT ¢ AaHHbIMU 0 Knb6epnpectynHukax. Cuctema
aTpubyLumn cpaBHMBAET «reHOTUMbI» (BUHapHblEe dparmMmeHTbl
daiinos) c 6a3oii akzemnnapos APT-yrpos, 3atem coctaBnsieT
oTYeT o NponcxoxaeHnn BpepgoHocHoro MO u cxoxecTu ¢aiinos

¢ ak3emnnapamu nseecTtHbix APT-yrpos.

Bnaropapsa Kaspersky Threat Attribution Engine
a He rofpl, kKak 3To 6bl10 paHbLUe.



CucTema aTpubyummn

Ns3eneueHne JHK

eHOTVNbI OuMLLLEHHBIX daiiioB
n APT (o6Hoensiemasi 6aza)

ConocTaeneHue JHK

DeathStalker

Cuctemy MOXXHO pa3BepHYTb B N30/ IMPOBaHHO cpeae, 3alULLEeHHON
OT AOCTYyMNa CTOPOHHUX 1L, K ob6pabaTbiBaemoli nHpopmauum

n oTnpaBnsiemMbiM B Hee o6bekTam. UHTepdeiic APl nossonsiet
NOAK/IOUMTBLCS K APYTMM MHCTPYMEHTaM 1 ppelimBopKam, YTobbl
aTpubyLms yrpos cTana 4acTbio CyLLECTBYIOLLUX NPOLLECCOB

IT-6esonacHocTI.

Kaspersky Threat Attribution Engine 3HaunTenbHo ynpouwaeT ynpasneHue
6e30nacHOCTbIO 3a CYET C/eAyIoLWNX CBONCTB:

BbicTpas atpubyuuns daiinos
nssecTHbix APT-rpynnupoBok,
nosBongioLLas pacrno3HaTb
Lenun, MeToAbl U UHCTPYMEHTbI
KnbepaTtakm

BbicTpbil aHanuns,
No3BONSIOLNIA NPUMEHUTD
HeobxoauMble Npoueaypbl
cAepXNBaHUS U pearnpoBaHns
B 3aBUCUMOCTW OT CTEMNEHN
pucka (ueneHanpasneHHas
aTaka nnu cnyvaiiHas XxepTBa)

OddekTnBHOE N CBOEBPEMEHHOE
npepoTBpaLLeHne aTakm

Ha OCHOBE aKTYyallbHbIX
aHanNUTMYECKUX AaHHbIX

06 APT-yrposax,
npeacTaBNEHHbIX B OTYeTax
«JlabopaTopum Kacnepckoro»




Kaspersky Threat Intelligence

FORRESTER® «JlabopaTopus Kacnepckoro» npegnaraeTt cepeuchbl

nHpopmMunpoBaHNa 06 yrposax, KOTOpble OTKPbIBAIOT AOCTYN
K pa3nuyHoii uHopmaunn, NoNy4YeHHOWN HalLMMN aHanMTMKamMm

«INa6opaTopus Kacnepckoro» M nccneposaTensMm MMPOBOro Kiacca. OTU AaHHble MOMOryT
npu13HaHa IMLepOM Mo peaysbratam no6oii opraHmsauum apPpeKTUBHO NPOTUBOCTOSATH COBPEMEHHBIM
nccnenoBaHy BHELWHNX CepBrCOB K|/|6epyrp°3a|v|_

aHanuaa yrpoa (Forrester Wave™:
External Threat Intelligence
Services, Q12021)

Hawa komnaHns o6napaet rny6okumm
3HaHUsAMM, 6oraTbiM ONbITOM UCCNIeA0BaHNS
Knbepyrpos n yHukanbHbIMy cBegeHnamMmmn o6o
Bcex acnekTax IT-6e3onacHocTu. Bnaropaps
aTomy «JlabopaTopus Kacnepckoro» ctana
AOBEPEHHBIM NapTHEPOM NPaBOOXPaHUTENbHbIX
W rocypaapcTBEHHbIX OpraHu3aumii o Bcemy
Mupy, B Tom uncne iHtepnona n pasnuyHbix
noapaspeneHnin CERT. Kaspersky Threat
Intelligence npepocTaBnseT akTyanbHble
TeXHUYecKme, TakTUYeCcKue, onepaLmoHHble

W cTpaTernyeckme gaHHble 06 yrposax.
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