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BBepeHve

CerofHsi HenpepbIBHOCTb BU3HEC-MPOLLECCOB 6ONbLUMHCTBA KOMMaHWIA
HaNPSMYtO 3aBUCUT OT HAOEXHOCTU X CETU 1 BecnepebonHOro
AOCTYyna k Beb-pecypcam. bonbLioe konnuecTso Gunmanos,
pacnpeneneHHble KOMaHAbl, PasMeLLeHe PECYPCOB KOMMaHNM

B 0bs1ake 1 yoaneHHas paboTa COTPYOHMKOB — BCE 9TO YCOXHAET
ceTeBYyto MHPPaCTPYKTYpPY, yNpaBneHne eto 1 obecneveHmne ee
6e30nacHOCTU. B aTnx yCnoBusix HEO6X0AMM MMBKIM NOAXOA, KOTOPbIN
COOTBETCTBYET MEHSAOLLMMCS NOTPEBHOCTSM BU3HECA.

Kakne npobnembl pewuaet
Kaspersky SD-WAN

Kaspersky SD-WAN ycnellHo peLlaeT npobsembl, BCTPeYatoLLInecs
B knaccuueckmnx WAN-ceTsx, NpenoCcTaBnseT yaobHoe ynpasnieHne
CceTeBbiM 060pYynOBaHNEM, OB6ecneunBaeT HEOBXoAMMOE KauecTBO
PaboTbl NPUIOXKEHWNI, ONTUMUSUPYET NOAKOUEHNE K OBnakam,
NOBbILLAET YPOBEHb 6€30MaCHOCTU 1 CKOPOCTb BHEAPEHWS HOBbIX
CEPBUCOB, a TaKXXE COKpaLLaeT pacxodpbl Ha UHPPAaCTPYKTYPY.

PelwweHne Kaspersky SD-WAN no3BonsgeT He TONbKO YNpaBnaTh
TPaHCMNOPTHOM CETEBOW MHPPACTPYKTYPOW, HO U UHTEFPUPOBaTb
WNHCTPYMEHTbI 6€30MacHOCTI 1 aHaNUTUKN Bnarogaps MeHeaXXepy
BMPTYanbHbIX CETEBbIX GYHKLNN 1 CEPBUCHOMY OPKECTPaTOPYy B CBOEM
cocTaBe. Takas apxuTekTypa No3BONSET 6€3 Tpyaa NOCTPOUTb
9KOCUCTEMY CETEBOI BE30MacHOCTUY, peann3oBas noaxon SASE —

Secure Access Service Edge.

SASE (norpaHmnyHbIin cepBUC 6e30nacHoro

aocTtyna)

CeTeBag Moaenb, KOTopasl 06 beAMHIET CPEACTBA 3aLUUThI I CETEBbLIE
TexHonoruy. Mogenb NnpusBaHa o6ecrnevnTb HaaeXHOCTb U FUBKOCTb
CETU, a TaKXXe 3alLUNTUTb KOPNopPaTUBHbIE CETEBLIE PECYPChI. B pamkax
SASE ceTeBble CEPBUCHI 1 CEPBUCH 6E30MacHOCT NPEAOCTaBNSIOTCS

OOHVM NPOBaNAEPOM.

MpocTas
MacLuTabupyemocTb

ApanTupyriTe ceTb K MOCTOSIHHO

MEHSIIOLLIMCS NOTPEeBHOCTAM B13HEeCa,

NErko NoAkKoYas HoBble OPUCHI
I CETEBbIE YCTPOMCTBA.

OnTnMmnsaums pacxogos

CokpaTtuTe pacxopl Ha MOCTPOEHME
1N OBCNYXMBaHME CETU, CMOSb3YS
Ntobble AOCTYMHble KaHasbl CBA3U 1 UX
KOMBUHAaLLMI.

LleHTpanusoBaHHas
6e30nacHoOCTb

Jlerko nogkntovamTe
BUPTYanM3npoOBaHHbIE CpeacTBa
3aLUNThI 1 KOHTPONS TpaduKa B pexime
aBTOMAaTUYECKOrO PasBepThIBAHUS.

Jlerkoe ynpasjeHmne

Ynpasnsaite Bcen dunmansHom
CETbIO N3 EANHO KOHCONW, N3MeHSs
HaCTPOVIK/ AOCTYNa 1 MOANTUKM
6e30macHOCT B Nto60e BPEMSI.
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Hape>xHas ceTb ansg Bcex opucos

JTtobble KaHanbl CBA3U

[locTyn ko BCeM pecypcam KoMnaHum (odurcam, YaCTHbIM 1 My BnnYHbIM o6nakam
N LleHTpaM 06paboTKM AaHHbIX) MOXHO OPraHn30BaTh C MOMOLLLIO PasnNyHbIX KaHanoB
ceasu: 4G, MPLS, Ethernet n L2TP.

BbicTpoe noaknoyeHne oprcos

[lng nooknoueHs GunmnanoB UCMonb3YIOTCS YHUBEPCabHble ceTeBble ycTpoincTea (CPE)
¢ TexHonoruein Zero Touch Provisioning, koTopasi 06ecrneynBaeT NpoCTOoe PasBepThIBaHNE
HOBbIX TENEKOMMYHVKALIMOHHbIX YCTPONCTB 6€3 HEOBXOANMOCTY NPELBaPUTENBHON
HaCTPOWIKM.

Becnepe6oliHag nepegaya gaHHbIX

Peluenne nossongeT HacTpamBaTh AnHaMuYeckme TyHHenm mexay CPE,
NPVOPUTN3NPOBaTL TPadVK MPUNOXEHWI U YIPaBAATb M, ONTUMK3NPOBATL NepeaaYy
[aHHbIX 1 OPKECTPUPOBATL CETEBbIE DYHKLN.

EaviHas KOHCONb ynpasneHus

YnpaBneHne BCEN CETbIO

YnpaBneHmne oCyLLECTBNSETCS Yepes eaviHblil BE6-NHTepdEC: Bbl MOXETE HacTpanBaTh
CPE 1 pesepBrpoBaHe kaHanos CB31, CO34aBaTb Npasuna GpunsTpaummn Tpadpuka n
3apaBaTb NapameTpbl SLA 4N CepBrCOB.

MocTpoeHne 1 BU3yannsaums MHGpPacTPyKTypbl

C NOMOLLbIO YAOBHOro rpadryeckoro KOHCTPYKTOPa Bbl MOXETE MPOAYyMbIBaTh U

BM3Yann3npoBaTh MHPPACTPYKTYpPy CeTH, LOBaBnss B pexumMe drag & drop Heobxoa
ceTeBble QYHKLMN 1 O6bEANHSAS UX B CEPBUCHBIE LIENOYKI, KOTOPbIE CPady CTaHOB
OOCTYnNHbIMW ANs 3anycka.

NHdopmaTuBHbIE Aawbopabl

VIHbopMaTrBHbIE AallBopabl NO3BONSHOT OLEHNTH COCTOSHUE B
SD-WAN B nto60ii MOMeHT BpemeHu: CPE, BUpTyannaupoBaH
1 MICMOSb3YyEeMbIX GUINYECKINX PECYPCOB.

EnvHas NonvTrKa
PeLueHne obecneun

M6kas apx
[Bkasi apxuTel



YRao6HbIN n HPOPMATUBHbBIN BE6-nHTEpdenc

Bcs ocHoBHas |/|H¢op|v|au,|/|9| O COCTOSAHUN peLUEHNSA N CETU Ha rMaBHOM 3KpaHe
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Cepmacknic Janpocs

Cwabon o camyos CFE
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MNponest wa CPE
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lPadnUeCKNin KOHCTPYKTOP
CEPBUCHbIX LIEenoYeK € LWMPOKNMU
BOSMOXHOCTSAMU yrpaBneHus
obbekTamm

MOHUTOPVIHI NCMOMb30BaHWS
BMPTYalbHbIX I CEPBEPHbIX PECYPCOB
Mo Lenomy psay napameTpoB



KoHuenTyanbHasa apxmnTekTypa peLieHus

BesonacHoCTb YnpasneHne

ABTOMaTMYECKOE pasBepTbiBaHVE CPEACTB 6e30MacHOCT EnnHas koHconb ynpaBnenus:
1 KOHTpOng Tpaduka

[Q DPI ][& FW ] [@ CeTbio WAN ] [;gg ycTpolicTeamn ]
[% SWG ][ IPS ] [@ Cepsucamum ][@ BesonacHocTbio ]
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KaHanbl cBa31 HocTtyn

CBo60oJa BbiGopa KaHanoB CBSA3M 1 X KOMBUHALMIA 3aLUMLLEHHBIN JOCTYM K:

[ 4G ][ L2TP ][ MPLS ] [ Ethernet ] [ O6nakam ][ Luon ] [ Odurcam ]
ABTOMaTM3aLMS PassepTbiBaHme
opraHv3auvmn gocTtyna nporpamMmHbIx cpep, (PaaS)

K pecypcam KoMnaHum



YpoBHM n BoamMoxkHocTu Kaspersky SD-WAN

Pewenune Kaspersky SD-WAN npepnctasneHo B AByx BapuaHTax: Standard n Advanced.
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Cepsuchl

BoamoxxHoCcTM

Monnepxka CPE nponssoanTensHocTbo 0o 10 Féut/c

YnpaBneHue n3 4acTHOro/ny6nmnyHoro obnaka nunm nokasnsHo

Mopnepyxka Tononornin Hub-and-Spoke, Full Mesh, Partial Mesh

SLA-NoANTUKM AN NPUNOXEHWN

dnHammnyeckas mapLupyTusaung (BGP)

BcTpoeHHbi DPI

Zero Touch Provisioning

KoHTponb kavecTBa kaHanoB B peasibHOM BpEMEHN

OnTnmMmmnsaung kaHanos (nogaepxka FEC n oynavkauumm nakeToBs)

MNopnepxka cepsucos P2P, P2M, L2/L.3 VPN

MNoaaepykka BCTPOEHHOrO BbICOKOCKOPOCTHOIO LWNdPOBaHNS

Mopoaepxxka NHTerpaunn KoMnaeMeHTapHbIX NPoAyKToB Kaspersky

Peanunzaunsa ETSIMANO

Monnepxka VNF CTOPOHHYX Mpou3BoanTeNein

VnpaBneHme XKN3HEHHbLIM LINKJTOM CEepPBUCHbIX LiernoYek

MNMopnepxka UuCPE

MNMopaep>xka Multicast

MNMopaepxxka Multi-Tenancy

Standard Advanced



JInueH3snpoBaHme

JInueHsnpoBaHme peLleHns ocyllecTengeTcs no CPE B 3aBUCUMOCTY OT HEOBXOANMOW MPOMYCKHOW
cnocobHocTW. Ha BbIGop AOCTYMNHbI yCTpoMCcTBa MoaenbHoro psaa Kaspersky SD-WAN Edge Service Router
(KESR), KOTOpbI NpeacTaBeH LWMPOKM HabopOoM annapaTHbiX N1aThopM C pasnnyHbIMN UHTepdencamun.

KESR KESR KESR KESR KESR

Model 1 Model 2 Model 3 Model 4 Model 5

30 MéuT/c 150 M6uT/C 500 MéuT/c 1reut/c 10 euTt/c

KomnnekcHoe pelueHmne ang nocTpoeHns Haae>XHOW
n 6e30nacHoOn KOprnopaTNBHON CETU

e ™\ KomaHpa «J1labopatopum Kacnepckoro» MMeeT 60/bLLOIN OMbIT
B 06/1aCTU KMBepbe30MacHOCTW, @ MPOAYKTbl KOMMAAHUM MO UTOram
p 6onee 700 He3aBMCMMbIX TECTOB OLLEHEHbI Kak Hanbonee
(J% 3ddeKTVBHbBIE 3aLLUTHBIE peLLeHNd. AKTVUBHO pa3BrBag HarnpasneHne
ceTeBol 6e30nacHOCTU, KoMaHaa «JlabopaTopun Kacnepckoro»
< CTaBUT CBOEW LIENbIO YBENNUYNTb YPOBEHb 3aLLMLLEHHOCTI POCCUNCKIX
OcHoBa ceTeBoU KOMMaHUIA C MOMOLLbIO SKOCMCTEMbI MOrPaHNYHBIX CEPBMCOB
6e30nacHoOCTU BesonacHoro gocTtyna (SASE).
oyaywiero
Kaspersky SD-WAN sBnsieTcs
oeHOBOf AR MOCTDOB S MoaxknioueHme Kaspersky SD-WAN — aTo
SKOCKCTEeMbl CeTeBOu
B6esonacHocTu. PellueHne 6blCTp0

y>Xe celyac nosBonseT
peanusoBaTtb noaxon SASE —

Secure Access Service Edge. @ @

HocTaBsbTe CPE B odpuc Mopknounte CPE K ceTn

®

O60pynoBaHMe roTOBO K UCMONb30BaHMNIO
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