Kaspersky Industrial
Cybersecurity
Conference 2024

TOP Cyberthreats
to Operational .
Technology

What we see now
and what to expect
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Main Cyber Threat
for Industrial enterprises
& OT environments —

.. a traditional”
ransom attackonlIT
infrastructure

...or hacktivism?
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Hacktivism

Example #1

—Attack-onUnitronics
(rebranded) HMI/PLC
(allin one)

(10,

households cut from water
supply in Drum/Binghamstown
area of Erris, Ireland.
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Hacktivism

Example #2

A devastating cyber
attack scenario?
The Reality..

of Iranian gas stations
out of service
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Hacktivism

Example #3

Attack on Oil & Gas
vendor / service
provider ..

Pumps stopped

at multiple oil fields
operated by several oll
and gas companies
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What happened?
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What happened?

Oil Field 1 ] [ Oil Field 2 ] [ Oil Field 3 Ve [gennel BiEs nesi=e

at a public hosting,
2 2
I ..sharing infrastructure
with consumer-oriented
K2 srvices
Internet .
Oil well 26 SQL Injection O-day
web-control vulnerabilities.

panel

One of wich lead to the
pannel full compromise
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Hacktivism

Example #4

Attack on fertilizers
production

Attackers accessed
SCADA at the boiler
control room

and switched

the boilers off
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What happened? 10
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Hacktivism n

Example #5

Attack on metal
production facility

Insider on the supplier side
accessed SCADA at the gas
piston powerplant

and started changing

the setpoints in attempt
sabotage



What happened? 12

IT Security team of the enterprise detected abnormal amounts
of outbound traffic from the gas piston power plant supplying electricity
to one of the enterprise facilities
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What happened? ; 13

Insider at the trus ed
e _ ~ partner side used remote
Enterprise network access to infect SCADA
server with malware
for DDoSing governmet-
relatyed resources

N\

N
OT network Plant network

— — { Internet ]

Anydesk When detected he
connected the server.
in a sabotage attempt
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..An important note
on cybersecurity

implications of Al...

,
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Ransomware
* cosmopolitical
cyber-crime

e pbalanced
ecosystem

e growing market
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Ransomware

Example #1

A devastating cyber
attack scenario?

40%

of Australian
container shipment
blocked
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Ransomware

Example #2

Attack on Jonson Controls
(HVAC equipment
producer)

/3 |8 .
A A
S ' A ) U -
B =3 7 i 7 A
| S8 T \ o~ | 10 5 et
i, ¢ L \ b Y .-"’(' TS )
i ) < f o P et st
™ | . | b i [ :
- i 2 i % f e e =
E " 1 | g )2 i
S ‘:7', T /3 A"
- || L T i s
| R < - B =
et 0 " — = |
i e o L ST
i g are: 2 gy s 2l
< e - .- i
o A |
S— — - i AR e iy
f Tw A Lo 4 +3
= || e - Sy P
' [(3) F=ll % . B ol —— W. . i
i ¢ 2 e s 1L G U A XS
W, A d — I 3N S
;|| | (& (|| S i
— - = T g 3 s L U Y 2N & M | =
== HN - 32 ; &< 2 ) “ 3 -
g | [ r o, ! e N e —
LT - > —~t v | " - i -
_ — 1 - 1 & - Ve
d 2 ] il 5 ¥ e X
| s g« gREL
o
; 3
"
\

estimated loss

Kaspersky Industrial
Cybersecurity
Conference 2024




Ransomware

Example #3

Attack on MKS Instruments
(chip maker)

$200M

estimated loss
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Ransomware

Example #4

Attack on Clorox
(chemicals)

$356M
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Example #2

Attack on CDK Gilobal
(SaaS for car dealerships)

estimated direct
losses
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Ransomware

Example #2

Attack on CDK Gilobal
(SaaS for car dealerships)

15K ™
K

;6 cars not
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Ransom attack efficiency?

Unproportional and poorly
controlled damage

$25M-con

/$1 Bdamage
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Exposure of OT infrastructures to the ransomware threat for the Worlds’ regions
goes generally down

1,40%
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Ransomware market: highly dependent on
geopolitical situation and on law enforcemen

activities, may reach its plateau or experiencs
drop down in 2024-2025

Total value received by ransomware attackers, 2019 - 2023

chainalysis.com/ Disrupted

blog/ransomware- operations
2024 of actors,
Shihted focus to

hacktivism
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https://www.chainalysis.com/blog/ransomware-2024/
https://www.chainalysis.com/blog/ransomware-2024/

25

..and s a "die-hard-
4" cyberattack
scenario just

a matter of time...?

Kaspersky Industrial
Cybersecurity
Conference 2024




..Results of a recent vehicle research of ours... 26
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Car Producer
(OEM)

Service Provider

32

Tachograph CPC (Central
vulnerabilities allowing remote Powertrain Computer)
control of the critical truck
components
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..and all because of a vulnerability... 27

Telematics

AT CMD

= (@)
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.Vvolla... We are now
IN full remote control
of the truck...

And, If we know their
SIM card IDs, of all other
vehicles of this kind

Kaspersky Industrial
Cybersecurity
Conference 2024




..50 What to expect?

..Cyberattacks locking
vehicles, ships

and parts of remote
OT infrastructure




.50 What to expect?
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..Increased likelihood
of physical
conseqguences

of traditional attack
scenarios
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.50 What to expect?

..greater intertwining
of cyber- and traditional
crime "




APT

* Insiders, firmware O-days,
hardware implants and MITM
on telecom side

* Maintain stealthy
persistence in all Cl sectors

* Propagate to peer
organizations

* Spy

are or no cyber-physical
operations
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Thank you!

Evgeny Goncharov
Head of Kaspersky ICS CERT
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