STATEMENT OF COMPATIBILITY

3AAB/IEHUE O COBMECTUMOCTU

between

MeXay

Kaspersky Industrial CyberSecurity for Networks

Kaspersky Industrial CyberSecurity for Networks

the product of

ABNALWMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «Jlabopatopus Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, MockBa,
JleHnHrpagckoe wocce, 4. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B fanbHeiwem umeHyembimu KICS for Networks
n «Jlabopatopus Kacnepckoro» cooTBeTCTBEHHO

and "
DS Diod DS Diod
product of ABNALMMCA NPOAYKTOM

JSC “Research and Production Enterprise “Digital
Solutions”

AO «HMNN «Uudposble peweHUa»

111020, Moscow, 2-ya ul. Sinichkina, d. 9A, str. 7,
et. 3, pom. |, kom. 4

111020, r. MockBa, 2-1 yn. CUHUYKKHA, 4. 9A,
cTp. 7, 97. 3, nom. |, Kom. 4

hereinafter referred to as DS Diod and “Digital
Solutions” respectively

B [JanbHeWwem umeHyembimn DS  Diod

n «Uudposble peieHna» COOTBETCTBEHHO

DS Diod is a data aggregator with unidirectional
transmission, designed for collecting and
transferring information from industrial control
networks (ICS) to external cybersecurity systems.
The device supports up to 24 traffic capture points
within the technological segment and provides
hardware-level isolation of the ICS network,
preventing any external interference.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

DS Diod — arperatop ¢ OfHOHanpasJeHHOW
nepefayert [aHHbIX, NpeAHasHayYeHHbIM Ans
cbopa 1 nepegaum nHpopmaumm n3 cetein ACY TN
Ha  BHewWwHWe cuctembl  MHOOPMALMOHHOM
6e3onacHOCTU.  YCTPOWCTBO  MoAJepkuBaeT
noakaoYeHne [0 24 ToueK CcHATUA TpadukKa
TEXHONIOTMYECKoro cermMeHTa UM obecneuyuBaet
annapaTHyo usonaumnio  cetm  ACY  TI,
npeaoTepaLLas Ntoboe BHELHEe BO3AENCTBME.

KICS for Networks -— cneumanusnposaHHbIin

NPOAYKT MPOMbILL/IEHHOTO Knacca,
npeaHasHaYeHHbIN ana WHBEHTapU3auum,
MOHUTOPWHIA, BbIABNEHUA PUCKOB W  Yyrpos

NPOMbILLNEHHbIX UHPPACTPYKTYP. ABNAACH YaCTbIO
pewenuna Kaspersky Industrial CyberSecurity,
NPOAYKT npepocTaBaseT BO3MOXHOCTb
BblIB/IEHUS yrpos knbepbesonacHocTu
M aHOManWM naccMBHbIM 06PaA3OM Ha OCHOBE
aHanusa Konum CeTeBoro Tpaduka,
" (onumMoHanbHO)  AaHHbLIX  TenemeTpun
C YCTPOMCTB, 3alumiLeHHbIX npoayktom KICS for
Nodes. PelweHue npefoCTaBAAET WMHCTPYMEHTbI
ONA paccnefoBaHWA U PYYHOTO pearMpoBaHus Ha

“Digital Solutions” and “Kaspersky” hereby agree
on the following statement regarding possibility to
use the listed products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

Yyrposbl Ha YpOBHe 3aluuliaemblX YCTPOWCTB
U ceTeBO UHPPACTPYKTYPbI.

«Uudposble peweHua» u «Jlabopatopusa
Kacnepckoro»  HacTtoAwMMm  MoATBEpPXKAAOT
cnepywollee 3aaB/ieHne OTHOCUTENIbHO

MCNONb30BaHUA YKa3aHHbIX NPOAYKTOB B pamKax
O[HOW CUCTEMbI, MX COBMECTMMOCTU W BK/aaa
8 BbliNnosHeHWe TpeboBaHUI KnbepbesonacHoOCTU:
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“Digital Solutions” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of their product combinations on the same
system. The outcome of the tests was that, subject
to their individual system requirements, the
products are compatible and can be used jointly
within the same system.

«Undposble peweHusa» u «Jlabopatopusa
Kacnepckoro» npoeenu BCeCTOpoHHME TECTbl Ha
COBMECTUMOCTb nx NpPOAYKTOB npu
ofHOBpemeHHoOW paboTe B cocTaBe eAMHOMN
cuctembl. B pesynbtate TectuposaHua 6bi1o
YCTAHOB/IEHO, YTO MNPOAYKTbl, C YY4ETOM UX
WHOMBUAYANbHbIX ~ CUCTEMHbIX  TpeboBaHuUM,
ABAATCA COBMECTUMbIMM n MoryT
MCMoJ/Ib30BaThCA B COCTaBE €ANHON CUCTEMDbI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnyuyae ycTaHOBKM M MCMO/Ib30BaHMUA YKa3aHHbIX
NPOrpaMmHbIX MPOAYKTOB B pamMKax efuHOM

CUCTEMBI 3To MOKET cnocobcTBoBaThL
BbIMO/IHEHMIO OCHOBHbIX TpeboBaHuiA,
npeabaABAAeMbIX K MHGOPMALMOHHOM

“ Knbepbe3onacHOCTU B aBTOMATM3MPOBAHHbIX
cucTemax
06beKToB.

ynpaBneHus MPOMbILLIEHHbIX

AO KASPERSKY LAB
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