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Kaspersky industrial CyberSecurity for Networks
4.0

Kaspersky Industrial CyberSecurity for Networks
4.0

the product of

ABNAOWMMCA NPOAYKTOM

AO KASPERSKY LAB,

| E—

AO «JlabopaTtopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccma, MockBa,
JNlenuHrpaackoe wocce, 4. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHeiwem nmeHyembivmmn KICS for Networks
n «flabopaTtopua Kacnepckoro» COOTBETCTBEHHO

| and

u

EKRASCADA 2.12

| EKRASCADA 2.12

product of

NPOAYKTOM

Research and product enterprise “EKRA”, Ltd

| OO0 HIM «3KPA»

428020, the Russian Federation, Chuvashia -

[ Chuvash Republic, Cheboksary, Yakovlev prospect,

428020, Poccusa, HYyBalcKkas PecnybamkKa -
Yysawws, r. Yebokcapsbl, np-KT W. fl. ikoBnesa, 3,

all voltage classes from small substations to large

power plants.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.
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hereinafter referred to as EKRASCADA and |8 pganbHeiwem wmeHyembimn EKRASCADA
“EKRA” respectively 1 «9KPA» COOTBETCTBEHHO

EKRASCADA is a set of programs designed to | EKRASCADA - KOMMAeKc nporpamm,
automate the electrical part of energy facilities of | npegHazHaueHHbIN ana aBTOMaTM3auUu

3NEKTPUYECKOWN YacTU 0OBEKTOB IHEPrETUKM BCEX
KNacCoB HanpsXeHMA OT HebOoMbLWMX MOACTaHL WA
[10 KPYMHbIX 3/1EKTPOCTAHLMUIA.

KICS for Networks — cneuvanm3snupoBaHHbIN
NpoAayKT NPOMbILLAEHHOTO Knacca,
npegHasHauveHHbId ana WHBEHTapusauuum,
MOHWTOpPWHTA, BbIABNIEHNA pPUCKOB W Yrpos
NPOMbILLIEHHBIX MHOPACTPYKTYP. ABNAACL YACTbIO
pewenuna Kaspersky Industrial CyberSecurity,
NPoAyKT npegocrasnfeT BO3MOXHOCTb
BbiABAEHUA yrpos Knbepbe3onacHocTy
W aHOManuin naccMBHbiM 0b6pasom Ha OCHOBe
aHanmsa KOnuu CeTeBoro
u (onumonanbHo) JaHHbIX
C YCTPOWCTB, 3awuileHHbIx npogyktom KICS for
Nodes. PelieHne npenoCTaBAseT WHCTPYMEHTbI
[N paccnenoBaHMUA Y PYYHOTo pearnpoBaHua Ha
yrpo3bl Ha YypoBHE 33LUMLLAEMbIX YCTPOMCTB

| 1 ceTeBoi MHPaCTPYKTYpbI.
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| “EKRA” and “Kaspersky" hereby agree on the

following statement regarding possibility to use i HACTORALLMM
the listed products on a common system and their |

| «3KPA» un  «Jlabopatopua  Kacnepckoro»
noaTeepXKAaoT cnepytoiee
3afABneHune OTHOCUTE/NIbHO NCNONb30BaHUA

compatibility and contribution to fulfillment of I yKa3aHHbIX NPOAYKTOB B PaMKax OHOM CUCTEMBbL,

cybersecurity requirements:

nx COBMEeCTUMOCTHU n BKnada

| B BbINONHEHNE TPeBOBaHMA KMHBepbesonacHoCTU:

|
|
|
i
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lkaspersly



“EKRA” and “Kaspersky” have carried out
extensive compatibility tests for the joint use of
their product combinations on the same system.
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within the
same system.

«3KPA» u©n  «Jlabopatopua Kacnepckoro»
NPOBE/IM BCECTOPOHHME TECTbI HA COBMECTUMOCTb
X NPOAYKTOB Npu oOJHOBPemeHHOU paboTe
B CocTaBe eauHol cuctembl. B pesynbrate
TECTMPOBaHMA BbINO YCTAHOBAEHO, YTO NPOAYKTbI,
€ Y4ETOM MX WHOMBUAYASNbHbIX CUCTEMHbIX
TpeboBaHU, SBNAOTCA COBMECTUMbBIMUK U MOTyT
MCNONB30BATLCA B COCTaBE €ANHON CUCTEMDI.

In case both products are installed and used within

the same system this may contribute to fulfiliment

of essential information and cybersecurity

requirements in industrial automation process
control systems.

B c/lydae yCTaHOBKM W UCMNONb30BAHMUA YKa3aHHbIX
NPOrpaMMHbIX TPOAYKTOB B pamkax eauHOM

cUCTeMDb! 370 MOXKeT cnocobcTBoBaTh |
BbINO/MHEHWIO OCHOBHbIX Tpebosanui, |
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npeabABAsEMbIX K nHbOpMaLnoHHOM |
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n KubepHe3onacHOCTM B aBTOMATU3MPOBAHHbIX
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06beKTOoB.
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