STATEMENT OF COMPATIBILITY

3AABJIEHVUE O COBMECTUMOCTU

between

mMexay

Kaspersky Industrial CyberSecurity for Networks
4.3

Kaspersky Industrial CyberSecurity for Networks
4.3

the product of

ABMAIOLLMMCA NPOAYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccma, Mocksa,
NeHunHrpagckoe wocce, 4. 39A, cTp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHenwem umernyembimu KICS for Networks
u «JTabopaTtopusa Kacnepckoro» COOTBETCTBEHHO

and

n

Software package “Comita Digital platform” 2.2

MK «Komura Lludposasa Nnarpopman» 2.2

the product of

ABNAOWMMCA NPOAYKTOM

“Comita Inform” LLC

000 «Komuta UHPopm»

123290, Moscow, 1% Magistralny typik, 5A
«Magistral plaza» BC Block C, 4™ Floor, office 402

123290, r. Mockea, MaructpanbHbelit 1-i1 Tyn,
pom Ne 5A, stax 4, 00.402

hereinafter referred to as Comita Digital platform

B JlafibHeiwem umeHyembimu Komuta Lludposas

and “Comita Inform” respectively nnarpopma " «KomwuTa Undopm»
COOTBETCTBEHHO

Comita Digital platform is a software suite that | Komuta UudpoBas nnarpopma - 370

includes various components used for the | nporpammHbiit KOMMAEKC, BKJ110YAOLLMIA

development, implementation, and maintenance
of automation projects for technological and
production processes. Automation projects
developed using the Comita Digital Platform tools
can be implemented at local and geographically
distributed industrial enterprises. The
functionality of the Comita Digital Platform fully
covers the SCADA for APCS, PCS, DCS, SGS,
monitoring, and dispatching systems.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
inventory, monitoring, risk and threat detection.
Being a part of Kaspersky Industrial CyberSecurity
solution, the product provides nonintrusive OT
cybersecurity threat and anomaly detection based
on analysis of mirrored network traffic copy and
optionally KICS for Nodes telemetry as well as
controls to provide threat investigation, root
cause analysis and manual response actions on
endpoint and network infrastructure levels.

pas3nnyHble KOMMOHEHTbl, WCMONb3yemble ANA
pa3paboTKn, WCMOJIHEHUA U COMPOBOXAOEHUA
MPOEKTOB aBTOMAaTU3aUUN TEXHOMOTUYECKUX U
NPOn3BOACTBEHHbIX npoLeccos. MpoeKTbl
aBTOoMatusauuu, paspaboTaHHble € MNOMOLLbIO
WHCTPYMEHTOB nK «KomuTa Undposan
Mnatdpopma», MOTYT BHEAPATLCA HA JIOKA/bHbIX 1
TepPPUTOPUANBHO pacnpegeneHHbIx
MPOMBILLEHHbIX npegnpuaATUAX.
®yHKkuMoHanbHocTh MK «Komuta  Uwndposas
Mnhatdopma» MNOJSIHOCTBIO OXBATbIBAIOT BEPXHUI
ypoBeHb apxutekTypbl ACY TIl, cucTembl
MOHMWTOPUHIa U gucneTyepusaLum

KICS for Networks — cneuManuM3nMpPoBaHHbIN
nNpPoOAYKT MPOMBILLIIEHHOTO knacca,
npegHasHayeHHbIW ana WHBEHTapu3aLum,
MOHMUTOPWUHIA, BbIABAEHNA PUCKOB WU  yrpos
NPOMBbILIEHHbIX UHOPACTPYKTYP. ABAAACH YaCTbio
peweHua Kaspersky Industrial CyberSecurity,
fpPoAYKT npeaocrasnaeT BO3MOXKHOCTb
BbIABNEHUA yrpos KnbepbesonacHocTu
M aHOManui naccMBHbiM 0OpPa3omM Ha OCHOBe
aHanmsa KOMuu ceTeBoro Tpaduka,
" (onuuoHanbHO) DaHHbIX TenemeTpuu
C YCTPOWCTB, 3alMueHHbIX npoayktom KICS for
Nodes. PeweHne npenocraBnaeT UHCTPYMEHTbI
ANA paccnefoBaHMA U PyYHOro pearmpoBaHua Ha
yrposbl Ha YpOBHE 3allWLIAEMbIX YCTPOWUCTB
W ceTeBOl MHPPACTPYKTYPbLI.

kaspersky



“Comita Inform” and “Kaspersky” hereby agree
on the following statement regarding possibility to
use the listed products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

«Komura UHdopm» " «/labopatopusn
Kacnepckoro»  HacTosAlMM  MNOATBepXAaaloT
cnegyouee 3anBNeHue OTHOCUTE/IbHO

MCMOMb30BaHWUA YKa3aHHbIX MPOAYKTOB B pamKax
OOHOMN CUCTEMBI, UX COBMECTMMOCTM U BK/aAa
B BbiNosiHeHne TpeboBaHuii knbepbesonacHocTu:

“Comita Inform” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of their product combinations on the same
system. The outcome of the tests was that, subject
to their individual system requirements, the
products are compatible and can be used jointly
within the same system.

«Komwura Undbopm» 7 «/labopatopus
Kacnepckoro» npoBenn BCECTOPOHHUE TEeCTbl Ha
COBMECTUMOCTb nx NpoayKToB npu
oJHOBpeMeHHOM paboTe B cocCTaBe eAWHON
cuctembl. B pesynbTate TecTMpoBaHMA 6blio
YCTAHOB/NEHO, YTO MpPOAYKTbl, € YYETOM UX
UHAUBUAYANbHBIX  CUCTEMHbIX  TpeboBaHMuiA,
ABNAIOTCA COBMECTUMBIMHU “n moryT
MCNONb30BaTbLCA B COCTaBe eAnHOIN CUCTEMBI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

Compatibility is confirmed between the product
versions listed in this statement. KICS for
Networks 4.3 support will end on 31.03.2030. To
ensure compatibility and support, it is strongly
recommended to update the products to the
latest versions with confirmed compatibility
before the specified date.

B cnyyae yCTaHOBKM U UCMONb30BaHMA YKa3aHHbIX
NPOrpammHbIX MPOAYKTOB B pamKax eAuHON

cuCTEMBI 3To MOMKET cnocobcTBOBaThH
BbINO/HEHUIO OCHOBHbIX TpeboBaHUiA,
npeabaABAAEMbIX K UHOOPMALIMOHHOIA

n KubepbesonacHOCTM B aBTOMAaTU3UPOBAHHbLIX
cUcTemax ynpaBAeHUs NPOMBbILLEHHbIX
o6beKkToB.

CoBMeCTMMOCTL NOATBEPKAEHA ANA  Bepcuii
NPOAYKTOB, YKa3aHHbIX B AAHHOM 3aKJIOYEHUMN.
Moapepskka npoaykta KICS for Networks 4.3
ucrekaetr  31.03.2030. [Ans  obecneyeHus
COBMECTUMOCTM W NOAJEPXKKU HACTOATE/bHO
pekomeHayeTcA A0 YKasaHHOM Aaatbl 06HOBUTL
NPOAYKTbI 0o nocnegHux BEpCUi
C NOATBEPKAEHHOW COBMECTUMOCTBIO.
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