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Kaspersky
NGFW

95%

MNokasaTens 06Hapy>XeHus
1 NPefoTBPALLEHNS CETEBBIX YrpO3
¢ nomoupto IDPS (Detection Rate)*

po 200 reut/c

MpownssoguTensHocTb Kaspersky
NGFW B pexume L4 FW + Application
control**

5 000+

Pacno3HaBaembix MpUnoXeHnin
C nomoLLbto cobeTeHHoro DPI

7 000+

MNopaepxneaemMblix curHaTyp IDPS

20 000+

MopnepxmBaemblx npasui Firewall

@ ©)

BbibpaHHas
annapaTHas
nnatdopma
Stan
Adve

Heobxoonmblii
BapuaHT peLLeHns:

BBepeHune

Kaspers — MEXCETEBOW 3KPaH HOBOIrO MOKONEHNS Ha
OCHOBe rnobanbHOM 3KCNepPTU3bl 1 NepPenoBbIX TEXHONOTrMIA. [MpoayKT
3aLLMLLEaET KOPNopaTMBHYIO CETb KOMMAHWIA OT LUMPOKOro CrnekTpa
KNBepyrpos, KOHTPONMPYET aKTUBHOCTb MPUIOXKEHWNN 1 CEPBUCOB,
No3BONSET 9PPEKTUBHO YNpaBndTb TPAGUKOM 1 ONTUMUSUPYET
NPOV3BOANTENBHOCTb MHPPACTPYKTYPbI.

MNop kanotom Kaspersky NGFW HaxoosaTcs COBGCTBEHHbIE TEXHONOT N,
AokasaBLume 9bdEeKTUBHOCTb B COTHAX HE3aBMCUMbIX TECTOB

1 HEMOCPEACTBEHHO B HPPACTPYKTypax 3akas3umkos. [poayKT
npegnaraeT WMPOKW CNEKTP HTErpPaLMOHHbIX CLEeHapueB,
NPO3pPaYHYIo NOANTUKY JINLEH3NPOBAHNS I BOSMOXHOCTb
KOM@POPTHOW MUrpaLLn C peLLeHN APYrX BEHOOPOB.

MNopsapok nuueH3npoBaHS

OB6bEKTOM NNLEH3NPOBAHMS IBNFETCS KaX bl MEXCETEBOM
aKpaH HoBoro nokoneHud (Kaspersky NGFW) B Buae nporpaMmHo-
annapaTtHoro komriniekca (MAK) nnv BupTyanbHOro UCNONHEHNS.

[nsa kaxxgow nnatdopMbl MPUOBpeTaeTCs COOTBETCTBYIOLLLASA el
NULIEH3MS Ha MporpamMmvHoe obecnedyeHune ([10) B BapmaHTe Stan

nnn Adve C BKJIKOYEHHbBIM YPOBHEM HEOBXOAMMOIrO TEXHNYECKOrO
obcnyxuBaHus, Prer v Premiu

N9 BO3MOXHOCTU LLEHTPanM3oBaHHOro cbopa, NpocMoTpa 1 aHanmsa
cobbiTuin 6esonacHocTu Kaspersky NGFW B koHconm ynpaBneHns
Open Single Management Platform (OSMP) gononHuTensHo
Heobxoanma akTuBaums niueHsnin Kaspersky NGFW Log Analyzer.

Kaspersky NGFW
@ Log Analyzer (mogynb

aHanNUTUKN Ha 6ase
MNMoaxoasimin ypoBEHb OSMP ¢ noaxoagmm

%) %k k
TEXHNYECKOW MOAASPXKKM: konmyectsom EPS***)

Prer nnm HO [0 KOHLa
Premit 5ropa

Ins passepTbiBaHus Kaspersky NGFW B Buae knactepa Heo6xoanmo NpruodbpecT NNLEHIMIO A9 KaXK 40
annapaTHo NnaTdopMbl, BXOASLLEN B ero cocTaB. [prnobpeTeHne annapaTHon nnatopmMbl 6e3 nruueH3nm
Ha NO ponyckaeTcd ToNbKo s popmMmposaHus AT

MoapobHasa nHpopmMaLuums o BapuaHTax pelleHuns Kaspersky NGFW, onvcaHve ypoBHEN TEXHNYECKO
NoAAEP>XKKN 1 rapaHTUM Ha annapaTHble NNaTPOpPMbI, @ Tak>Ke NOMAHbIV CMINCOK NULLEH3NIA
npeacTaBneHbl B COOTBETCTBYIOLMX pasfenax 4OKYMeEHTa.

* NanHble IXIA BreakingPoint, Strike Level 3 1 5, 2521 nonbiTka aTtak
** TectupoaHne nposoauiock ¢ 20 000 npasun Firewall v BKIOUEHHbIM TIOrMpoBaHNEM

*** Events Per Second (CObbITUS B CEKYHAY)



YpoBHU 1 BO3MOXXHOCTU Kaspersky NGFW

PewweHne Kaspersky NGFW npeactaBneHo B ABYX BapunaHTax:

Standard ( -anced

Kaspersky Kaspersky

NGFW NGFW
MNpenocTaBnsgeT BCe HEOBXoaMMble [MpepnaraeT paclpeHHbIe
NHCTPYMEHTbI YNpaBieHns BO3MOYXHOCTU O/191 KOHTPOSA BE6-
N MOHUTOPWHra, KOHTPONS CETEBbIX PECYPCOB 1 MOCTPOEHNS KOMIMIEKCHOMN
COeOVHEHNIN 1 3aLLUNTbI OT CETEBbIX YIPO3. 3aLLUNTbl KOPNOPaTMBHOWM CETW.

Bo3moXXHOCTH Stal Adv:
YnpaBneHune, LleHTpan1soBaHHOE ynpaBneHne 1 MOHUTORVIHE ° )
MOHUTOPWHI
MapLupyTrnsauns ° °
N NHTEerpaung
B CETb VRF . °
KoHTponb MexceTeBoW aKpaH C OTCNeXmBaHNEM COCTOSHNS ° °
ceTeBbIX ceccui (Stateful Firewall)
CoeanHEeHN User-aware nonutumku ° °
KoHTponb Tpadrika NpunoxXeHun ° °

¢ nomoLubto Deep Packet Inspection (DPI)*

-_)@ 3alwuTa SSL/TLS-nHcnekums ° °
> OT CceTeBbIX
CucTtema 0bHapy>KeHVs 1 NpefoTBpaLleHs ° °
yrpos BTOPXEHU (IDPS)*

AHTUBUMPYC + MHTerpaung ¢ Kaspersky Security ° °

Network™
? KoHTponb MNposepka penyTaunn URL-aapecos + nHterpaums °
= O Be6-pecprOB ¢ Kaspersky Security Network*

Be6-dunbTpaums + MHTerpaums °
¢ Kaspersky Security Network*

MNpoeepka DNS-Tpaduka* °

B pamkax ogHoOM MHCTannaumMmn AonyckaeTcs KOM6HUpoBaHue nuueHsnin Standard n Advanced.

(e JInueHsnm Kaspersky NGFW 7 JInueHsnm Kaspersky NGFW
ﬂpl/lMGp L Star - Adve

Ka>kaplil BapmaHT peLLeHns BKItoYaeT B Ceb69 TEXHNYECKYIO NOAAEPXKKY B COOTBETCTBUN
@ C BblBpaHHbIM YPOBHEM 06CnyXnBaHS: Premium mnnm Premium Plus. MIHdopmaums 06 ypoBHSAX
TEXHNYECKOWN NOAOEPXKN NPEeACTaBNEHa B COOTBETCTBYIOLEM pasaene OKyMEHTa.

* OyHKLMW NPOoOosIKaoT paboTaTb MOCE OKOHYaHWS CpOoKa AeNCTBUS NMULEH3UN, HO OBHOBNEHE COBCTBEHHbIX Ba3
v B3anmopencTaue ¢ Kaspersky Security Network HegocTymnHO



AnnapaTHble 1 BUPTYyasbHble nnaTdopmbl

JlnHenka KX (Kasy — CEMEICTBO CEeTEBbIX annapaTHbIX NnaTdopM, paspaboTaHHbIX
cneuvanbHo ans pewenus Kaspersky NGFW. 9Tu ycTpoincTBa 06ecneynBatoT BbICOKYHO
NPON3BOANTENBHOCTb, HAAEXHYIO 3aLUUTY OT KMBEPYTrPO3 1N MacLLUTabpyeMoCTb A9 Pa3nNYHbIX CLLEHapeEB
MCMOb30BaHUS.

KX-10 KX-10 KX- KX-1 KX-3
[Mpon3BoANTENBHOCTD [Ho 10 reut/c [Ho10 réut/c [o 40 Ieut/c [o 100 lewt/c [o 200 réut/c
B pexume L4 FW +
Application Control*
MpoV3BOANTENBHOCTb Lo 3réut/c Lo 3Tréut/c [o 10 réut/c Lo 20 Teut/c Lo 50 reut/c
B pexunme NGFW
(L4 FW + Application
Control + IDPS)*
VHTepdenchl - 6x10/100/1000 - 14 x10/100/1000 - 4x10/100/1000 - 4x10/100/1000 - 4x10/100/1000
Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45 Ethernet RJ45
o 25 SIFP4E . 2xSFP+ - 8 x25G SFP28 - 8 x25G SFP28 - 8 x25G SFP28

- 4x100GQSFP28 - 4x100GQSFP28 - 4x100G QSFP28

B pamkax nuHenkn KX-Series 4OCTYNHbI Tak>ke BUPTYyasbHble ncnonHeHns — VKX. OHn npegHasHaueHb!

Ons paseepTbiBaHus Kaspersky NGFW Ha cobCTBEHHbIX pecypcax 3akasuyrka 6e3 HeobxoaMOCTI
MNCNOb30BaHNS annapaTHbIX N1aTdopm. B AaHHbI MOMEHT OOCTYMNHO BUPTYasibHOe ncnonHeHne Kaspersky
NGFW vKX-8.

VKX

Bonee nogpobHO n3yunTh NnHelKy KX-Series
MpoU3BOAUTENEHOCTb B PEXIIME [o 5réut/c MOXHO B HalLleM KaTanore 060pyA0BaHNS
L4 FW + Application Control*

Mpon3BOANTENBHOCTD B pEXMME [o 2.5 r6ut/c

NGFW (L4 FW + Application
Control + IDPS)*

[MnepBK30opPkLI KVM n VMware ESXi

lapaHTus Ha annapaTHble NnaTPopMbl NprobpeTaeTcs oTaeNbHO. Ha BUpTYyanbHble nnatdopmbl
@ rapaHTus He TpebyeTcs. ViHdopmaums 06 YpoBHE rapaHTUNHOrO 06CNY>KMBaHWS NPEACTaBNEHa
B COOTBETCTBYIOLLEM pasaene AOKyMeEHTa.

* TecTnpoBaHue nposoamnock ¢ 20 000 npasun Firewall 1 BKIIOYEHHBIM NOrVPOBaHVEM


https://kas.pr/ngfw_hardware_catalogue_kx

Cnuncok nuueH3nmn

OCHOBHbIE NNLEH3UN

Kaxxgon nnatdopme cooTBETCTBYIOT cBoM NnueH3unn Kaspersky NGFW B BapmnaHTax Standard n Advanced.

[MnaTt

KX-100
KX-400
KX-1000
KX-3500

vKX-8

Kaxxgas nuueH3uns BKNtoYaeT B CeEBS TEXHMYECKYIO Noaaep XKy Premium nnuv Premium Plus B 3aBUCKMOCTI

Jne

Kaspersky NGFW KX-100 Standard
Kaspersky NGFW KX-400 Standard
Kaspersky NGFW KX-1000 Standard
Kaspersky NGFW KX-3500 Standard

Kaspersky NGFW vKX-8 Standard

OT HEOBXOAMMOrO YPOBHS OBCYXMBAHWS.

LononHnTenbHble NNUEH3NN

Jlnu

Kaspersky NGFW Log Analyzer

-o KoHua 2025 roga

CmeHHble onTuyeckmne Monynum

CepTudunkaTtbl Ha paclMpeHHYo rapaHTunio Hardware MSA onga annapaTHbIX

nnatdopm

Kaxxpon nnatdopme COOTBETCTBYET CBOM cepTudumkat Hardware MSA.

MNnat

KX-100-KA1
KX-100-KB1
KX-400
KX-1000

KX-3500

Onun

Kaspersky NGFW KX-100 Advanced
Kaspersky NGFW KX-400 Advanced
Kaspersky NGFW KX-1000 Advanced
Kaspersky NGFW KX-3500 Advanced

Kaspersky NGFW vKX-8 Advanced

Mogynb aHanuTukn Ha 6a3e Open Single Management Platform B cooTBeTCTBUN

C Heo6xoaMbIM NapameTpoB EPS*

PasnunuHble ceTeBble HTEpderchl SFP, SFP+, SFP28, QSFP28

CeprT

Kaspersky Maintenance Service Agreement NGFW for HW KX-100-KAT1

Kaspersky Maintenance Service Agreement NGFW for HW KX-100-KB1

Kaspersky Maintenance Service Agreement NGFW for HW KX-400-DA1

Kaspersky Maintenance Service Agreement NGFW for HW KX-1000-DA1

Kaspersky Maintenance Service Agreement NGFW for HW KX-3500-DAl1

* Events Per Second (CobbiTus B CEKYHAY)



TexHn4yeckas nognep>Xka n rapaHTyg Ha annapaTHble

nnatpopmbl

[nga Kaspersky NGFW gocTynHO aBa ypOBHS TEXHNYECKOW NoaAe

PXKKM:

Premium

BasoBble napameTpbl

- 3anpocbl 06pabaThiBalOTCS SKCNepTamm
«JlabopaTopun Kacnepckoro»

- [puopuTteTHas TenePoHHad NNHNUS B peXMe
24/7 BNs KPUTUYECKUX CUTYaLMIA

- YoaneHHoe noaknoyveHmne npwn HEoBXoaMMOCTH

Mprem 3anpocoB No NHUMAEHTaM

YPOBEHb KPUTUYHOCTI 1 B pexmme 24x7,
ocTanbHble ¢ 10:00 no 18:30 (no MockBe)

Bpems peakumn Ha MHUWAEHTbI

YpoBeHb KpUTUYHOCTU 1 — 2 yaca*

YpoBeHb KPUTUYHOCTU 2 — 6 pabounx YacoB
YpoBEHb KPUTUYHOCTU 3 — 8 pabourx 4YacoB
YpoBeHb KpUTUYHOCTU 4 — 10 paboumx Yacos

KoHTakTHblE nnua

4 — BO3MOXHOE KONMNYECTBO KOHTAKTHbIX JINL,

Premi

~

BasoBble napameTpebl

- 3anpocbl 06pabaThiBalOTCS SKCrepTamMu
«JlabopaTopun Kacnepckoro»

- [puopuTeTHas TenepoHHad NMHUS B pexXmMe
24/7 BNS KPUTUYECKUX CUTYaLMi

- YpoaneHHoe nogkntoyveHmne npwn HEOBXOAMMOCTN

Mprem 3anpocoB No NHUMAEHTaM

YPOBHW KPUTUYHOCTU 111 2 B pexmme 24x7,
ocTanbHble ¢ 10:00 no 18:30 (no MockBe)

Bpems peakumm Ha MHUWAEHTbI

YpoBeHb KpUTUYHOCTU 1 — 30 MUHY T*
YpPOBEHb KPUTUYHOCTU 2 — 2 Yaca*

YpoBEHb KPUTUYHOCTUK 3 — 6 pabounx YacoB
YpoBEHb KPUTUYHOCTM 4 — 8 pabounx YacoB

KoHTakTHbIe n1ua

8 — BO3MOXHOE KOMYECTBO KOHTaKTHbIX NIAL,

CO CTOPOHbI KNINEeHTa

\

CO CTOPOHbI KSIMEeHTa

- [NepcoHanbHbIM TEXHNYECKNIA
MeHenxxep

0 ﬂpe,EI,OCTaBJ'IeHI/Ie OTYETOB KITMEHTY
Mo OTKPbITbIM MHLUWWOEHTAM

[N 0QHOM MHCTaNNSLMM MOXHO BblbpaTb TOMbKO eAVHbIN YPOBEHb TEXHNYECKON NOAOEPXKKN — NNOO
Premium gons Bcex nprnobpeTeHHbix nnueH3nin Kaspersky NGFW, nn6o Premium Plus. Kom6uHnpoBaHme

YPOBHEN HE OOMYyCKaeTCs.

JInuensnm Kaspersky

NS

Cal

Tnuensum Kaspersky Bee 5 naLichani

NGFW Standard NGFW Advanced 5
npl/l Mep C TEXHUYECKOIA C TEXHUYECKOM S ko
% % noaaepXKon
MOAAEPXKKON MOAAEPXKKOM )
Premium
Prer Pren

* B Hepabouee BpeMs Heo6xoanMo AOMONHUTENBHOE OBpalleHue no TenedoHy



[na annapaTHbIx N1aTtdopm MoaensHoro psna KX-Series OCTynHa TOMbKO pacLUMpEHHas rapaHTug

(Hardware MSA).

PacwunpeHHas raj

@ .ﬁl

Cpok Tuin o6cny>knBaHus
BO3MOXHOCTb €XXerogHOro NPoaneHns On-site (Ha MecTe akcnnyaTauum
00 Tpex et Yepes «JlabopaTopuio obopynoBaHus)
Kacnepckoro»
() 0o
0
MNonnoep>kka 3ameHa yCcTponcTB
- [NepBag AMHWS NOAAEPXKN - ABaHCOBag 3aMeHa C OTrPy3KoW
B «JlTabopaTopum Kacnepckoro» Ha cnemyowmi kKanenaapHbIi AeHb

. C CepBUCHOro cknamda B Mockse
- MNocnenyoLmin MOHUTOPWUHT

3aKPbITUS HUMAEHTa Nocne - BO3MOXHOCTb CO3AaHNS
nepenayn 060pynoBaHNS NoAMEHHOro hboHAa B PermoHax
MPOV3BOANTENO WY €0 MapTHEPY LN o6ecneYyeHns BbiICTPON OTrPy3KM

npwv YCAOBUW NPeLOCTaBNEHNS
«JlabopaTtopum Kacnepckoro»
MHDOPMAaLIM O MECTE YCTaHOBKM
ycTponcTea**

Kak npnobpectun Kaspersky NGFW

BbibpaTb 1 KynUTb HEOBXOANMOE
KONMYECTBO annapaTHbIX NnaTdopm
KX-Series

BbibpaTb HEOBXOOVIMBI BApUaHT
TEXHNYECKOWM Nnogaep>Xxku — Premium
vy Premium Plus

s kaxxgon nnatdopMbl NPUOBPECTN
nnueHsuto Kaspersky NGFW (Standard
nnn Advanced) ¢ BbIGpaHHbIM YPOBHEM
NoaaepP>XKN

[Mpr HEOBXOANMOCTU KYMNUTb PaCLUVMPEHHYIO
rapaHTUo Ha annapaTtHble NNaTdopPMbl
KX-Series

OnuuoHanbHO NPUOBPECTN CMEHHbIE
onTuyecKre Moaynu

@@ @O

* Ba ncknoyeHmnem ):I,eCDeKTOB. BO3HVKLUMX MO BUHE KNEHTa

-

JlorncTtuka

3abop AedeKkTHOro 1 4oCTaBKa
OTPEMOHTVPOBAHHOMO NN
NoOMEHHOro 0bopyAOBaHNA 3a CUET
npownssoguTens™

)

Mpnem 3anpocos
1 Bpems peakuum

- MNpuem 3a9Bok B pexume 24/7
- Bpewms pearvpoBaHug o 24 yacos

Mpumep

7 arnnapaTHbIX niathopm
Kaspersky NGFW KX-400

@ 7 nnueHaunii Kaspersky
= NGFW KX-400 Advanced
C noapepxxkor Premium

7 PaclumpeHHbIX rapaHTui
Hardware MSA

03

15 onTrnyeckmx moaynen
Kaspersky NGFW Pluggable
100Gbps QSFP28 SR 100m

** MyTeM akTuBaumm cepTudrkaTa pacLUMPEHHOM rapaHTUK C Yyka3aHUeM MECT YCTaHOBKM O60pYyooBaHNS
yepe3 Company Account n/vnu Yepes NPEAOCTaBAEHE COOTBETCTBYIOLLEN MHDOPMaLLMK [TapTHepY



www.kaspersky.ru

© 2025, AO «JlabopaTopus Kacnepckoro».
3aperncTpupoBaHHble TOBapHbIE 3HAKW U 3HaKN
0BCIyXMBaHUS SBISIOTCS COBCTBEHHOCTbIO

1X NnpaBoo6napaTenei.

Kaspersky
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https://www.kaspersky.ru
https://www.kaspersky.ru/enterprise-security/ngfw

