
A strategic approach to advanced 
enterprise security

Kaspersky Anti Targeted Attack Platform 
delivers a new, strategic approach to 
detecting targeted attacks. Complemented 
by our multi-layered prevention 
technologies and solutions, as well as an 
extensive portfolio of Security Intelligence 
Services for response and prediction, 
Kaspersky Lab delivers a truly integrated, 
strategic approach to targeted attacks and 
to threat detection and response.

Digital transformation – 
a new role for cybersecurity

Cybersecurity, along with compliance and 
data usage, has become a key strategic 
priority for digital business. Organizations 
are looking for security approaches that  
facilitate a clear focus on business needs.

A trusted security solution 
delivering complete privacy

All object analysis is performed on-site, with 
no outbound data flow, and the Kaspersky 
Private Security Network delivers real-time 
inbound reputation updates while preserving 
the full isolation of corporate data.

Corporate security should act as a catalyst for accelerated innovation, a cornerstone of your 
digital business strategy, proactively identifying and mitigating risk and reducing the impact 
of digital disruption in alignment with your overall business vision. Where cybersecurity is 
still viewed as a necessary burden and a potential progress inhibitor rather than a nurturer of 
corporate growth, Kaspersky Lab can help transform expectations.

Kaspersky Enterprise Cybersecurity

Cybersecurity risk mitigation in an era 
of digital transformation

A corporate cybersecurity strategy 
to meet digital disruption challenges

With the increasing adoption, throughout business and society at large, of digital 
technologies such as the cloud, big data, mobile, IoT and artificial intelligence, 
the growing connectivity of everything brings challenges as never before in 
terms of security, compliance and data protection.

Business goals of Digitalization

Improve operational efficiency

Increase automation or core business 
processes

Improve operational effectiveness

Improve customer service/satisfaction

Accelerate/improve desision-making 
process

Better align business and IT operations

Improve front-office channel/customer 
management capabilities

Respond to competitive threats

Better attract/retain new customers

Support new market/market segment 
penetration

A unified solution to accelerate 
innovation in digital transformation

•	 Integral business continuity, achieved through building security and 
compliance into new processes right from inception. 

•	 Visibility over shadow IT and hidden threats
•	 Maximum flexibility enabling deployment across both physical and virtual 

environments, wherever visibility and control is needed
•	 The automation of investigation and response tasks, optimizing the cost-

effectiveness of your  security, incident response and SOC teams 
•	 Tight, straightforward integration with existing security products, enhancing 

overall security levels and protecting legacy security investment
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How it works
«The Kaspersky Anti Targeted Attack Platform provides advanced threat detection 
across all layers of a targeted attack – initial infection, command and control 
communications, and lateral movements and data exfiltration» – a competitive 
analysis of Advanced Persistent Threats (APT) protection by Radicati Group 2017.

Automated aggregation of essential telemetry and data across the entire network
The platform leverages network and endpoint data to deliver complete 
visibility across distributed enterprise networks for early threat detection and 
comprehensive response. Objects can be collected through SPAN, ICAP, POP3S 
or SMTP. Suspicious objects can also be extracted from third party systems’ 
custom connectors.

Multi-dimensional advanced detection
Based on leading security intelligence and advanced machine learning 
technologies, the Kaspersky Anti Targeted Attack Platform combines network 
and endpoint data, sandbox and intelligent analysis to correlate incidents, 
search for Indicators of Compromise and help uncover the most complex 
targeted attacks. Connecting up of the various pieces of an incident provides 
a comprehensive view of the entire attack chain, increasing confidence in 
assigned threat scores and reducing false positives to zero.

Automated prevention of advanced threats and comprehensive response
The Kaspersky Anti Targeted Attack platform can automatically share verdicts with 
traditional security Kaspersky Lab solutions via an on-premise intelligence sharing 
layer – Kaspersky Private Security Network. This tight integration from global 
to network to endpoint level,  between Kaspersky Anti Targeted Attack Platform, 
Kaspersky Security for Mail Gateway, Kaspersky Endpoint Security, Kaspersky 
security for Virtualization and Kaspersky Endpoint Detection and Response, 
means immediate, informed action can be taken when an incident emerges. 

Proven to be the industry’s most 
effective solution 

In independent tests, Kaspersky Anti 
Targeted Attack platform has been found 
to deliver 100% detection rates, with a 0% 
false positive rate, eliminating the need 
to waste time responding to false alarms. 
ICSA, q3 2017

Integrates with existing enterprise  
security

Existing security solutions can be fed 
with new context and verdicts for 
blocking.  Blocking rules can be sent 
to Next-Generation Firewalls (NGFWs), 
breach event data sent to your Security 
Information Event Management system 
(SIEM) and  unique URL and Domain 
insights added to Secure Web Gateways 
(SWGs). 

Kaspersky Enterprise Cybersecurity

Передовая защита от целевых атак и комплексных угроз

Kaspersky 
Anti Targeted 

Преимущества решения
• Сокращение финансовых и операционных 

убытков, вызванных кибератаками

• Сведение к минимуму возможности прерывания 
критически важных бизнес-процессов

• Предотвращение дорогостоящих судебных 
разбирательств, а также случаев несоблюдения 
требований и нормативов

• Защита инфраструктуры от злоумышленников, 
действующих незаметно и причиняющих ущерб 
в течение долгого времени

• Устранение дополнительных расходов на устра-
нение последствий целевых атак (дополнительное 
обучение, набор сотрудников, усиление защиты 
системы)

«Решение «Лаборатории Касперского» показало превосходные 
результаты во время тестирования. Оно выявило 99,44% неизвестных 
угроз и продемонстрировало высочайшую эффективность обна-
ружения на материале почти 550 новых и малоизвестных угроз».
Отчет ICSA по сертификационному тестированию решений для борьбы 
с комплексными угрозами, IV кв. 2016 г.

Может ли ваша организация стать 
целью для злоумышленников?

Злоумышленники постоянно совершенствуют 
методы комплексных атак, направленных на 
крупные предприятия. Несмотря на это, многие 
организации по-прежнему пытаются бороться 
с современными угрозами c помощью устаревших 
технологий защиты. Для обнаружения целевых 
атак защитное решение должно обнаруживать 
малейшие изменения в поведении системы, 
которые могут указывать на нарушение безо-
пасности. После обнаружения атаки ее следует 
устранить, опираясь на анализ угроз. При исполь-
зовании такого подхода накопленные знания 
и опыт будут способствовать непрерывному 
совершенствованию стратегии безопасности.

Обеспечивает ли безопасность 
ваша стратегия?

Успешные целевые атаки обычно и эксплуатируют 
разные уязвимости. С технической и финансовой 
точек зрения любой организации стоит как можно 
лучше изучать каждую атаку: понимание того, 
какими инструментами и методами пользуется 
противник, необходимо для улучшения корпора-
тивной стратегии безопасности. Само по себе 
обнаружение – без понимания того, как отвечать 
на атаку и как изменять стратегию согласно 
ситуации), – практически не имеет смысла. 
Какую бы совершенную технологию защиты 

снова и снова, пока организация не выработает 

безопасности.
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