Original

Translation

KASPERJKY#2

SAKJITIOHEHWE O COBMECTUMOCTUW

NPOrpaMMHOIo NPogyKTa
Kaspersky Industrial CyberSecurity, npoaykumu komnaHum

AQ «NaGoparopua Kacnepckoros
39A/2 NeHwHrpaackoe Wocce,
Mockea, 125212, Poccuidckan Degepauun

3neck U ganee umeHyemele kak ¢« KICS» 1 «flabopaTopua Kacnepckoro», COOTBETCTEEHHO

¢ NpOrpaMMHO-annapaTHLIM KOMNNEKCoM LW poBoi nogcTaiumm Ha Base
EKRASCADA, npogykUWa KoMnaHam

000 HMM «3KPAx»,
np. K. Akoenesa, g. 3, nomeweHne 541
YeGokcapul, 428020, Poccouwiickan denepaumn

3pece v ganee umeHyemule kak «EKRASCADA» v «3KPA», cOOTBETCTEEHHO

Hactoawmm 3aknoveswem o cowmecTumocT IKPA w NaGopatopua Kacnepckoro
FAABMAT O KOPPEKTHOCTW COBMECTHOW paboTel YNOMAHYTEIX MPOrpaMMHBIX NPOLYKTOB B
eaMHOW WHPOPMALMOHHOW CWUCTEME, O COBMECTMMOCTM 3TUX NPOTPAMMHLIX NPOOYKTOB,
nossonAKWeR AoOWTECA BBINOMHEHWA onpegeneHHelx Tpeboeanwi  WHOPMaLUMOHHOR
BezonacHoCTH aBTOMATHAWPOBAHHLIX CHCTEM YNPABNEHWA TEXHONOTHYECKMMI NPOLECCamMM
(nanee ACY TT1), B KOTODBIX QaHHBIE NPOOYETE KCNNYATUPYIOTCA COBMECTHO;

EKRASCADA senseTcA aBTOMATH3IMPOBAHHOW CHCTEMOR YNPAaBNeHWA TEXHONOTMHECHUMW
npoLeccamid W WCnone3yeTcA B ofnacTk npoMmelluneHHoR asTomatuaauun. KICS aenretch
ROMMNEKCHLIM pelleHWeM OnA obecne4yeHHUA mﬁepﬁemnacunmu obwekToR HpHTHHem{Dﬁ
MHhpacTpyKTYpEl M OBLEKTOR NPOMBILLNEHHOR aBTOMaTHIALIWM,

3KPA 1 NaGoparopua Kacnepckoro npowieenn ucneitanua EKRASCADA w KICS wa
COBMECTUMOCTb B pamMkax eguHOi MHOPMALMOHHOA cUCTeMbl. B peaynbTaTe WCNLITaHWA
Bbino BLIABNEHO, YTO, C YYETOM WX WHAMBUAYANbHLIX TReGOBaHWA K cpeae, NPoAYKTEI MOryT
6biTb WCMONL30BAHLI B PaMKax e4MHON WH(OPMALUMOHHOW cHCTEMbl. [lpoBegeHHbe
WCNBITAHWA HE BbIABWIK KaKKX-NMB0 3HaYMMBIX NPOBEM COBMECTUMOCTH NPOAYKTOB.

STATEMENT OF COMPATIBILITY

between

Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software and hardware complex of digital substation based on “EKRASCADA”
the product of

NPP “EKRA” LLC
3 Yakovlev Ave., Cheboksary, 428020, Chuvash Republic, Russia

hereinafter referred to as kEKRASCADA» and «EKRA» respectively.

This Statement of Compatibility of EKRA and Kaspersky Lab hereby declare the possibility of mutual apply
of the mentioned software products in unified information system, compatibility of these software products,
allowing to meet certain information security requirements for automated process control systems
(hereinafter referred to as APCS), these products are mutually run:

EKRASCADA is the automated process control system used in the field of industrial automation. KICS is
an integrated cybersecurity solution for critical infrastructure and industrial automation.

EKRA and Kaspersky Lab tested EKRASCADA and KICS compatibility within unified information system.
Tests proved the possibility of use the products in unified information system, taking into account their
individual environmental requirements. The tests have not revealed any compatibility problems in products.




Original

YCTaHOBMEHO COBMECTHO, B COOTBETCTBUM C TPEBGOBAHMAMY U PYKOBOACTBAMM MO yCTaHOBKe
U HacTpoike, B eauHon uHdopMaumonHo#n cpeae npoaykTel EKRASCADA u KICS ceoeit
yHKUMOHANLHOCTLIO 0BecneunBaloT BoinonHeHe 4actu TpebosaHuit WHhopMaLUOHHOM
BesonacHocTi, yreepxaenHbix Mpukasom ®CTIK Poccuu Ne 31 or 14.03.2014 «O6
ymeaepxoeHuu Tpebosanui K obecneyetiuio 3awumsi uHghopmayuu 8
asmomamu3uposaHHbIX cucmemax ynpaenexus npou3eodcmeeHHbIMU u
MEexHONO2UYeCKUMU NpoueccaMmu Ha Kpumu4yecKku BaxHbix 00bekmax, nomeHyuansHo
onacHbix obbeKkmax, a makxe obbexkmax, NpedcmaenAUUX NOELILIEHHYIO OMacHOCMb Ons
XU3HU U 300poebA Model u ONs oKkpyxarowel NPUPOSHOT cpedsim.

lMomMumo ycTaHOBKM 1 UCNONBL3OBaHKA 0BOMX NPOAYKTOB, ANA peanuaaunu Bcex TpebosaHmii
WHPOPMALMOHHON  6e30NacHOCTM B  KaXAOM KOHKPETHOM KNacce  3allULLEHHOCTM
aBTOMaTN3NpPOBaHHbIX CUCTEM, MOryT ObiTe HEOOXOAMMbLI AONONHWTENbHBIE MEpbI.
QakTuueckue nNpuHUMaeMble Mepsl OyayT 3aBMCETb OT  KOHKPETHLIX TpeBoBaHuil
MH(POPMALMOHHOH 6E30NacHOCTH NPeAbABNAEMBIX K OBLEKTY 3aLUNTLI, A TAKKEe APXUTEKTYPbI
ACY TN obvekra. Takue mMepbi MOryT, NOMUMO NPONEro, BKNOYaTL B cebs YCTaHOBKY M
UCnonb3osBaHue Apyrux NPOrpamMMHbLIX UMW annapaTtHbiX MPOAYKTOB, COOTBETCTBYOLEE
KOH(MIypUpOBaHWe NPOAYKTOB W CO3AAHME WNU KOPPEKTUPOBKY OPraHW3aLMOHHBIX
npoueccos.
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Ynpaensiowwi aupektop, Poccus FeHepanuHbii AMpeKTOp
¥ cTpaubl CHI

000 HMMN «3KPA»

Translation

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, EKRASCADA products and KICS their functionality ensure that some of the
information security requirements are met, approved by Order of FSTEC of the Russian Federation No. 31
of 14.03.2014 "On Approval of Requirements to Ensure Information Protection of Automated Systems of
Control of Production Technological Processes at Critical Facilities, Potentially hazardous objects, as well
as objects of increased danger to human life and health and to the environment."

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.



