Original Translation

AKT NMPOBEPKW COBMECTUMOCTH STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity

Mexay nporpamMHBIMIA NPOOYKTaMKU

Kaspersky Industrial Cyber Security
NpoOYKLHA KOMNAHWA the product of

AD «NaBopaTopua Kacnepckorow

Poccua, 125212, r. Mockea, NenwHrpaackoe wocce, 39A, crp.2 AO “Kaspersky Lab”

39A/2 Leningradskoe Shosse,
3pece v ganee nweHyemblit kak «KICS» u «JlaGopatopwa Kacnepckoros,

COOTBETCTREHHO Moscow, 125212, the Russian Federation
W hereinafter referred to as “KICS” and “Kaspersky” respectively
OWK-OWUCMNETYEP HT and
NPOAYKLMA KOMNaHWW
- OIC Dispatcher NT
000 «HTK MHTEP®EWC» P
Poccus, 620043 r. ExaTepuHbypr, yn. 3asogckan 77 the product of
3peck u nanee uMeHyeMble kak «OMK-IUCNETYEP HT» u «HTK MHTEPDENC»,
COOTBETCTEEHHO “NTK Interface” LLC

77 Zavodskaya Str., Ekaterinburg, 620043, Russia
HTK MHTEP®EIAC » NaGopatopna Kacnepckoro HACTOAWMM SKTOM 3aSBNSIOT O hereinafter referred to as «OIC Dispatcher NT» and «NTK Interface» respectively.
BO3IMOMHOCTH COBMECTHON WCNONLI0BAHWA YNOMAHYTEIX NporpaMMHbiX NpoOOYKTOB B
E/IMHON WHOPMALMOHHOA CMCTEME, O COBMECTUMOCTH 3TWUX NPOTrpaMMHLIX NPOGYKTOE,

nozsonAwwed noGUTECA BLINONHEHWA oNpeAeneHHbIX TpebosaHWi WHOpPMaLMOHHOM NTK Interface and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned software
Ge3onacHoCTW  ABTOMATM3MPOBAHHBIX  CHCTEM  YNPABNEHWA  TEXHONOTMYECKAMM products in unified information system, compatibility of these software products, allowing to meet certain
npoueccamu (nanee ACYTM), B KOTOpLIX [AaHHBIE NPOOYKTEl SKCNMYaTHRYIOTCH information security requirements for automated process control systems (hereinafter referred to as APCS),
COBMECTHO: these products are mutually run:

OIK Dispatcher NT and KICS are software products used in automation of electric power transmission and
distribution. OIK Dispatcher NT is the automated process control system. KICS is an integrated
cybersecurity solution for critical infrastructure and industrial automation.

OWK-OWCNETYEP HT w KICS aensotca  NPOrpaMMHLIMKA - NpOgyKTaMK,
MCNONbL3yeMeIMW B asTOMaTM3auMn nepeaadm W pacnpefencHWs  3NeKTpUMeckod
avepran.  OWK-JUCMNETYEP HT senAeTtcA aBTOMATHIMPOBAHHOW  CHUCTEMON
ynpaeneHws  TexHonoruyeckum  npoueccom.  KICS  ABNAETCA  KOMNNEKCHBIM NTK Interface and Kaspersky Lab conducted extensive testing of the OIK Dispatcher NT and KICS
MHCTPYMEHTOM obecneyeHnn nHhopMaLnoHHoi GesonachocTn ACY TIN. compatibility within unified information system. Tests proved the possibility of use the products in unified

HTK MHTEP®EWC 1 NaGoparopus Kacnepckoro npouseenit oBLWMPHOE WCNbITaHKe information system, 'Fa!<_ing into account their individual environmental requirements. The tests have not
OMK-OMCTETYEP HT 1 KICS Ha COBMECTMMOCTL B paMKaX efMHOI UHGOPMALIMOHHON revealed any compatibility problems in products.

cuctemsl. B peaynerate wucnoitaHuid  GbiN0  BLIABNEHD, YTO, C Y4ETOM WX

MHOMBUOYANLHLX TpeDoBaHWA K cpeae, NPogyKTE MOMYT ObiTh MCNONbL3OBAHLI B PAMKAX

eMHOW WHpopMaLMOHHOR cucTemel. MpoBefeHHLIE WCNBITAHWA HE BLIABMNM KaKMX-

nuBo npobnem COBMECTUMOCTH MEXAY NPOAYKTAMM.
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Original

Ycranosnewo COBMECTHD, B COOTBETCTEBMHW C TpEﬁDH-aHHﬂMH W PYHOBOOCTEAMKM NO
YCTAHOBKE W HAcTpoike, B egWHOR WHdOopMauvoHHOW cpege npogykTel OWK-
AMCNETYEP HT u KICS csoeil QyHKUMOHANBHOCTEIO OGECNeynBaloT BeiNOMHeHue
yacT Tpebosanuil wHhopmaumonHoi BesonacHocTy, onpegenenHbix B Mpukase Ne 31
«0f  ymaepwdenuu Tpebosawuld k obecnevenuro awjumel uWghopmayuy a
asmoMamu3uposaHHblx  cucmemMax  yrnpasneHus  npoussodcmeeHMbIMU 0 U
mexHoNo2UYecKUMU NpoyeccamMu Ha KpumUYecKU eaxHbix oBbexmax, nomeHyUuansHo
onacHelx ofbexmax, a mawxke obsexmax, npedcmasnAeLUX NOSLIUEBHHYID
onacHocmb ANA XusHU u 3doposbA modeld u AnA oxkpyxawwel npupodHol cpedbi»
denepansHoi Cnywbel no TexHwveckomy W IJkcnoptHomy Kowtponw Poccuidckoi
depepauvn (PCTIK) ot 14 Mapra, 2014,

Momumo ycranoskv W Mcnone3oBaHWs oboux npoaykToB, ANA peanusauWM Beex
TpeboBaHWA  WHDOPMALWOHHOR JALWWEHHOCTH B KEKOOM  KOHKPETHOM  Knacce
ABTOMATUIMPOBAHHBEIX CMCTEM MoryT ObiTe HeobGxogMMmbl Opyrve mMepbl. GakTHYecKne
nplHMMaeMsle Mepel ByayT 3aBMCETE OT KOHKPETHbIX TpeGOBaHMA WHODOPMALWOHHOR
fesonacHOCTH NpegbABNAEeMbIX K 0BBEKTY 3alMTel, 8 Take apxMTekTypel ACY TN
obbekta. TakMe Mepsl MOTYT, NOMWMO nNpodvero, BKNOMaTe B ceba ycTaHoBky W
MCNONbL30OBAHWE APYIMX NPpOrpamMMHBIX MNW anNapaTHLIX NPOOYKTOB, COOTBETCTBYOLLEE
KOHPUrYpUpOBaHWE NPOOYKTOE W CO3AaHWe WNW HOPDEKTWPOBKY OpPraHW3auMoHHLIX
npoueccos.

000 «HTK HHTEP®@EWC» AO ulNaGopatopus Kacnepckoron
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Translation

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, OIK Dispatcher NT products and KICS their functionality ensure that some
information security requirements are met, Specified in Order No. 31 " About approval of Requirements to
ensure information protection in automated systems of control of production and technological processes at
critical objects, potentially dangerous objects, as well as objects that pose increased danger to human life
and health and to the environment" of the Federal Service for Technical and Export Control of the Russian
Federation" (FSTEC) "of March 14. 2014.

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.



