STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTHU

By and between

Mexay

Kaspersky Industrial Cyber Security Suite

Kaspersky Industrial Cyber Security Suite

product of

NPOAYKTOM

AO KASPERSKY LAB

AQ «Jlabopatopus Kacnepckoro»

39A/2 Leningradskoe Shosse, Moscow, 125212,
the Russian Federation

125212, Poccus, Mockea, IleHWHrpaackoe woccee,
n. 39A, c1p. 2

hereinafter referred to as "KICS" resp. “Kaspersky”

B fansHeunwemM nmeHyemsiMu KICS v «Jlabopatopun
Kacnepckoro» COOTBETCTBEHHO

and

EcoStruxure Triconex Safety Instrumented Systems
including Tristation software, SoE, Enhanced Diagnostic
Monitor, Safety View, DDE Server, TSAA DIDA and
Triconex controller family

EcoStruxure Triconex Safety Instrumented Systems,
BKIIOYas nporpammHoe obecnedenune Tristation, SoE,
Enhanced Diagnostic Monitor, Safety View, DDE Server,
TSAA DIDA v koHTponnepst ceMelictsa Triconex

products of

NpoAyKTamu

Schneider Electric, represented by Schneider Electric
Systems LLC,
12/1 Dvintsev str., Moscow, Russia, 127018

Schneider Electric, npeactasneHHsIM
000 «lWHenpep BnekTpuk Cuctemes
127018, Poccusa, Mockea, yn. [euHues, 4. 12, kopn. 1

Schneider Electric and Kaspersky hereby agree on the
following statement regarding the use of their products
on a common safety instrumented system (SIS), their
products compatibility and the contribution of their
products to fulfill certain cybersecurity requirements

in SIS:

«lWHeinep AnekTpuk Cucteme» 1 «fMaboparopus
Kacnepckoro» HacToswmMM NOATBEPXAAIOT cneayoliee
3asBNEHNE OTHOCUTENBHO UCMONL30BAHUSA UX NPOLYKTOB
B pamkax oaHoi NnpubopHOR cncteMel 6e3onacHocTH
(NCB), coBMECTUMOCTM WX NPOAYKTOB W BKMNAAa 31X
NPOAYKTOB B BEIMONHEHWE ONPERENeHHbIX TpeboBaHuii
K MepaMm 3aumTel MHPOPMaLK B aBTOMATU3NMPOBaHHOM
cucteme 6e30MacHOCTY:

EcoStruxure Triconex Safety Instrumented Systems is a
software and hardware product that can be used in the
field of industrial safety system. KICS is a cybersecurity
tool suite.

Cuctema 6esonacHoctn EcoStruxure Triconex Safety
Instrumented Systems saiBnaeTca nporpaMmHo-
annapaTtHbIM NPOAYKTOM, KOTOPEIA MOXET MCMOMb30BaThCA
B obnactn obecneyeHus 6€30NacHOCTU NPOMBILNEHHBLIX
npoueccos. KICS aBnserca HabopoM UHCTPYMEHTOR Anst
obecneyeHun TpeboBaHW K Mepam 3alWnTsl MHdOPMaLMK
B aBTOMATU3MPOBAHHOW CUCTEME YNPaBreHus.,

Schneider Electric and Kaspersky have carried out
extensive compatibility tests for the common use of
their products combinations on an SIS. The outcome

of the tests was that, subject to their individual system
requirements, the products may be used on the same
SIS. The tests did not reveal any critical incompatibility
issues between the products which is confirmed by Act
of test report dd. 15.05.2018.

«lWnenpep InekTpuk Cucreme» u «flaboparopus
Kacnepckoro» nposenu BCECTOPOHHUE TECTHI HA
COBMECTUMOCTb UX NMPOAYKTOB NPU OOQHOBPEMEHHOM
paborte B ogHoi MNCB. B pesynbTare TeCTMpOBaRWA
6bINO YCTAHOBMNEHO, YTO MPOAYKTHI, C YYETOM UX
WHAMBWAYANLHEIX CUCTEMHBLIX TpeBoBaHWIA, MoryT
MCNOMb30BaTbCA B pamkax ogHon [MNCBE. TecTwl

He BLISBUMNW Kaknx-nvbo Kputuueckmux npobnem c
COBMECTUMOCTLIO NPOAYKTOB, YTO NOATBEPXAEHO
NPOTOKONOM UcnbITaHWi ot 15.05.2018.
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In case both products are installed on the same SIS

their functionalities can contribute to fulfill essential
cybersecurity requirements as defined in Federal Law
"On the Security of the Critical Information Infrastructure
of the Russian Federation” N 187-FZ released on July
26™ 2017, Order Ne 239 "On Approval of Requirements to
ensure the protection of Significant Objects of the Critical
Information Infrastructure of the Russian Federation”
released on December 25" 2017 and Order Ne31 (On
Approval of Requirements to ensure the protection of
information in automated Systems control of production
and technological processes in critical facilities,
potentially dangerous objects, and Objects that represent
an increased danger to life and human health and to the
environment) released by the Russian Federal Service
for Technical and Export Control (FSTEC) on March 14'
2014.

B cnyyae yctaHoBku 060Mx NPOAYKTOB B pamMKax

0pHOW MCB X dyHKLMOHaN MOXeT Cnoco6CcTBOBaThL

1 OpPMEeHTUPOBaH Ha BbINONHEHWe onpeaeneHHbIX
TpeGoBaHui kK MepaM 3aWwnTLl MHOPMaLUK B
aBTOMaTU3NPOBaHHON cucTeme 6e3onacHoCTy,
onpefeneHHLIX NOA3aKOHHEIM HOPMAaTUBHO-NPaBOBLIM
akToM kK ©3-187 «O 6esonacHoctn KUW» o1 26.07.2017,
Mpukasom OCTIK Poccuu ot 25.12.2017 Ne 239

«06 yTBepxaeHnn TpeboeaHuWii No obecneveHnto
6e30NacHOCTH 3HAYMMBIX OBBLEKTOB KPUTUHECKON
VHPOPMaUMOHHOM MHADPaCTPYKTypLl POCCHIACKOR
®egepauum» n MNMprkasom GCTOK Poceum ot 14.03.2014
Ne 31 «O6 yTBEpx)aeHWn Tpebosaruin kK obecrnedennio
3alunTEl HOPMaLUK B aBTOMaTU3MPOBaHHLIX CUCTEMAX
ynpaBneHns Npou3BOACTBEHHEIMU U TEXHOMNOMNYECKMU
npoueccamMm Ha KpUTUYECKM BaxXHBIX 0ObekTax,
NoTeHUManbHO OnNacHLIX 0ObekTax, a Takke obbekTax,
NpeAcTaBNAoWMX NOBLIWEHHYIO ONACHOCTL ANS XU3HW

1 300POBbLS NIOAEN W AN OKPYXKaLWeR NPUpPoaHON
cpenbl».

AO KASPERSKY LAB AO «Jlaboparopusa Kacnepckoro»
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Title: Chief Operating Officer
Moscow Office

OonxHocTte: UcnonHuTenbHLIA AUpeEKTOP

Schneider Electric

000 «llHengep dneKkTpuk Cucremc»

Date:

Hara:

Name: B.Muratov Ik J \J'-. o

Wms: B.C. MyparoB ' t\ C e

Title: General Manager

HonxHocTb: MeHepanbHbIA AvipexTOp
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