STATEMENT OF COMPATIBILITY

3ASIBJEHHUE O COBMECTHMOCTH

By and between mexay

Kaspersky Industrial CyberSecurity, Kaspersky Industrial CyberSecurity,
product of NPOAYKTOM

AO KASPERSKY LAB AO «JlabopaTopuna Kacnepckoro»

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccna, Mocksa,
NeHunrpagckoe wocce, 4. 39A, cp. 2

hereinafter referred to as “KICS” and
“Kaspersky”, respectively

B ganbHelwem nmeHyembimn «KICS» n
«labopatopua Kacnepckoro» coOTBETCTBEHHO

and

7l

Process Control System (PCS) for Industrial
Automation based on the following components:

- MAPS

- GXWorks 3

- GT Designer 3

- FR Configurator 2

- Controllers iQ-R series

- Controllers iQ-F series

- HMI GOT2000

- Inverters FR-A800

CucTeMoi ynpaBaeHUs TEXHOIOTMYECKUM
npoueccom (ACY TTIT) Ha 6a3e cnepyrowmx
nporpammHo-annapaTHbIX KOMNOHEHTOB:

- MAPS

- GXWorks 3

- GT Designer 3

- FR Configurator 2

- KoHtponnepsbi cepuu iQ-R

- KoHtponnepsi cepuu iQ-F

- NaHenu oneparopa GOT2000

- YacroTtHble npeobpasoBatenu FR-A800

products of

npoayKTamu

Mitsubishi Electric (Russia) LLC
2 bld. 1, Letnikovskaya st.,
Moscow, 115114, the Russian Federation

000 «Muuy6ucn InekTpuk (PYC)»
115114, Poccua, MockBa, yA. JIeTHUKOBCKaA 2
ctp. 1

Mitsubishi Electric (Russia) LLC and Kaspersky
hereby agree on the following statement
regarding possibility to use the listed products on
a common system and their compatibility and
contribution to fulfillment of cyber-security
requirements:

000 «Muuybucu dnekTpuk (PYC)» n AO
«/labopaTopua Kacnepckoro» HacToAwmMm
NOATBEPKAAIOT Ceaylollee 3aaBNeHMe
OTHOCHTE/IbHO UCMO/Ib30BAHWA YKa3aHHbIX
NPOAYKTOB B pamMKax 04HOW CUCTEMbI, UX
COBMECTUMOCTU U BKNaAa B BbINO/IHEHUE
TpebosaHuit kubepbesonacHocTu:

MAPS, GX Works is a software product that can
be used in the field of industrial automation.

- MAPS

- GXWorks 3

- GT Designer 3

- FR Configurator 2

- Controllers iQ-R series

- Controllers iQ-F series

- HMI GOT2000

- Inverters FR-A800

KICS is complex solution that provides
cybersecurity for critical infrastructures and
objects of industrial automation.

MporpammHo-annapaTHoe obecneyeHue:

- MAPS

- GX Works

- GX Works 3

- GT Designer 3

- FR Configurator 2

- KoHtponepbi cepun iQ-R

- Koutponnepbi cepun iQ-F

- NaHenw oneparopa GOT2000

- YacroTHble npeobpasoBarenu FR-A800
ncnonb3yeTca B 061acT aBTOMaTU3aLUm
NPOMbILIAEHHbIX NPOLECCOB.
KICS aBnaeTca KOMNAEKCHbIM peLlueHuem ana
obecneyenuna kubepbesonacHoCcTN 06bEKTOB
KPUTHMUYECKOW MHPACTPYKTYpPbl U 06BLEKTOB
NPOMbILWNEHHOM aBTOMaTU3aLNM.
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AN ELECTRIC
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Mitsubishi Electric (Russia) LLC and Kaspersky
have carried out extensive compatibility tests for
the common use of their product combinations
on same system.,

The outcome of the tests was that, subject to
their individual system requirements, the
products may be used on the same System. The
tests did not reveal any incompatibility issues
between the products.

000 «Muny6bucu Inektpuk (PYC)» 1
«labopatopun Kacnepckoro» nposenu
BCECTOPOHHME TECTbl HAa COBMECTUMOCTb UX
NPOAYKTOB NPU 0AHOBPEeMeEHHOW paboTe B
paMKax eAnHOM CUCTEMDI.

B pe3ynbTaTe TECTUPOBaHWA ObII0 YCTaHOBIEHO,
YTO NPOAYKTHI, C YYETOM UX MHAUBUAYANbHBIX
CUCTEMHDIX TPebOoBaHUI, MOTYT MCMONb30BaTLCA
B PamKax eanHoli cuctembl. TeCTbl He BbIABUAN
Kakux-nmbo npobaem coBmecTMmocTu
NPOAYKTOB.

In case both products are installed on the same
system their functionalities can contribute to
fulfill essential information and cyber security
requirements for protection in security systems
(including video surveillance) and systems of
automated production and technological
processes control in critical facilities, potentially
dangerous objects, and objects that represent an
increased danger to life and human health and to
the environment.

B cnyuae ycTaHOBKM 060MX NPOAYKTOB B pamKax
OHOM cUCTEMbI UX GYHKLIMOHAN MOXKeT
Cnoco6CcTBOBATL BbINOJIHEHUIO OCHOBHbIX
TpeboBaHWUI MHGOPMALMOHHOW U
knbepbesonacHoCTM B cucTemax 6e3onacHocTH (B
TOM unC/Ie cucTeMax BuaeoHabniogeHna) u
aBTOMATU3MPOBaAHHbIX CUCTEMAX YNpaBNEHUA
NPOU3BOACTBEHHBIMU U TEXHONOTUYECKUMMU
NPOLECCamMU Ha KPUTUYECKM BaXKHbIX O6beKTax,
NOTEHLMANbHO ONacHbIX 06beKTax, a TakKe
06beKTax, NpeAcTaBAAOLWMX NOBbLILLEHHYIO
OMacHOCTb A/1A KU3HWU U 340POBbA Ntoaen u ansa
OKPYKaIoLWEeN NpUpoaHON cpesbl.

AO KASPERSKY LAB AO «Jlaboparopua Kacnepckoro»
Date: Jara:
Uma: A.l'. TuxoHoB -

Name: Andrey Tikhonov
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Title: Chief Operating Officer
Moscow Office

DonkHoctb: UCnonHUTENBHLIN AUPEKTOP

Mitsubishi Electric (Russia) LLC

000 «Muuybucn InekTpux (PYC)»

Date:

Name: Andrey Gulakov
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Dara: /\
Uma: A.B. r},{nal:lfOB cj/;ff:___ —

Title: General Manager, F_gé_'tbrv
Automation Division-
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DomxHocTtb: FeHepanbHEIR MeHepxkep
noapasaeneHus NpoMbINeHHON

ABTOMaTU3aLUMU

r A

Changes for the Better

MITSUBISHI
ELECTRIC

lkaspersky



