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AKT NPOBEFKW COBMECTUMOCTH
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Kaspersky Industrial Cyber Security
NPOAYKUMA KOMNAHWK
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COOTBETCTBEHHO
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ADOOYKLWA KOMNAHWK

000 «lpocodT-CHCTEMBIR
Poccua, 620102 r. ExaTtepudbypr, yn. Bonrorpagckas, 194a

dpeck v panee umeHyemsie kak «ARIS SCADA» v «MpocotT-CHucTeMby,
COOTBETCTBEHHO

NpocodgT-CHetembl W NaGopaTopua Kacnepckoro HacTOAWWM aKTOM 3aABNAKKT O
BO3IMOMHOCTA COBMECTHOMO WCNOMNb3ICBAHMA YNOMAHYTBIX NPOTPaMMHLIX NPOOYKTOE B
E4MHON MHPOPMAUMOHHOR CHCTEME, O COBMECTMMOCTH 3THX NPOrPaMMHLIX NPOAYKTOB,
nossonAiowen AobUTECH BeINONHEHMA onpegenesHulx TpeGosannii WHOPMaLWOHHOR
BesonacHocTM  ABTOMATUIMPOBAHHBIX CHMCTEM  YNPaBNEHUS  TEXHOMNOrMYECKAMM
npoueccamn (pfanee ACY TI), 8 koTOpbIX AaHHbIE NPOQYKTE 3KCNMYaTUPYIOTCA
COBMECTHO!

ARIS SCADA u KICS sBnaOTCA NpOrpaMMHbLIMKM NPOAYKTAMW, WCNONL3YEMBLIMKA B
BBTOMaTHIaUWKM Nepegadqv W pacnpefensHWA snekTpuqeckon anepruw. ARIS SCADA
ABNAETCA ABTOMATW3MPOBAHHOW CMCTEMOA YNPABNEHWA TEXHOMOMMHECKMM NPOLBCComM,
KICS ABNAETCA KOMMNEKCHLIM  WHCTpyMeHToM obecnedeHns  WHopMaLWOHHOR
GesonacHocTu ACY TI1.

Npocogr-Cucremel 1 NaGoparopua Kacnepckoro nponsseni oBlLUMpHOe UCNbITAHWE
ARIS SCADA u KICS wa cOBMECTMMOCTE B pamKax efuHol WHhOPMaLWOHHON
cMcTeMbl. B pesyneTate ucnemaHui  BeiN0  BLISBNEHO, HTO, © Y4eTOM  MX
WHANBMAYaNbHBIX TpeboBaHWi K cpeae, NPoaykTel MOTYT BbiTh MCNONL30BaHL! B PamKax
E4MHON MHOPMaUMWOHHOA cUCTEME!. [POBEAEHHLIE MCNLITAHWA HE BLIABANK KaKWX-
nuBo npobnem coBMECTUMOCTI MY NPOAYKTAMA.
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Translation

STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,

Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software complex “ARIS SCADA”
the product of

“Prosoft-Systems” Ltd.
194a Volgogradskaya str., Ekaterinburg, 620102, Russia

hereinafter referred to as «ARIS SCADA» and «Prosoft-Systems» respectively.

Prosoft-Systems and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned
software products in unified information system, compatibility of these software products, allowing to meet
certain information security requirements for automated process control systems (hereinafter referred to as
APCS), these products are operated.

ARIS SCADA and KICS are software products used in the automation of electrical power transmission and
distribution. ARIS SCADA is the automated process control system. KICS is an integrated cybersecurity
solution for critical infrastructure and industrial automation.

Prosoft-Systems and Kaspersky Lab conducted extensive testing of the ARIS SCADA and KICS
compatibility within unified information system. Tests proved the possibility of use the products in unified
information system, taking into account their individual environmental requirements. The tests have not
revealed any compatibility problems in products.



Original

YCcTaHOBNEHO COBMECTHO, B COOTBETCTEMW ¢ TpebosBaHwaAMM W pPYyKOBOACTBAMM NO
YCTAHOBKE W HACTPOHKE, B eQWHON MHthopMalmonHoR cpede npogykTel ARIS SCADA u
KICS ceoeil dyHKkuMOHaNbHOCTEID 0BEcneYvBalnT BbINONHEHWE YacTh TpeBoBaHui
MHpopMaLMOHHOR DeaonacHocT, onpegenedHsx B Mpukaze Ne 31 « 08 ymeepwdenuy
Tpebosanul Kk obecrneyeHuld 3awumes UHGODMaUUU & asmoMamu3upOsaHHbIX
cucmemax ynpasneHus nNpou3godcmeeHHLIMU U MEXHOMNO2UYECKUMU MPOYeccamy Ha
KpUMUYEcKU sadMbix 0Obexkmax, MoMeHUUuansHo ofacHelx obkexmax, a makke
obvekmax, npedcmasnArWUY NOSLILUEHHYID ONEcHOCMb dNA MU3HU U 300poens
moded u odna oxpywaioweld npupodnold cpeder» epnepansHold Cnywbsl  no
TexHwyeckomy w 3kcnopTHomy Koutponk Poccwickoi ©epepaumn (DCTIK) ot 14
Mapra, 2014,

Momumo YCTaHOBKM M WCNONb30BaHWA oDOMX NPOAYKTOB, ANA peanWaauuM Bcex
TpeboBaHnid  WHDOPMAUWOHHOR  3ALLWLWEHHOCTH B KAMOOM  KOHKPETHOM  KNacce
ABTOMATHIWPOBAHHLIX CUCTEM MOMYT BkiTe HeobBxoawme! apyriue mMepsl. PaKTudeckue
NpUHUMaeMble Mepbl BYQYT 3aBMCETE OT KOHKPETHBIX TpeboBaHWiA WHGOPMALMOHHORN
BesonacHocTU npegbABNAEeMbIX ¥ 0DBEKTY 3aLUWTHI, 8 Taoke apxuTexTypst ACY TM
obbekta. Takwe mepbl MOTYT, NOMUMO NPOYEro, BKNKYaTe B cebA ycTavosky W
MCNONL3OBAHWE APYrAX NPOTPaMMHBIX MNK annapaTHbIX NPOOYKTOE, COOTBETCTEYHILES
KOH(PUIYpHpOBaHWE NPOAYKTOB W CO30AaHWE WNH KOPPEKTHROBKY OpraHW3auMOHHBIX
NpoUeccos.
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Translation

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, ARIS SCADA products and KICS their functionality ensure that some information
security requirements are met, Specified in Order No. 31 " About approval of Requirements to ensure
information protection in automated systems of control of production and technological processes at critical
objects, potentially dangerous objects, as well as objects that pose increased danger to human life and
health and to the environment" of the Federal Service for Technical and Export Control of the Russian
Federation" (FSTEC) "of March 14. 2014

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.



