Original

AKT NPOBEPKW COBMECTUMOCTMK

Mexay nporpaMmHBsMK NPOLYKTIMM

Kaspersky Industrial Cyber Security
NPOAYKUMA KOMI3HWKA

AQD «NaGoparopua Kacnepckoron
Poceuna, 125212, r. Mockea, NleHuHrpagckoe wocce, 394, ctp.2

3peck W ganee umeHyemuld kak « KICS» w «Nabopatopun Kacnepokoros,
COOTBETCTEBEHHO

MporpammHbIi komnneke 3ueprocdepa
NPOAYKUMA KOMNaHWA

000 «MpocodT-CHeTembn
Poccus, 620102 r. ExatepunBypr, yn. Bonrorpaackas, 194a

3neck u nanee uMeHyeMsie kak «[K Jweprocepar u «lpococT-Cuctemeln,
COOTBETCTBEHHO

MpocodT-CHecTembl 1 NlaBopaTopua Kacnepckoro HacTOALWM aKTOM 3aABRSOT O
BO3MOMHOCTH COBMECTHOMD WCNONB3OBAHWA YNOMAHYTHIX NPOrPAMMHGLIX NPOYKTOE 8
&0MHOA MHOPMALMOHHON CHCTEME, O COBMECTMMOCTH 3THX NPOTPaMMHLIX NPOAYKTOB,
- No3sonNAWeRn AobUTeCA BLINONHEHUS onpefeneHHbX TpebosaHuin WHOPMAaLMOHHO
GesonacHoOCTM  AaBTOMaTW3IWDOBAHHLIX  CWCTEM  YNPABNEHMA  TEXHONOTMYECKMMM
npoyeccamu (panee ACY TIM), B KOTOPEIX AaHHLIE NPOOYKTE HCMNYATHPYITCH
COBMECTHO!

MK 3neprocdrepa n KICS senamTca NporpaMMHbIME NPOAYKTAMA, NCNONL3YEMLIMK B
ABTOMaTHI3LIMK nepenasu W pacnpegeneHng ANEeKTPHHECKOR SHERIIA.
MK 3ueprocepa SBNSETCA ABTOMATUIMPOBAHHOW CUCTEMOR  KOMMEPUECKOro W
TEXHWMECKOND yqETa pasnuyHex BUOoE aHepropecypcoe. KICS RBNAETCA KOMMNNEKCHBIM
MHCTpyMeHTOM oBecnedaHnn MHopMAaLMoHHOA BeaonacHocT ACY TI1,

NpocogpT-CucTemil 1 NlaBopaTopua Kacnepckoro nponIgeni oBWWPHOE WCNBITaHWe
NK 3xeproccepa v KICS Ha cOBMECTUMOCTE B pamkax efuHOl MHopMaUWOHHON
cUcTeMel. B pesynbTaTe WenbiTaHMA ObiNO  BRIABNEHD, YTO, © YHeTOM WX
WHOMBKAYANEHEIX TPeBOBAHWA K cpene, NPoOYKTH MOTYT BhITh WCNONL30BAHEI B PaMKAX
BAVMHOR wHdOpMaUWoOHHOA cucTemsl. [poBEOEHHBIE WCNEITEHWS HE BhIABMNW KAKNXK-
nuBo Npobnem CoOBMECTUMOCTH MOy NPOayKTAMM.

PROSOFT’ KASPERSKYS

SYSTEMS

Translation

STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software package “Energosfera”
the product of

“Prosoft-Systems” Ltd.
194a Volgogradskaya str., Ekaterinburg, 620102, Russia

hereinafter referred to as « Energosfera » and «Prosoft-Systems» respectively.

Prosoft-Systems and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned
software products in unified information system, compatibility of these software products, allowing to meet
certain information security requirements for automated process control systems (hereinafter referred to as
APCS), these products are operated.

Energosfera and KICS are software products used in the automation of electrical power transmission and
distribution. Energosfera is the automated system of commercial and technical accounting of various types
of energy resources. KICS is an integrated cybersecurity solution for critical infrastructure and industrial
automation.

Prosoft-Systems and Kaspersky Lab conducted extensive testing of the Energosfera and KICS for
compatibility within unified information system. Tests proved the possibility of use the products in unified
information system, taking into account their individual environmental requirements. The tests have not
revealed any compatibility problems in products.



Original

YCTaHOBNEHO COBMECTHO, B COOTBETCTBMW ¢ TpeGoBaHWAMW W pPYKOBOACTEAMW nO
YCTAHOBKE W HAcTpOWKe, B efuHOl  MHDOPMAUMOHHOR Ccpeae  npoayKTsl
MK Jneprocdepa v KICS ceoeil dyHKUMOHANBHOCTLHIO 0BBRCNEYMBAIOT BLINONHEHME
uactv Tpeboeanuid nHdopMaluKoHHoi BesonacHocT, onpeaeneHHbix 8 MNpukase Ne 31
«06  ymeepwdenuu Tpebosanul k obecnevyeHur 3aWumsl  UHEbOPMAaUUL @
asmoMamu3lposaHHLIX  cucmemMax — yHpasneHuRs  NpoulsodcmesHHeIMU U
MeXHONOZUYECKUMU NPOYeccamMy Ha KPUMUYecKU 8aMHbx 00BeKmMax, NomeHyuansHo
onacHelx obvexkmax, a makxe obvexkmax, npedcmasnAOWUX NOBBILLEHHYIO
OnacHoCMe N Kusnu u 3dopoess model u dns okpywxaweld npupodxod cpedel
®epepaneHod Cnyxbbl no Texwuseckomy W SkcnoptHomy Kowtpono Poccuiickon
Degepaumn (PCTIK) ot 14 Mapra, 2014,

MomMUMO yCTAHOBKW WM MCNONb30BaHWA oBOMX NPOAYKTOB, ANA peanu3auuwn Bcex
TpebosaHwit  MHHOPMALUMOHHOR 3alUMIIEHHOCTH B KaWOOM KOHKDETHOM Knacce
ABTOMATHIHPOBAHHLIX CHCTEM MoryT ObiTe HeobxoOWMb! Apyrue mMepsl. PakTiyeckue
NpUHUMaEMBIe Mepsl ByayT 3aBuceTh OT KOHKPeTHbIX TpeGoBaHui WHOPMaLMOHHOR
CeaonacHocTH NpefLABnAemslx K O0LEKTY 3alMThl, @ Take apxuTekTypsl ACY TR
obbekta, TakMe Mmepel MOrYT, NOMMMO NpPOMETD, BKMIOYATE B cebA ycTaHoBKy W
WCNONBIOBAHWE APYTWX NMPOrpaMMHBIX UMW annapaTtHelX NPOAYKTOB, COOTEETCTRYLIEE
KOHC(PUrypUpoBaHWe NpoayKToB W CO3AaHWE WMWK KOPPEKTWPOBKY OPraHW3aUWOHHbIX
NpoLeccos.
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Installed together, according to requirements and installation and control guidelines, in the unified
information environment, Energosfera products and KICS their functionality ensure that some information
security requirements are met, Specified in Order No. 31 " About approval of Requirements to ensure
information protection in automated systems of control of production and technological processes at critical
objects, potentially dangerous objects, as well as objects that pose increased danger to human life and
health and to the environment" of the Federal Service for Technical and Export Control of the Russian
Federation" (FSTEC) "of March 14. 2014

Besides installing and using both products, other measures may be necessary to complete all information
security requirements for each specific class of automated systems. The actual measures taken should
depend on the specific information security requirements for the object, as well as the APCS architecture of
the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.



