Original

AKT NPOBEPKW COBMECTHMMOCTH

Mexay nporpammHeIMI NPoOYKTEMA

Kaspersky Industrial Cyber Security
NPOAYKLMA HOMNSHWK

AQ «llabopaTtopua Kacnepckoros
Poccua, 125212, r. Mockea, NenwHrpaackoe wocce, 39A, etp.2

3peck n ganee umenyemblii kak «KICS» n «flaBopaTopua Kacnepckoros,
COOTBETCTBEHHO

[
MporpamMHoe oGecneyenne NporpaMMHO-TeXHUYeckoro komnnekca «UniSCADA»
NPoAYKLUAA KOMAaHWK

000 «Penematukan
428020, Pecnybnuka Yysawwms, r. Yebokcapel, np. M. Axosneea, a. 1

3pece u fanee umeHyemsle kak «UniSCADA» n «PenemaTHKa», COOTBETCTEBEHHO

Penematuka w JlaGopatopuAa Kacnepckoro HacTORIMM aKTOM 33ABMSIOT O
BO3MOMHOCTY COBMECTHOTO WCNONLICBAHWA YNOMAHYTBIX NPOrPaMMHbIX NPOAYKTOB &
SANHOW WHOPMALMOHHOR CUCTEME, O COBMECTMMOCTM 3THX NPOrPaMMHLIX NPOAYKTOB,
nossonAwwen nobuTLCcA BLINCNHEHRWA onpegeneHHblx TpeboBaHWil WHOPMALMOHHON
DeaonacHoOCTM  ABTOMATW3MPOBAHHBLIX  CUCTEM  YNPABMNEHWA  TEXHOMOMMHECKWMM
npoueccami (qanee ACYTI), B KOTOpHIX [AaHHbIE NPOAYKTLI SKCNNYaTUPYIOTCA
COBMECTHO:

UniSCADA ABNAETCA aBTOMATUIWPOBAHHON CUCTEMOR YNPABNEHWA TEXHONOMMHECKIMIA
npoueccaMmi W WcnoneayeTcA B8 ofnacTw npoMbilneHHoR asTomartwaauwn. KICS
ABNASTCA KOMNNEKCHBIM peweHnenm onsa obecneveHun kubepbesonacHocTH obbLekTos
KPUTUYECKOH MHDPacTRYKTYPL! M 0DLEKTOB NPOMBILLNEHHONW ABTOMATU3ALINK.

Penematuka w JlaGoparopuwsa Kacnepckoro npomagenn oGWMPHOE WCNLITAHWE
UniSCADA v KICS Ha cOBMECTUMOCTE B PAMKAX eQMHOR WHDOPMALMOHHOI CUCTEMEI.
B peaynbrare McnbiTaHwidi Gbin0 BLIABMNEHD, YTO, C YYETOM WX WHOMEWAYANEHBIX
TpebDoBaHWd K cpege, npoayeTsl MOryT BbiTe WCNONB30BAHBEI B paMKAx efuHOR
MHOPMALMOHHOR cucTembl. TMPOBEAEHHLIE WCNBITAHWA HE BLIABMNK KakMX-NKGo
npoBnem cCOBMECTHMOCTH MENTY NPOAYKTaMM.

YCTaHOBNEHO COBMECTHO, B COOTBETCTEBMW ¢ TpeboBaHWAMM W pyYKOBOACTBaAMM NO
YCTAHOBKE W HacTpolike, B eqHOR wHdopmayvwoHHoi cpene npoaykTel UniSCADA w
KICS ceoeill thyHKUMOHANEHOCTbID OGECNeYMBAIOT BLINONHEHWE YacTW TpeboBaHWi
MHpopmaumonHoih  BeaonacHocT, onpedeneHHeix B PefepansHOM  3aKOHe OT
26.07.2017 r. MNe 187-®3 «O GOezonacHocmu KPUMUYECKO(  LIHGOPMALIUOHHOD

KASPER§KY?

Translation

STATEMENT OF COMPATIBILITY

between

Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software of software and hardware complex “UniSCADA”
the product of

“Relematika” LLC
1 Yakovleva Ave., Cheboksary, 428020, Chuvash Republic, Russia

hereinafter referred to as «UniSCADA» and «Relematika» respectively.

Relematika and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned software
products in unified information system, compatibility of these software products, allowing to meet certain
information security requirements for automated process control systems (hereinafter referred to as APCS),
these products are operated.

UniSCADA is the automated process control system and is used in the field of industrial automation. KICS
is an integrated cybersecurity solution for critical infrastructure and industrial automation.

Relematika and Kaspersky Lab conducted extensive testing of the UniSCADA and KICS compatibility
within unified information system. Tests proved the possibility of use the products in unified information
system, taking into account their individual environmental requirements. The tests have not revealed any
compatibility problems in products.

Installed together, according to requirements and installation and control guidelines, in the unified
information environment, UniSCADA and KICS products enable you to meet some of your information
security requirements. defined in the Federal law of 26.07.2017 No. 187-FZ "About safety of critical
information infrastructure of the Russian Federation”,



Original Translation

uHppacmpykmypsl Pocculickoli ®edepayuu», B YactHoctu [pukasza Ne 239 «O6

yTeepxaeHun TpeGoeaHuit no obecnevyeHnio 6Ge30NacHOCTY 3HAYUMbIX OBLEeKTOB in particular, Order No. 239 "On Approval of Requirements for Ensuring the Sec_urity of Impor_tant Objects of
KpuThdeckon  mHdopmauwoHHon  uHdpacTpykTypbl  Poccuiickoir  degepauumn» Critical Information Infrastructure of the Russian Federation" of the Federal Service for Technical and Export
®epepansHon Cnyxbel no TexHuyeckomy u JkcnopTHoMy Kowtponio Poccwiickoi Control of the Russian Federation (FSTEC) of December 25, 2017.

depepaunn (PCTIK) ot 25 pekabps 2017 r. Besides installing and using both products, other measures may be necessary to complete all information
MomumMo ycTaHoBKM WM WUCNONb3OBaHWMA OOCOMX NPOAYKTOB, ANA peanuaauuu BCex security requirements for each specific class of automated systems. The actual measures taken should
TpebGoBaHuii  MHGOPMALMOHHON 3ALLMLLEHHOCTM B  KaXAOM KOHKPETHOM  Knacce depend on the specific information security requirements for the object, as well as the APCS architecture of
aBTOMaTU3MPOBaHHLIX CMCTEM MOryT ObiTh Heobxogumbl apyrie mepbl. DakTuyeckue the object. Such measures may include, but are not limited to, installation and implementation of other
NpUHUMaeMbie Mepbl ByayT 3aBUCETh OT KOHKPETHLIX TpebosaHuin WHGOPMAaUUOHHOM software or hardware products, appropriate product configuration, and creation or adjustment of
BesonacHocTn, npegbABnAeMbIX K 0GBEKTY 3alMThl, a Takke apxutektypsl ACY T organizational processes.

obvekta. TakvMe mepbl MOryT, NMOMMMO NpOYEro, BKNKMaTh B ceba ycTaHoBky M
UCNonbL3oBaHUe ApPYrMX NPOrpaMMHLIX UNK annapaTHbiX NPOAYKTOB, COOTBETCTBYIOLIEE
KOH(MrypUpOBaHMe NPOAYKTOB U CO3[4aHWe WNAW KOPPEKTUPOBKY OPraHW3aLMOHHBIX

npoLUeccos.
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