STATEMENT OF COMPATIBILITY

3ABIEHHE O COBMECTHMOCTH

By and between mexay

Kaspersky Industrial Cyber Security Kaspersky Industrial Cyber Security
product of NPOAYKTOM

AO KASPERSKY LAB AO «Jlabopatopua Kacnepckoro»

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccua, Mocksa,
JleHuHrpaackoe wocce, a. 39A, ctp. 2

hereinafter referred to as “KICS” resp.
“Kaspersky”

B fanbHeliwem nmeHyembimu KICS
«J/labopaTopua KacnepcKkoro» cooTBeTCTBEHHO

and

EcoStruxure Hybrid DCS

EcoStruxure Hybrid DCS

product of

NpoAayKTOM

Schneider Electric, represented by Schneider
Electric,
12/1 Dvintsev str., Moscow, Russia, 127018

Schneider Electric, npeacrasneHHbim AO
«LLHeMaep INEKTPUKY

127018, Poccua, Mocksa, yn. [suHues, 4.12,
kopn.1

hereinafter referred to as “Schneider Electric
software”.

B Aa/bHeleM UMeHyembiMu «lMporpammHoe
obecneueHune «lHenaep INeKTPUKY.

Schneider Electric and Kaspersky hereby agree
on the following statement regarding the use of
their products on a common process automation
system (PAS), their products compatibility and
the contribution of their products to fulfill certain
cybersecurity requirements in PAS:

«lUHelaep dneKTpuk» n «J/laboparopua
Kacnepckoro» HacTosLwMm NOATBEPKAAIOT
cnepylowee 3aasaeHne OTHOCUTENbHO
MCNONb30BaHUA UX NPOAYKTOB B pamMKax OAHOW
aBTOMAaTU3WPOBAHHOW CUCTEMbI YNpaBAeHuUA
TEXHONOTMYeCcKnm npoueccom (ACY TM),
COBMECTMMOCTU UX NPOAYKTOB U BKIAAa 3TUX
NPOAYKTOB B BbINOJHEHWE ONnpeneneHHbIX
TpeboBaHUM K Mepam 3almTel UHGOPMALMU B
aBTOMAaTU3NPOBAHHOWU CUCTEME YNpPaBNEHUA:

EcoStruxure Hybrid DCS is a software product
that can be used in the field of industrial
automation. KICS is Industrial cybersecurity
solution.

MporpammHoe o6ecnevyenmne EcoStruxure Hybrid
DCS agnaeTca nporpaMmmHbIM NPOAYKTOM,
KOTOpPbIA MOKET UCNOb30BaTbhcA B 061acTH
aBTOMaTU3aLMK NPOMbILLIEHHbIX MPOLECCOB.
KICS aBnaeTca KOMMNAEKCHbIM peLieHnem ana
obecneyeHus TpeboBaHUM K Mepam 3aLLUTbI
MHPOpPMaLMKN B aBTOMATU3MPOBAHHON cUCTEME
ynpas/ieHus.

Schneider Electric and Kaspersky have carried
out extensive compatibility tests for the common
use of their products combinations on an PAS.
The outcome of the tests was that, subject to
their individual system requirements, the
products may be used on the same PAS. The tests
did not reveal any incompatibility issues between
the products which is confirmed by Act of test rig

«WHeitaep InekTpuK» U «Jlabopatopun
Kacnepckoro» nposenun BCECTOPOHHUE TECTbI Ha
COBMECTMMOCTb UX NPOAYKTOB Npwu
opHoBpemeHHoOM paboTe B ogHoM ACY TM. B
pe3ynbTaTe TECTUPOBAHUA ObINO YCTAHOBAEHO,
YTO NPOAYKTbI, C Y4ETOM UX MHAUBUAYANBHBIX
CUCTEMHBIX TpeboBaHMIA, MOTYT NCNONb30BATLCA
B pamKax ogHou ACY TI. TecTbl He BbiABUAN
Kakux-1mbo npobnem ¢ COBMECTUMOCTbIO

Sch eider

Electrlc

lkaspersikky




description, verification procedure and achieved
results dd. 25.07.2019.

NPOAYKTOB, YTO NOATBEPXKAEHO AKTOM ONUCAHUA
MCAbITaTENbHOM YCTaHOBKM, NPoUeaypbl
NPOBEPKU U AOCTUIHYTLIX PE3YNLTATOB OT
25.07.2019.

In case both products are installed on the same
PAS their functionalities can contribute to
fulfill essential cybersecurity requirements as
defined in Federal Law « On the Security of the
Critical Information Infrastructure of the Russian
Federation» N 187-FZ released on 26.07.2017,
Order Ne 239 « On Approval of Requirements to
ensure the protection of Significant Objects of the
Critical Information Infrastructure of the Russian
Federation "

and Order Ne31 ( On Approval of Requirements to
ensure the protection of information in
automated Systems control of production and
technological processes in critical facilities,
potentially dangerous objects, and Objects that
represent an increased danger to life and human
health and to the environment) released by the
Russian Federal Service for Technical and Export
Control (FSTEC) on March 14' 2014.

B cnyyae yctaHOBKM 060MX NPOSYKTOB B pamKax
ogHot ACY TN wux ¢yHKUMOHAN  MOXKeT
€NocobCTBOBATL M OPUEHTUPOBAH HA BbINOJHEHUE
onpeaeneHHbIXx TpeboBaHMI K Mepam 3awmThbl
nHdopmaummn B aBTOMATU3IMPOBAHHOWM cucTeme
ynpaBneHusa., oOnpefeneHHbiX MNoA3akoHHbIM
HOPMaTUBHO-NPaBoBbIM akTom K @3-187 «O
6e3onacHoctu KUW» Mpukasom @CT3K Poccuu ot
25.12.2017 N 239 "06 yTeepxaeHuu TpeboBaHuit
no obecrneyeHUto 6e30NaCHOCTU  3HAYUMDbIX
06BHEKTOB  KPUTUYECKOI MHOOPMALMOHHOM
nHdpacTpykTypol Poccuiickoli  ®Pepgepaunn” u
Mpukasom ®CTIK Poccunm ot 14.03.2014 N 31 "06
yTBepaeHun TpeboeaHuih K obecneyeHuio
3alLMTbl MHPOPMALMM B aBTOMATU3IUPOBAHHbIX
cMCTEeMax ynpaBAeHWA NPOU3BOACTBEHHbIMU W
TEXHONIOTMYECKMMMU NPOLLECCAaMU Ha KPUTMYECKU
BaXHblX O0OODbEKTax, NOTEHUMANbHO ONaCHbIX
obbeKTax, a Takxe 06beKTax, npeacTaBAoLLMX
NOBbIWEHHYIO OMAaCHOCTb A/1A XXU3HU U 340POBbA
Mmoaen U ANa OKpyKalowen NpMpoaHou cpeapl”.
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