STATEMENT OF COMPATIBILITY

3AAB/IEHUE O COBMECTUMOCTU

between Mexay
Kaspersky Industrial CyberSecurity for Networks, | Kaspersky Industrial CyberSecurity for Networks,
the product of NMPOSYKTOM

AO KASPERSKY LAB,

AO «JlabopaTtopua KacnepcKoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

125212, Poccus, Mocksa,
Nenunrpaackoe wocce, 4. 39A, ctp. 2

hereinafter referred to as KICS for Networks and
“Kaspersky” respectively

B ganbHeliwem umenyembimu KICS for Networks
u «J/labopartopua Kacnepckoro» cooTBeTCTBEHHO

and

7]

- EcoStruxure Control Expert;

- EcoStruxure Automation Device Maintenance;
- Modicon M580;

- Modicon M340;

- Modicon (Connexium) Switch,

- MO EcoStruxure Control Expert;

- MO EcoStruxure Automation
Maintenance;

- NAK Modicon M580;

- MAK Modicon M340;

- Modicon (Connexium) Switch,

Device

products of

npoAyKTamu

“Schneider Electric”

«lHeiigep INeKTPUKY

hereinafter referred to as Control Expert,
Automation Device Maintenance, Modicon
M580, Modicon M340, Modicon Switch and
“Schneider Electric” respectively

B AanbHeliwem umeHyembimu Control Expert,
Automation Device Maintenance, Modicon
M580, Modicon M340, Modicon Switch u
«lLinenpep dNEKTPUK» COOTBETCTBEHHO

Control Expert is a unique software platform to
increase design productivity and performance of
PLC Modicon applications.

Automation Device Maintenance allows you to
upgrade the firmware on SE devices.

Modicon M580 ePAC is the innovative Ethernet
Programmable Automation Controller.

Modicon M340 - PLC for machine manufacturers,
small and medium automation systems.

Modicon Switch - networking infrastructure
solution including wireless connections.

KICS for Networks is a specialized industrial-grade
product aimed to provide industrial network
monitoring. Being a part of Kaspersky Industrial
CyberSecurity solution, the product provides
cybersecurity threat detection in a passive way
based on received copy of network traffic.

Control Expert - 310 eguHaa nnathopma Aa
nporpammupoBaHna “u NOBbILIEHUA
sdpdekTuBHOCTM Npunoxennii ana NJK Modicon.
Automation Device Maintenance nosBossAeT
06HOBAATL NPOLLMBRY Ha ycTpoiicTeax «LlIHeiigep
DNEKTPUKY.

Modicon M580 ePAC - WHHOBAUWOHHBIA
KOHTpOA/Ep co BCTpoeHHol cuctemoii Ethernet.

Modicon M340 - TJ/IK ana npowssogutenei

MaLLVH, ManbIx u cpeaHnx cucTem
aBTOMaTU3aLMu.

Modicon Switch - pelleHue pgnia  ceTeBoik
MHpaCTPYKTYpbl,  BKAtodaa  bBecnpoBogble
coefMHeHuA.

KICS for Networks - cneuuanuanposaHHbI
NpoayKT NPOMbILUAEHHOTO Knacca,
npegHasHayeHHbI ans MOHUTOpPUHIA

MPOMBILNEHHbIX ceTeN. ABIAACH YaCTbIO PeLleHns
Kaspersky Industrial CyberSecurity, npogykt
obecneunsaeT obHapyxeHue yrpos
KnbepbesonacHoCcTM NaccuBHLIM 06pasom Ha
OCHOBe MoJlyyaemoii konuu cetesoro Tpaduka.

“Schneider Electric” and “Kaspersky” hereby
agree on the following statement regarding
possibility to use the listed products on a common
system and their compatibility and contribution to
fulfillment of cybersecurity requirements:

«lliHefinep dnektpuk» 1 «JlabopaTopun
Kacnepckoro»  HacTosWwmm  MOATBEPMKAAOT
cnegylolee 3aAB/ieHNe OTHOCUTEJIbHO

MCMO/Ib30BaHMA YKa3aHHbIX NPOAYKTOB B PaMKax
OJHOM CUCTEMbI, UX COBMECTUMOCTA U BKIaja B
BbINO/IHeHUe TpeBoBaHui knbepbesonacHocTu:

Schneider

; |
Lite Is On e

lkaspersky



“Schneider Electric” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of their product combinations on the same
system. The outcome of the tests was that, subject
to their individual system requirements, the
products are compatible and can be used jointly
within the same system.

«WHeiipep dnexktpuk» u  «Jlabopatopun
Kacnepckoro» npoBe/siu BCECTOPOHHUE TeCTbl Ha
COBMECTUMOCTb ux NpoayKTOB npu
olHOBpeMeHHON paboTe B cocTaBe eAWHOM
cuctembl. B pesynbTate TecTMpoBaHusa 6bino
YCTAHOB/IEHO, YTO TNpOAYKTbI, C YYETOM WMX
WHOMBUIYANbHBIX  CUCTEMHBIX  TpeboBaHWiA,
ABNALOTCA COBMECTUMbIMM Z MoryT
MCNoJ/Ib30BaTbCA B COCTaBe eUHON CUCTEMbI.

In case both products are installed and used within
the same system this may contribute to fulfillment
of essential information and cybersecurity
requirements in industrial automation process
control systems.

B cnydae yCTaHOBKM M UCNO/Ib30OBAHUA YKa3aHHbIX
NPOrpamMMHbIX MPOAYKTOB B pamKax efuHOM
CUCTEMDbI 3T0 MO3KeT cnocobeTBoBaTH
BbIMOJ/IHEHUIO OCHOBHbIX TpeboBaHui,
npeabaBaAemMblX K MHOOPMaUMOHHON U
Knbepbe3onacHOCTM B  aBTOMATU3MPOBAHHbIX
cucTemax ynpaBneHus NPOMbILAEHHbIX
06BbeKTOoB.
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