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STATEMENT OF COMPATIBILITY

By and between

Kaspersky Industrial CyberSecurity for Nodes 2.6
and Kaspersky Industrial CyberSecurity for Nodes 3.0
and Kaspersky Industrial CyberSecurity for Networks 3.0

products of
AO KASPERSKY LAB
39A/2 Leningradskoe Shosse,
Moscow, 125212, the Russian Federation

hereinafter referred to as “KICS” and “Kaspersky Lab” respectively

and

WinCC Open Architecture 3.18

product of
ETM professional control GmbH,
A Siemens Company
MarktstraRe 3, A-7000 Eisenstadt

hereinafter referred to as “WinCC OA” and "ETM" respectively

ETM and Kaspersky Lab hereby agree on the following statement regarding the use of their
products in a common SCADA environment, their compatibility and contribution to fulfillment of
certain cyber security requirements:

WinCC OA and KICS are software products that are developed to be used in the field of industrial
automation. WinCC OA is a SCADA system. KICS is a cyber security solution consisting of
industrial host protection and network monitoring products.

ETM and Kaspersky Lab have carried out extensive compatibility verification tests covering the
joint use of their products in a common WinCC OA environment. The outcome of the tests proved
that, subject to their individual system requirements, the said products can be used in a common
WinCC OA environment. The tests did not reveal any compatibility issues affecting the WinCC
OA operation.
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The named KICS products, provided that they are installed in a common WIinCC OA environment
tan contribute to fulfilment of essential cyber security requirements (including those which are
tefined by the Russian Federal Service for Technical and Export Control (FSTEC), Order 239
tated December 25%, 2017 with changes to the Order 239 dated February 20™, 2020) and can
be used individually or jointly.

Apart from benefiting from WinCC OA and KICS security features, additional measures may be
necessary in order to implement a holistic, state-of-the-art industrial security concept. The exact
set of measures depends on various conditions and is specific to a particular
production/operational environment. Such measures may, among others, include installation and
use of other products, appropriate product configurations and implementation of certain
organizational measures.
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