Original

AKT NPOBEPKW COBMECTUMOCTH

Mexgy nporpamMmMHBIMK NPOSYKTaMM

Kaspersky Industrial CyberSecurity
NPOOYKLMA KOMMNaHNK

AO wllabopatopua Kacnepckoron
Poccua, 125212, r. Mockea, NlenwHrpagckoe wocce, 39A, crp.2

3pecek w panee umeHyemele kak «KICS» w «flaGopatopws Kacnepckoros
COOTBETCTEEHHO

M

nporpaMmHo-TeEXHUYeCKMM Komnnekcom «BHUMP-SCADA»
NPOAYKLUMA KOMMAHNKA

OAQ «BHHUWP»
Poccun, 428024, Yysawekan pecnybnuka, r. Yebokcapel, np. U. Akoenesa, 4

3peck W nanee umeHyemele kak NTK ¢« BHUWP-SCADA» u «BHWWF» coOTBETCTEEHHO

BHWWP u lNabopaTtopua Kacnepckoro HACTOALMM AKTOM 38ABMNAINT O BO3MOMHOCTH
COBMECTHOID WCNONb3IOBEAHWA YNOMAHYTHIX MPOrpaMMHbIX  NPOOYKTOE B  E0WHOW
MHOPMaUMOHHOR CUCTEME, O COBMECTUMOCTW 3TUX NPOrPaMMHLIX  NPOAYKTOB,
nozsonAiowei AobUTECA BEINONHEHWA oNpefeneHHbix TpebosaHWil MHGIOPMALWMOHHOR
BezonacHoCTW  ABTOMATWIWPOBAHHLIX  CHCTEM  YNPABNEHWS  TEXHONOTMYECKMMK
npoueccamu (nanee — ACY TIM), B KOTOpbLIX A8HHBIE NPOLYKTE IKCANYATHRYIOTCA
COBMECTHO!

NTK «BHUAP-SCADA» AENSETCA CHMCTEMON ABTOMATWIAUWK, NpegHasHaYeHHol anA
co3faduA cucTem cbopa W nepegaqvd OaHbY, OWCNeTYeDCKOrD YNpaBneHuA W
MOHWTOPKMHra paanuduoro macwraba. KICS AaenAeTCcA KOMMNEKCHeIM pelleHWeM ans
obecneyeHuA kMbepbezonacHocTy OBLEKTOR KPUTHYECKONH MHDPacTPYKTYPL U 0B wekToR
NPOMBILLNEHHOR aBTOMATH3IALINK.

BHWUWP 1 NabopaTtopusa Kacnepckoro nposenu weneirawwe MTK «BHAWP-SCADA»
KICS Ha cOBMECTUMOCTE B paMkax eguHON WHOOPMaUMOHHOR cucTemel. B peaynetaTe
WCMBITAHWA ObINO BEIABMNEHO, YTO, C YMETOM MX WHOWBWOYANLHLX TpeboBaHKA K cpene,
NpoAyKThl MOMYT BbiTe MCNONb30OBaHLI B PaAMKAX &AMHON WHGBOPMALWOHHOR CUCTEMBI.
lNpoBefeHHEIE WCNBITAHWA HE BBEIABWNW KakWx-nWbo npofnem COBMECTHUMOCTA MEMOy
npogyKramm,

CoBMECTHO YCTAHOBNEHO, YTO B PAMKaX egWHON MHOPMALMOHHON CHCTEMEI NPOAYKTH
NTK «=BHUHWP-SCADA» w KICS ceceldl dyHKUMOHANBHOCTEID, B COOTBETCTEMM C
TpeboBaHWAMM W PYKOBOOCTBAMM MO YCTAHOBKE W HAcTpoike, obecneqwsaloT
BbiNonHeHne 4acty TpefoBaHWid WHGOPMaLHOHHOH Be3onacHocTH, NPeadLABNAEMLIX K
ACY TM.

f% lkaspersicy

Translation

STATEMENT OF COMPATIBILITY

between
Kaspersky Industrial CyberSecurity
the product of

AO “Kaspersky Lab”
39A/2 Leningradskoe Shosse,

Moscow, 125212, the Russian Federation
hereinafter referred to as “KICS” and “Kaspersky” respectively

and

Software and hardware complex “VNIIR-SCADA”
the product of

Open Society “VNIIR”
4 1. Yakovleva Ave., Cheboksary, 428024, Chuvash Republic, Russia

hereinafter referred to as «VNIIR-SCADA» and «VNIIR» respectively.

VNIIR and Kaspersky Lab hereby declare the possibility of mutual apply of the mentioned software products
in unified information system, compatibility of these software products, allowing to meet certain information
security requirements for automated process control systems (hereinafter referred to as APCS), these
products are operated.

VNIIR-SCADA is the automation system designed to create data collection and transmission systems,
dispatch control and monitoring of various scales. KICS is an integrated cybersecurity solution for critical
infrastructure and industrial automation.

VNIIR and Kaspersky Lab conducted testing of the VNIIR-SCADA and KICS compatibility within unified
information system. Tests proved the possibility of use the products in unified information system, taking into
account their individual environmental requirements. The tests have not revealed any compatibility problems
in products.

Jointly established that within the unified information system functionality of VNIIR-SCADA products and
KICS their functionality, according to requirements and installation and control guidelines, ensure
compliance with part of information security requirements imposed on APCS.



Original Translation

Momumo YCTAHOBKA W MCNONL30OBAHWA HAZBAHHBIX NPOOYKTOE, ONA pEand3auumn Bcex

TpeGoBsaHui  WHOpMauMOHHOW BesonacHOCTM B KAWOM  HOHKDETHOM  Knacce Besides installing and using both products, other measures may be necessary to complete all information
ABTOMATM3UPOBaHHEIX CUCTEM MoryT BkiTe HeobXodMMEl Apyrie MepbI. PaKTu-eckme security requirements for each specific class of automated systems. The actual measures taken should
NPUHKMAEMbIe Mephl DYAYT 33BUCETe OT KOHKPETHBIX TPeBOBaHMI MH(OPMALMOHHON depend on the specific information security requirements for the object, as well as the APCS architecture of

EEEI]HHGHDGTH, npeLsAENAeME X K aBTﬂMHTHBHp{!BEHHDﬁ cHCTemMe, a TakHe
apxuterTypel ACY TN, Takwe mepbl MOMyT, NOMMMO NPOMEro, BKMOYaTe B ceba
YCTAHOBKY W MCNONL3OBaHWE AOPYIMX NPOrpaMMHBX WUNKW  annapatHbiX NpogykTos,
COOTEETCTRYIOWEE KoHWypHpOBaHWE NPOOYKTOE W CO3ONAHWE WNH KOPPEKTWPOBKY
OPraHn3aLMOHHBIX NPOLeCcCos,

the object. Such measures may include, but are not limited to, installation and implementation of other
software or hardware products, appropriate product configuration, and creation or adjustment of
organizational processes.
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