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Like a burglar forcing open a door with a crowbar, cybercriminals often gain initial entry
through the use of a 'digital crowbar, such as an infected file, spam or phishing email
or application vulnerability, to insert malware into the target network.

Having done this, they implant malware, enabling them to create backdoors and
tunnels which they can use to move around in systems undetected.

Once inside the network, hackers use techniques such as password cracking to gain
access to administrator rights, allowing them to control more of the system and
achieve even greater levels of access.

Deeper inside the system, and with same rights as the network administrator, they
can move around at will. This allows them to access multiple servers and other secure
parts of the network.

With deeper access into your system, cybercriminals can gain a full understanding
of how the environment works and its vulnerabilities, allowing them to harvest the
information they want at will. They can also attempt to keep this process running
- possibly indefinitely - or leave once they've achieved their goals.




What are the potential consequences
of falling victim to an APT attack?

Read the media coverage of any organization that has experienced a targeted
attack and it will be clear that the effects can be both severe and long-lasting.
While the immediate impacts typically include financial harm caused by loss of
data and business disruption, longer-term effects can include damage to the
organization's reputation, customer trust and potential legal proceedings.

Then of course there’s the issue of repairing the damage to the organization’s
IT infrastructure, which often takes months or sometimes even years to
complete. And, depending on which industry you're operating in, there can be
sector-specific consequences as well.

Figure 2: Understanding the impact of APTs on business security
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What does this mean for your

cyberdefences?

A major danger of APTs and other targeted attacks is that even when they’ve
been discovered and the immediate threat appears to have passed, the
hackers may have left multiple backdoors, allowing them to return again

whenever they choose.

43%

of all high-severity incidents
detected by Kaspersky in 2024
are human-driven targeted
attacks (APTs).

Another problem is that many traditional cyberdefenses, such as antivirus and
firewalls, generally can't protect against these types of attacks.

From the short summary above of the steps involved in mounting an APT or

a targeted attack, it should be clear that defending against these threats
requires a multi-level approach — incorporating solutions capable of protecting
endpoints, networks, cloud, email, internet access and more.

Not only will this help to prevent and reduce the risk of sophisticated attacks —
it will also help minimize the disruption and costs of these kinds of incidents
should they occur.

So what kinds of solutions does this involve and how should you be looking to
deploy them?

4 How to protect enterprises against complex cyberattacks | Whitepaper


https://www.kaspersky.com/enterprise-security/resources/reports/mdr-ir-analyst-reports
https://www.kaspersky.com/enterprise-security/resources/reports/mdr-ir-analyst-reports

How to protect enterprises against

complex cyberattacks

While an endpoint protection platform (EPP) on its own won't protect against

targeted attacks, it will provide a vital source of data to be used in the analysis of
new, ongoing or historical attacks. As a result, it should be used as part of a suite
of solutions that also includes:

Endpoint detection and response (EDR) — Provides endpoint protection and

visibility at the device level, identifies and responds to threats on workstations,
servers, etc.
Network detection and response (NDR) — Monitors and analyzes network
traffic, detects anomalies and responds to potential threats at the network
level.

Extended detection and response (XDR) — Integrates EDR, NDR and other

security layers to enhance visibility and automate threat response.

Figure 3: EDR, NDR, XDR: How does it work?
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Detects threats by analyzing network traffic,
specifically identifying malicious activity in
encrypted traffic, lateral movement within the
network, anomalous behavior, etc.

Notable NDR features

- Deep packet inspection: Analyzes packet-
level data to detect and respond to threats,
including those in encrypted traffic. For
example, it uses TLS fingerprinting to identify
signs of compromise.

- Anomalies detection: Identifies anomalies
in network traffic that may indicate potential
threats to the infrastructure.

- Threat response: Enhances manual response
or triggers automated responses, such as
isolating suspicious devices or blocking IP
addresses.
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Detects, investigates and responds to
cyberthreats targeting endpoints such as

Notable EDR features

- Continuous monitoring: Monitors endpoint
activity without interruption, providing real-
time visibility into potential threats.

- Forensic data: Provides a detailed analysis
of endpoint events, tracking how an attack
started, how it spread and which systems
were impacted.

- Automated response: Includes features
such as automatic isolation of infected
systems and quarantining of malicious files.

desktops, laptops, servers, virtual machines, etc.
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XDR

Expands on the capabilities of EDR and NDR by integrating data from multiple levels (network,
email, cloud, endpoint, etc.) into a centralized system. This approach enhances visibility across
the attack surface and improves the accuracy of threat detection.

Notable XDR features

- Cross-vector correlation: Aggregates data across various layers of security, providing
insights that span endpoints, network traffic, cloud environments, etc.
- Unified threat detection: By correlating data from multiple sources, XDR provides unified
detection and response across the entire attack surface.

- Integration with threat intelligence (TI): Enriches detection and incident analysis
capabilities with real-time data from Tl feeds.

J
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investigate and report high-
severity incidents increased by
48%, indicating arise in the average

2023. This is supported by the fact
that the vast majority of triggered
detection rules and loAs were by
specialized XDR tools, rather than

4 \  So which solution(s) should
In 2024, the mean time to you ChOOS@?

Selecting the right solution(s) depends on your organization’s specific needs,
complexity of attacks compared to infrastructure and threat landscape:

Choose EDR if traditional endpoint protection tools are no longer sufficient
and you need more advanced protection against cyberthreats (such as
malware, ransomware, phishing and more) targeting endpoints.

OS logs as in previous years. - Choose NDR if network-based threats are your primary concern and you
need advanced capabilities to analyze and respond to network traffic
anomalies.

Choose XDR if you want comprehensive protection across multiple vectors
and the ability to correlate threats across your entire IT infrastructure.

k J - Better still, combine EDR, NDR and XDR into a single security ecosystem to
provide comprehensive defense against an extensive range of evasive and

advanced cyberthreats.

Figure 4. EDR, NDR, XDR —who's it best for?
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What organization is it best for?

EDR

NDR

XDR

- Organizations that prioritize endpoint protection and need real-

time insights into endpoint activity.

- Organizations with many distributed endpoints, such as financial

institutions or healthcare providers, who will benefit greatly from
EDR’s ability to detect and respond to endpoint-based threats in
real time.

- Organizations that rely heavily on network traffic and need

advanced capabilities for detecting network-based threats.

- Companies with a dedicated IT security team or highly regulated

businesses such as data centers, service providers or government
agencies, can benefit from NDR’s ability to detect and respond to
network-based threats.

- Organizations that require a unified security platform with

comprehensive threat detection and response capabilities across
their entire IT infrastructure.

- Large organizations with complex IT environments that need a

comprehensive approach to security. For example, a multinational
enterprise with on-premises data centers and cloud environments
would benefit from XDR’s ability to provide unified threat detection
across multiple platforms, while also reducing operational
complexity by centralizing incident response.
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Kaspersky
Anti Targeted
Attack

How Kaspersky can help

Kaspersky Anti Targeted Attack (KATA) delivers comprehensive anti-APT
protection against complex cyberthreats. It helps organizations:
Swiftly detect, analyze and respond to targeted attacks.

Enable robust security across all key attack entry points, including networks,
emails, the web and endpoints.

Safeguard critical assets.
Ensure compliance with industry regulations.

The above is made possible by leveraging the powerful NDR and EDR
technologies available within the three tiers of Kaspersky Anti Targeted Attack.

The three KATA tiers offer protection against advanced persistent threats (APT)
ranging from essential and advanced NDR to native XDR.

[KATA: Serves as an essential NDR solution and offers basic features to detect
and respond to cyberthreats.

[KATA NDR Enhanced: Builds on the foundational features of the KATA tier,
offering advanced NDR capabilities.

I[CATA Ultra: Combines NDR and EDR capabilities to deliver native XDR
functionality. It secures multiple threat entry points, including networks, web,
email, endpoints, servers and virtual machines.

Figure 5: Kaspersky Anti Targeted Attack. A flexible choice.

Comparison criteria

Description

Essential NDR functionality
Advanced Sandboxing

Kaspersky Threat Intelligence and
MITRE ATT&CK enrichment

Enhanced NDR functionality
Expert EDR functionality
Native XDR capabilities

KATA KATA NDR Enhanced  KATA Ultra

Essential NDR Advanced NDR NDR+EDR
(Native XDR)

Choose from essential or advanced level NDR functionality, or opt-in for the combined
NDR and EDR solution for native XDR scenarios, safeguarding you against the most
sophisticated cyberthreats — all in a single platform. At KATA Ultra tier, you get full-
fledged, all-in-one APT protection and visibility across your entire IT infrastructure.
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Why choose Kaspersky Anti Targeted Attack
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Full visibility across your IT Protection enriched by global
infrastructure threat intelligence

Provides a full stack of unique Enriches threat analysis and
technologies to eliminate blind response through direct access
spots and control all potential to Kaspersky Private Security
threat entry points, including Network's global reputation
network, web, endpoints and database, Kaspersky Threat
email — all within a single unified Intelligence and mapping to the
platform. MITRE ATT&CK framework.
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Independently tested and
proven technologies

Uses innovative technologies

for advanced ML-driven threat
detection, in-depth investigations
and rapid incident response, which
is recognized by leading analytical
agencies and trusted by major
clients worldwide.
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Kaspersky Anti Targeted Attack

Learn more

Kaspersky Anti Targeted Attack video presentation

The advanced threat predictions

www.kaspersky.com
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