STATEMENT OF COMPATIBILITY

3AABJIEHUE O COBMECTUMOCTU

between

mexay

Kaspersky Industrial CyberSecurity for Nodes,
Kaspersky Security Center

Kaspersky Industrial CyberSecurity for Nodes,
Kaspersky Security Center

products of

npoAyKTamu

AO KASPERSKY LAB,

AO «JlabopaTtopusa Kacnepckoro»,

39A/2 Leningradskoe Shosse,
Moscow, 125212, Russian Federation

125212, Poccus, r. MockBa,
JleHnHrpaackoe wocce, 4. 39A, cTp. 2

hereinafter referred to as KICS for Nodes,
Kaspersky Security Center (KSC) and “Kaspersky”
respectively

B panoHenwem mmeHyembimm KICS for Nodes,
Kaspersky Security Center (KSC) n «JlabopaTtopus
KacnepcKoro» cooTBeTCTBEHHO

and 7

SPPA-T3000 CNNA-T3000

product of NPOAYKTOM

Siemens Energy LLC Siemens Energy, npeactasneHHbim 000

«CHMeHC DHepreTmKa»,

Tatarskaya str., 9, Moscow, Russia, 115184

115184, Poccma, Mocksa, yn. Tatapckasa b., 9

hereinafter referred to as SPPA-T3000 and
“Siemens Energy” respectively

B JanbHenwem umeHyembimu CMMA-T3000 wu
«CMMeHC DHepreTMKa» COOTBETCTBEHHO

SPPA-T3000 hardware and software complex is a
distributed automated control system for power
plants.

KICS for Nodes is an industrial grade cybersecurity
software product for industrial automation
endpoint protection.

Kaspersky Security Center is a unified
management and monitoring console for
centralized management of an integrated

protection system.

MporpammHo-annapaTHbii  Komnnekc  CMNA-
T3000 ABnsaeTca pacnpenenéHHomn
aBTOMATU3MPOBAHHOM CUCTEMOW yNpaBaAeHUA JnA
3/1EKTPOCTaHLUMU.

MporpammHbiin npoaykT KICS for Nodes asnaetca
cneumanmsnpoBaHHbIM nporpammHbImM
NPOAYKTOM ANA 3allMTbl KOHEYHbIX Y3/10B B
cMcTemax NPoMbILLIEHHOW aBTOMaTU3aLLUN.
Kaspersky Security Center — 370 eanHasa KOHCO/b
ynpaBneHus 7 MOHUTOPUHTA ans
LEeHTPa/In30BaHHOro YNpaBAeHUs KOMMJIEKCHOM
CUCTEMOW 3aLLUTbI.

“Siemens Energy” and “Kaspersky” hereby agree
on the following statement regarding possibility to
use the named products on a common system and
their compatibility and contribution to fulfillment
of cybersecurity requirements:

«CumeHc dHepretuka» 1  «Jlabopatopusa
Kacnepckoro» HacToALLMM noaTeepKaatT
cnepywouiee 3anaBieHune OTHOCUTE/IbHO

MCMNO/Ib30BaHMUA YKa3aHHbIX NMPOAYKTOB B PaMKax
OAHOW CUCTEMbI, UX COBMECTMMOCTM U BKNaZa B
BblNoNHEeHMe TpeboBaHM KMbepbesonacHoCTH:

“Siemens Energy” and “Kaspersky” have carried
out extensive compatibility tests for the joint use
of the products within single system. The outcome
of the tests was that, subject to their individual
system requirements, the products are fully
compatible.

Compatibility testing is carried out for following
versions of SPPA-T3000: R8.2 SP1, R8.2 SP2, R8.2
SP3.

«CumeHc dHepretuka» 1  «Jlabopatopumsa
KacnepcKoro» nposenn BCeCTOPOHHME TeCTbl Ha
COBMECTMMOCTb  YKa3aHHbIX MPOAYKTOB MpM
oAHOBpemeHHOM paboTe B COCTaBe eAMHOM
cuctembl. B pesynbTate TecTMpoBaHuA 6bino
YCTAaHOBNIEHO, 4YTO MNPOAYKTbl, C YYETOM WUX
WHAMBUAYANbHBIX  CUCTEMHbIX  TpeboBaHWW,
NMOJSIHOCTbIO COBMECTUMDbI.

TecTupoBaHMe Ha COBMECTUMOCTb NPOBEAEHO A/1A
cnepyrowmx sepcmin SPPA-T3000: R8.2 SP1, R8.2
SP2, R8.2 SP3.
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In case of above mentioned products are installed
and used within the same system this will
contribute to fulfillment of essential information
and cybersecurity requirements in industrial
automation process control systems.

YcTaHOBKa M UCMNOAb30BaHME MPOAYKTOB B PaMKax
e4MHOM CcUCTEMbl CMocobCTBYET BbIMNOJAHEHUIO
OCHOBHbIX TpeboBaHWIA, NpeabsaBAAEMbIX K
MHPOPMALMOHHON U KubepbesonacHoCTM B
aBTOMATU3MPOBAHHbIX CUCTEMAX YMpaBieHUsA
NPOMbILLNIEHHbIX 0ObEKTOB.

Both parties draw attention that the tested anti-
virus databases must be obtained from sources
approved by “Siemens Energy” to ensure
compatibility of the update system components
for KICS for Nodes.

Ob6e cTopoHbl 06palllaloT BHUMAHME Ha TO, UTO AN
obecneyeHUs COBMECTUMOCTM  KOMMOHEHTOB
cuctembl obHoBneHua ana KICS for Nodes
NPOTECTUPOBaHHbIE aHTUBUPYCHbIE 6a3bl AOMMKHbI
6bITb NOAYYEHbl M3 WCTOYHUKOB, OM0OPEHHbIX
«CMMmeHC JHepreTuKa».

The use of anti-virus databases directly from
Kaspersky Lab resources by end Users of SPPA-
T3000 is strictly prohibited. Siemens Energy and
Kaspersky Lab do not carry any responsibility or
warranty for incorrect work or performance of
named products as well as for possible
consequences in case of non-compliance with
these conditions.

Ucnonb3oBaHue KOHeuyHbiMM [onb3oBaTensamu
ATK CNNA-T3000 QHTUBUPYCHbIX 6as
HenocpeAcTBeHHO C pecypcoB «Jlabopatopum
KacnepcKkoro» KaTeropuyecku 3anpeLyaercs.
«CumeHc dHepretuKa» un  «Jlabopatopusa
Kacnepckoro» He HecyT OTBETCTBEHHOCTM 3a
HEKOPPEeKTHyl0 paboTy npoayKToB M 33
BO3MO}KHble NOCAeAcTBUMA NpU HecobatopgeHuu
YKa3aHHbIX YC/I0BUA.

This solution is available for the following markets:
Russian Federation, Republic of Belarus, Republic
of Kazakhstan, Republic of Tajikistan, Republic of
Uzbekistan, Republic of Kyrgyzstan, Republic of
Turkmenistan

[aHHOoe pelweHMe [OCTYMHO Ha TepputTopun
Poccuiickoint depepaummn, Pecnybamkm benapyce,

Pecny6auku KasaxcraH, Pecnyb6namku
TaaXKUKUCTaH, Pecnyb6namku Y36eKucTaH,
Pecny6auku Kuprusus, Pecnyb6nmku
TypKMeHMUCTaH

AO KASPERSKY LAB
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Name: Mikhail Pribochy
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Title: Managing Director Russia, CIS and Baltic
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JonKHoCTb: YnpaBasawwmii ampeKktop B Poccuu,
cTpaHax CHI u baatuu
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Title: Head of BU Service Controls
Digitalization
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JonxHoCTb: PykoBoautenb busHec-
noapasgenenHua «CepBucHble u undposblie
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