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Kaspersky Security ana Microsoft Office 365 o6ecneunBaer
ONTUMarbHYO KOMMIEKCHYIO0 3awmnTy cnyx6 Microsoft 365 —
6e3 NpUBA3KN K NOCTABLUNKY M YCTaHOBKM NIMLIHNX NPOrpamMm.

BcTpoeHrHble cpencTaa ynpasneHus 3awmTtoin Microsoft o6ecneumnBatot 6e3onacHocTb
Ha 6a3oBoM ypoBHe, a pelweHue Kaspersky Security ans Microsoft Office 365
Ha[EeXHO 3amLaeT Cy>K0bl OT U3BECTHbIX, HEN3BECTHBIX U MPOABUHY ThIX YTPO3,

a Tak>e nomoraeT NoAAepPXUBaTb LIeTOCTHOCTb AaHHbIX U BbINOHATb HOPMaTUBHbIE
TpeboaHus. OHO MCMONb3yeT PaCLUMPEHHDIA 3BPUCTUYECKINI aHaNn3, MalMHHOe
obyuyeHune 1 gpyrve TEXHOON N HOBOrO MOKOIEHWS ANS 3aLLMUTbI BalLMX KOPHopaTUBHbIX
061a4HbIX CEPBUCOB OT NPOrpaMM-BbIMOraTeneii, BPEAOHOCHbIX BNOXEHWIA, cnama,
duLwMHra, KoMnpomMeTauumn kopriopaTueHoli noyTsl (Business E-mail Compromise, BEC)
1 paHee HEN3BECTHbIX Yrpo3.

BnokmnposaHne puULLNHroBbIx aTak
N KOMMPOMETaLMN KOPNopaTUBHOM NOYTHI

Cnyyan KOMMNPOMETALMM KOPNOPaTUBHOWM NMOYTbI UM OTAENbHBIX YUYETHbIX 3anucei
MPOVCXOAST BCe Yallle — MO, yaap nornanatoT KOMMaHUmM BCEX PpasMepOoB 1 NINYHble

TpaH3akuun nonb3oBateneli. CnyduHr (noaMeHa agpeca oTnpasuTens) n GULLHP
TEXHNYECKN HECNOXHbIE ONepaLu, HO MOTyT HaHECTU Cepbe3Hblii Bped, brusHecy’.

Kaspersky Security ans Microsoft Office 365 ncnonbayeT pasnuyHble MeToAbl NPOBEPKU
NOAJIMHHOCTM 3NEKTPOHHbIX MMCEM, MaLLIMHHOE OBYyUYeHne 1 ApYyre TEXHOMNOTK, YTOObI
0BHapYXWTb 1 NMKBMAMPOBATL Yrpo3y, NPexXae YeM OHa [OCTUrHET MoJb30BaTeNS.

OddekTnBHaA N onepaTuBHag 3aWwnTa
OT NPOABUHYTbHIX YrpoO3

B cocTas Microsoft 365 BxoaaT camble nonynsipHble MHCTPYMEHTbI A5 OBLLEHNS

n obmeHa dalinamu, Takme kak OneDrive, SharePoint Online n Teams. BcTpoeHHble
CpeAcTBa 3allMThl 3TVX CEPBUCOB PaboTaloT C 3aAePXKKaMM, KOTOPbIE CIIOXHO
NporHosmpoBaTh. C MOMOLLBIO CUrHATYPHbIX METOAOB 3aLUMThI, @ TakXe
9BPUCTNYECKOrO 1 NMOBEAEHYECKOro aHanm3a aHTUBMPYCHbIN Moaynb «JlabopaTopum
Kacnepckoro» MoMeHTansHO 06Hapy>X1BaeT NPOLABUHY ThE YrpO3bl B MPUIOXEHNSX.
OTOT MHCTPYMEHT MCMONb3yeT CANCOK 3anpeLLeHHbIX afpecoB, YTObbl 6oknpoBaTh
BXOZSILLME NCbMa OT KOHKPETHbIX OTrpaBuUTeNeld, 1 NpoBepKy penyTaumm IP-agpecos,
YTOBBI OBHAPYKMUTH CMaM M COKPATUTb KOTMUYECTBO JIOXKHOMOMNOXUTENbHBIX CPabaTbiBaHNIA.

KoHTponb o6nayHbix gaHHbIX ANs
cobnopeHns HopMaTBHbIX TpeboBaHUi

Hel'lpepblBHblVI ayaonT oaHHbIX NOMOraeT obecneunTb COOTBETCTBME TpeGOBaHVIQM.
Bbl MOXeTe ncnonb3oBaTb rOTOBbIE LABMOHbI ong onpeneneHnsd KOHd)M,EI,eHLI,I/IaJ'IbHOI)]
I/IHd)OpMaLJ,I/II/I, HanprmMmep An4YHbIX 1 NnaTeXXHblX 4aHHbIX, N 6bICTpO npuHUMaTb Mepbl
no yCTpaHeHno NocneacTBUA MHUMLOEHTA. Kpome TOro, Bbl MOXeETe NCKaTb K/lloueBble
CnoBa no 3anpocy nin ckaHnpoBaTb BCE HYXXHble AaHHble B obnavyHom NPUNOXEeHNIN.

BonbLue HUKakon NpUBA3KK
K NOCTaBLUUKY

MHorue NocTaBLLMKI CHavarna npeasiaraloT CobasHUTENbHbIE CKAKM, HO KaK TOSbKO Bbl

BCE Xe peLLaeTech Ha MoKYTKY, LieHbl BbIPacTaloT B reOMeTPUYECKO Mporpeccum (Hanprmep,
€CIn BaM Hy>XKHO MacLuTabupoBaHme). Icnonb3oBaTb peLleHne C U3BECTHLIMU YS3BMMOCTSIMI
y>Ke BOCTaTOYHO HenpusTHO. Ellie xyse — He nmeTb anstepHaTusel. C Kaspersky Security ans
Microsoft Office 365 Bbl nsberaeTe NprBS3kM K OQHOMY NOCTABLLVIKY, HE MaTUTE 3a TO, YTO
BaM He Hy>XHO, 11 YETKO MOHUMAETE YCNOBUS NINLIEH3NPOBAHNSI.



KomnnekcHbIn npouecc aHanMTuKu yrpos

KomnnekcHas 3awuTta cny»x6

Microsoft Office 365

BbicTpoe u nerkoe

HenpepbiBHag 3awmTa

Kaspersky Security ans Office 365 —
KOMMMEKCHOE, MOMHOCTbLIO MHTErPUPOBaHHOE
peLleHre s NpeaoTBPaLLEHNS YrPO3

¢ byHKUMAMU 3bbEKTVBHOI 3aLLNTDI

oT ¢uLLMHra, cnama v BpegoHocHoro MO

1 3aWmThl AaHHbIX B Exchange Online,
OneDrive, SharePoint Online n Teams.

[NoBbiweHne nponsBoaAnTEsSIbHOCTU
N CHXXeHne puckos

pa3BepTbiBaHNE

TMbKkre HacTpaviBaemble MONNTUKI CPasy
HaUMHAIOT 3alUMLLATb Ballly 06iayHylo cpey:
HVIKaKVX Y TOMUTENbHBIX HACTPOEK.

HapeXHbllh KOHTPOsIb, TOYHOCTb

n apPeKTUBHOCTb

9NEeKTPOHHOW NOYTbI

PesepBHble konun yaaneHHbIX nicem
coxpaHsitoTcs B TeveHne 30 gHeit. [pocto
BbIMOSIHNTE MOVCK U MPUMEHNTE GUbTPbI

B apxvBe, UTo6b! HaliTV 1 NPY HEOBXOAMMOCTH
BOCCTaHOBUTb yAarneHHble MMcbMa.

CooTBeTCcTBME HOPMATUBHBIM
TpeboBaHNgM

Bnaropapsi rny6okoii uHterpaumm ¢ Microsoft
365 uepes APl 1 ncnonbsoBaHMio paboumx
Harpysok Microsoft Azure o6ecneunBaeTcs
HenpepbIBHbI 1 NPOAYKTVBHbIN pabounii
npouecc 6e3 3aaepXeK ¥ CHUXEHNS

npon3BoanTeNIbHOCT.

PacluvpeHHasi npoeepka

9NEKTPOHHOW MOYTbI

B pewernm Kaspersky Security nns Microsoft
Office 365 ncnonbayeTcs couetaHne
HECKOJbKUX METOL0B MPOBEPKY MOASIMHHOCTM
ANeKTPOHHbIX Mncem: SPF (nposepka
|IP-appecos oTnpasuTeneii no cnmcky),

DKIM (nposepka umndposoii nognmcu

k coobueHnsim) n DMARC (onpepenerue
JanbHelwmx aencTauii no pesynstatam SPF-
1 DKIM-npoBepok). OHv npepoTspaLlatoT
cnyduHr (nogMeHy agpeca oTnpasuTens)

B PVILLMHIOBbIX MUCbMaX 1 crame.

BesynpeuHas uHTerpaums

¢ npunoxeHusamn Microsoft 365

Vcnonb3oBaTb HECKOMBKO KOHCOrE
ynpasneHus HepaLvoHanbHo. Mbl
LieHTpannsoBanm ynpasneHne 6€30nacHOCTbIO
3MEKTPOHHOI MOYTHI, YTOOLI AAMUHKCTPATOP
Mor npocmaTpueaTs 06bekTsl Exchange
Online, Haxoasiwyecs Ha KapaHTVHe,

1 pesepsHoe xpaHunuie Kaspersky Security
ons Microsoft Office 365 Ha ogHol naHenu.

NepepnoBble TexHONOrMA

HOBUHKA

OG6Hapy>xeHne faHHbIX

DyHKLWS 0BHapysxeHus (Data Discovery)
obecneuviBaeT MrHOBEHHbI AOCTYM K BaKHbIM
naHHbIM B Exchange Online, SharePoint Online,
OneDrive 1 Teams 1 NONHbI KOHTPOb HAL, HUMU.

PeaynbTaTsl 06HapyKEeHVS MOXHO
MPOCMOTPETb B OTHYETaX, CMIMCKE OBHAPYXEHWI
1 BUDKETaX Ha MaHeny MoHUTopuHra. [Mposepka
NCTOPUYECKINX AaHHbIX B MPUIOXEHNSX
Microsoft 365 nomoraeT cobnogatb
HOpMaTVBHbIE TPEBOBAHNS.

MpoBepka nouToBOro AwwmKa
no Tpe6oBaHuio

LleHTpbl 06paboTku AaHHbIx «JlabopaTopum
Kacnepckoro» paamelueHbl No Bcemy Myipy,
NO3TOMY K/MEHTbl MOTyT COB/IIOAaTb MECTHbIE
TpeboBaHNs U CTaHAAPTbI 3aLUMTHI AaHHDIX.

MHoroypoBHeBas 3alumTa
OT yrpos

AHTVBMPYCHBIN Moaynb «JlabopaTopui
Kacnepckoro» ncrnonbsyeT curHaTypHbIi,
9BPUCTNHECKNI 1 NOBEAESHYECKNI aHanms,
a TaKxe 0BnayHble TeXHONOrUN ANSt 3aLLUMTHI
Exchange Online, OneDrive, SharePoint
Online n Teams OT N3BECTHbIX, HEN3BECTHbIX
1 NPOABMHYTBIX YTPO3.

OddekTrBHOE OGHapY>KeHME
cnyduHra u KOMNPOMETaLMM MOYTbI

Kaspersky Security anst Microsoft Office 365
nHTerpvpyeTcs ¢ Microsoft 365 uepes API
Graph, komaHgneTbl Exchange Online n gpyrve
TexHonorum, onobpeHHble MaiikpocodT. [Ins
MOAKIIOYEHMS K KOPOPATUBHBIM MPUNIOXEHNSIM
OneDrive, Exchange Online n SharePoint
Online pewweHve «Jlabopatopum Kacnepckoro»
ncnonbayeT npoTtokon OAuth 2.0.

MonpobyiTe
B6ecnnaTHo Ha
cloud.kaspersky.com

www.kaspersky.ru
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lMpoBepky Mo Tpe6oBaHMio MO3BONSIOT
CKaHMPOBaTb COOBLLEHVS U APYTre OGBEKTHI
KOHKPETHbIX MOYTOBbIX SILLUMKOB 38 YKa3aHHbI
nepviog, Ota GyHKLWS MOMOraeT yCTpaH1Tb
LieneBble Yrpo3bl, KOTOPbIM KOPropaTyBHast
noyTa Moria NoABePrHy TbCS [0 BHEAPEHNS
Kaspersky Security ans Microsoft Office 365.

OBpucTnyeckuii aHanma, apbekTneHoe
oBHapy>KeHne puLLMHra 1 rmy6okoe
0BYyYUeHIie He TONbKO BLISBASIOT U3OLLPEHHbIE
$ULWMHrOBbIE aTaKW, HO 1 3aLLMLLAIOT

oT cnydwuHra (NoaMeHbl agpeca oTrnpasuTens),
a TaKxe KOMMpOoMeTaLn KOpropaTyBHOIA
9MEKTPOHHOW NOYTHI.

BbibepuTe pelueHue, KoTopoe NoaAxXoanT

nvieHHO BamMm

Kaspersky
Endpoint Security
Cloud Plus

MpepocTaBnseTcs GecnnaTHo BMecTe
¢ Kaspersky Endpoint Security Cloud Plus
(ocobeHHO noaxoamnT Ans Manoro 6rsHeca)

Kaspersky
Security for Microsoft
Office 365

MponykT NnprioBpeTaeTcs OTAENBHO
1 HE MEET OrpaHNYeHUNiA No KONM4ecTBy
nonb3oBaTtenen


http://www.kaspersky.ru
https://www.kaspersky.ru/small-to-medium-business-security/cloud
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https://cloud.kaspersky.com/

