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Kaspersky Secure Mail Gateway
LLinio3 6e3onacHocTn anekTpoHHo noyThbl (SEG)

3awuTa nepumeTpa n 6e3onacHOCTb KOMMYHMKaLAIA

eneKTpOHHaﬂ rnouTa — OCHOBHOI KaHars, no KOTOpPOMY B KOprnopaTuBHble CUCTEeMbl MPOHNKaeT BpeaoHOCHoe no,
yrpoxatotiee IT-6e3onacHocTu 6usHeca. Yawe Bcero 3J/IOYMbILWTEHHUKN NCNOJIb3YIOT MeToAbl couunanbHomn
nH>XeHepuwu, yTO6bl 3aBOEBATH poBepwue nony4vyartend n MOTUBMpoBaTb ero caenatb TO, UTO AeJlaTb HE peKOMeHAyeTCA.

Kaspersky Secure Mail Gateway — 310 koMmnnekcHoe pelueHue knacca SEG (Secure Email Gateway), cnoco6Hoe
pacnos3HaTb onacHble COOBLLEHNS 3NEKTPOHHOI NOUThI U 3a6/I0KMPOBAThb NX NPEXAE, YeM OHU AOCTUTHY T NnosyyaTens.
OHO He TONbKO CHMXKaeT PUCK MHOULIMPOBAHUS U YTEUKUN AaHHbIX, HO U 9KOHOMUT BPEMS COTPYAHUKOB, KOTOPbIM
NPUXOANNOCH OTBNEKATbCS Ha HeXenaTeNbHYIo MoYTy.

Oco6eHHocTn Kaspersky
Secure Mail Gateway

MpoasrHyTas 3awmTa oT BpeaoHocHoro MO
[BycTOpoHHsist nHTerpauus ¢ Kaspersky
Anti Targeted Attack Platform (KATA)
MHoroypoBHeBasi 3alLyTa OT KOMMpPOMeTaLn
KopropaTyBHo nouTtel (BEC-aTak)

3alumTa OT yrpo3s «HyneBoro AHs»

JocTyn k rno6anbHbIM aHanUTUYECKM
LaHHbIM 06 yrpo3sax B ceTu Kaspersky
Security Network vnu Kaspersky Private
Security Network

Mopnepxka Microsoft Active Directory
YnpaeneHue 4OCTYNOM Ha OCHOBe poreit
3alunTa OT BHeAPEHHbIX BPEAOHOCHbIX
MaKpOCOB 1 APYrX O6HEKTOB
BnokvpoBaHue LnppoBanbLIVKOB U
TPOSHLEB-MaliHepOB, PacnpOCTPaHseMbIX
No 3NEeKTPOHHON noyTe

[1BKVe BO3MOXHOCTY MacLUTaBbypoBaHus

C yYeTOM HarpysKu 1 pasmepa opraHusaLmm
YnpaeneHue kapaHTUHOM [N15 SNEKTPOHHbIX
NMceM 1 BIOXEHWIA Ha BCex yanax knacTtepa

OddekTrBHAZ 0BpaboTka pacTyLLero
Tpaduka 3NeKTPOHHOM NoYThl Gnaroaaps
KNacTepHON apxuUTEKType

MouToBbINA W3

- KowTakT ¢ nons3osaTenem unw paGouum
MecTom He ycTanasnueaetcs

- MeToabi CoLmansHoil uHxeHepuk

He npumensioTc

BnokupoBaHue aTak Mo aNeKTPOHHOM nouTe
Ha paHHel cTagum

Kaspersky Secure Mail Gateway adbekTrBHO GopeTcs ¢ GULLMHIOM, NOMbITKaMU KOMAPOMeTaLum
KOPMopaTVBHON 3MEKTPOHHOM MOYTb, LUMPOBabLUVKAMU 1 AaXe NPOABWHY THIM aTakamu o
a1eKTPOHHO nouTe. BeaonacHsilii W03 AeNCTBYET Ha PaHHX 3Tanax LIenoyKky MopaxeHus, noka
Yrposbl He NPYBENN K MHLMAEHTaM 1 He NpuynHinm ywep6a. bnarogaps atomy adppekTmBHO
CHUXX@EeTCs PUCK aTaku, @ COTPYAHWKU HE OTBIEKAIOTCS HA HEHY XXHYIO LOMOMHUTENbHYIO PaboTy.
WHTennekTyanbHas o6paboTka AaHHbIX OCYLLECTBASETCS Ha BCEX YPOBHSX 3aLLUTbI, MOAKPENIEHHbIX
TEXHONOrVEN MaLUMHHOTO 0ByyeHws. [pUMEHEHVe pasHbix MOAENel MalHHOrO OByYeHUs,
MecoYHMLLbI 1 061auYHO peny TaLmoHHOV CUCTEMbI MO3BOMSET HAaM NPaBubHO GUILTPOBaTbL
COOBLLEHUS BNEKTPOHHOW MOYTbI, OTAENSAS HY KHbIE OT OMacHbIX.

MoBbiWweHne NpoAYKTUBHOCTWN 3a c4eT 6/IOKMpOoBaHNS
cnama

WHTennexkTyanbHble KOMMOHEHTbI 3aLLMTHI OT Crama MUHUMUSVPYIOT YNCTO NOXHbIX CpabaTbiBaHunii

1 apanTrpyoTCs K 3MeHeHUsM B naHawadTe yrpos, 61okmpys NoToK HexenaTebHbIX MMcem.
PenyTaumoHHble AaHHbIe U3 CTOYHMKOB MO BCeMy MUpy oBpabaTbiBatoTcs B o6nake, dopmupys 6asy
L1 HAAEXKHOrO OTCNEXMBaHUs crama.

YcuneHue 3alwmTbl ¢ MMHUMaNbHbIMN TpyAoO3aTpaTamMmn

MpurnoxeHne NocTaBAseTCs B BUAE rOTOBOrO MPOrpaMMHOro YCTPONCTBA, MPOCTOro B pasBepThiBaHNN
nHacTpoiike. OHO NoaoaeT kak KOMMaHWsaM, XenatoLmm obasnTe SEG-pelueHiie B CBOIO NOYTOBYIO
NHPPACTPYKTYPY, Tak 1 TEM, KTO HaMEPEH MOBLICUTb 9PPEKTVBHOCTb 3aLLUNTLI NCMOMb3yEeMbIX
MOYTOBbIX CUCTEM.

MacwTabupoBaHue 3aWwmThbi N0 Mepe pa3BuTus 6usHeca

MacluTtabupyemas knactepHas apxutekTypa Kaspersky Secure Mail Gateway nossonset
pacLmpsTb BO3MOXHOCTM 3aLLMTbl N0 Mepe HeobxoaumocTu. Bam He mpuaeTcs xepTBoBaTh
NMPOV3BOANTENBHOCTbIO, YTOOBI MOAAEPXUBATL BbICOKUI YPOBEHb 6€30MacHOCTUN 3N1EKTPOHHOIA
nepenncku Ballero pacTyLlero 6usHeca.

MouToBbiii Ak / pabouee Mmecto  ATaka U3 ceTu / HECKOMbKUX UCTOYHUKOB
+ MOXeT BbiTb yCTaHOBNEH KOHTAKT + YeTaHaBNMBAETCS KOHTAKT

“Meroaet i yT cpat B

- PeluieH1e NS 3aLUUTSI SNIEKTPOHHOI NONTI
i paBosux mect BnokmpyeT aTaxy

(ecn oHa npumeHsnack)
+BpeporocHoe 10, ucnonbayemoe Ha nepeom arane aTakw, He BnokvpyeTes
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wmoryT 61 - Yrpo3a 06HapyXUBAETCS MEXaHIIMaMM 3aLLMTLI OT NPOABUHY ThIX aTaK

- BaHec-NpoLieceH HapywaloTes
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LIENOYKA Onpeaenetine O6maH nonyuarens, 3Barpyskauactn [HocTtunxeHne
ATAKN uemm [HocTaeka yrpossl OTKpbITVE BebinonHeHve BpenoHocHoro MO uenu
CCbINKW/BNOXEHNS | (Heob6si3aTenbHO) ¢+ / 3NOYMbILUNEHHWKA
PUCK L - TTTTI——
KOMMPOMETALIA
YCTONYMBOCTb MPEOOTBPALLEHNE
OTBETHbIE MEPbI: K YTPO3AM MNPV BbINMOJIHEHNN OBHAPY>XEHUE NOCJIE BbIMOJIHEHS
[ BxopsT B 3alLUTY 3NEKTPOHHOR [ OBHapy>xeHme NO penyTaumMoHHLIM [ MoeTopHas NpoBepka NOUTOBOTO SWVKa [l OBHapy>keHVe KpaXy yHeTHBIX AaHHBIX
nouThl AaHHbIM [ 3awwTa OT Cnama ¢ TeHeBbIM KapaHTUHOM [m] " (XDR)

[1lononHsIioT 3aWwmTy 3nNeKTPOHHOM
nouTbl
He BxopsT B 3aWLUTY 3NEKTPOHHOIA
noYThl

oTnpasuTeneii

[ OBnauHble CIUCKY HeXenaTenbHbIX

I KeuimposakHbie AaHHbie 06 yrposax

[l Ynpasnenue ayTentudukauneii
110 aneKTPOHHOV nouTe 6

EDRwMDR
Cincrema o6HapyeHws BTOpeHMii
Pexonurypaums cetn

MecT U KoHTponb i | Ceresoin

[] Tpenwmru no knGepGesonackocTn
Awanua nosenenws Ha paBoux MecTax
Penyrauns URL-anpecos

[ Bawwra ot cnama, puwimHra
1 KOMNPOMETaLIN KOPTIOPATUEHOI NOUTL!

[ KowTenTHas dunbTpaums
1M Omynsums 8 necounvue

Ponb 3almThl 216k T‘DOHHOVI MOYTbI Ha PasiN4YHbIX aTarnax Lero4Yku rnopaxxeHms



OCcHOBHbIe BO3MOXXHOCTU

Ha ocHoBe pa3paboTok
BCEMUPHO NpU3HaHHOI

KOMaHAbl 3KCnepToB

YHVIKasbHbIl OMbIT 3KCNEPTOB
«JlabopaTtopum Kacnepckoro» B obnactu
NMPOTUBOAENICTBIS HOBBIM Yrpo3am 1
CO3[aHVS IHHOBALIMOHHBIX PELLEHNI
6e30MacHOCTY MpW3HaH BO BCEM MUPE.
OHV npyHUManu yyacTure B 6opbbe ¢
TaKVIMV PECTYMHBIMU FPYMNMPOBKaMu,
kak Carbanak n Stuxnet, Duqu u
Equation, Lazarus n MosaicRegressor.
BonbluMHCTBO aTak HaumMHatoTCs

C 3NEKTPOHHOW MOYTbI 11 HALLM SKCMEPTbI
noapobHO N3yYatoT 1 aHaNNSPYIOT
VNHCTPYMEHTbI MPECTYMHUKOB.
PesynbTaThl Takoi paboThl 3aknafsiBaloT
OCHOBY 4151 fanbHENLLEro pa3BnTuS
TEXHOMOri OBHaPY>KEHVISI.

Hawwm peweHns perynspHo
y4acCTBYIOT BO BHY TPEHHUX 1 BHELLIHMX
TECTUPOBAHNSX C CaMbIMU BbICOKV MM
TpeboBaHUAMYN N Mbl HEN3MEHHO
onepexaem HallnX KOHKYPEHTOB.

Cwm. cTpaHuLy

https://www.kaspersky.ru/top3
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MHoroypoBHeBas 3awuTa ot BpegoHocHoro NO

MponBuHyTas 3aLwmTa oT BpeaoHocHoro 10 BKoYaeT HECKONLKO NMPOaKTUBHbIX YPOBHEl
N NCMNOMb3YeT Kak SIoKasbHble MOAENN MALUMHHOTO 0BYYeHWs, Tak 1 06nayuHyto aHanuTyKy yrpos 4ns
BbISIB/IEHNS BO BXOAALLEN MOYTE BPEAOHOCHbIX BIOXEHWI 1 MPOrpamMM — Kak N3BECTHbIX, TaK 1 HOBbIX.

Fno6anbHasa aHanuTuka yrpo3s. Kaspersky Secure Mail cocTtaBnseT akTyanbHyto
KapTWHY Yrpo3 Ha OCHOBE AaHHbIX, COBMpaeMblx CO BCEro M1pa, o6HOBNSS ee Mo Mepe
N3MeHeHUs.

MalumnHHoe o6yueHue. [NobanbHas aHanUTUKa yrpo3 C NCMonb30BaHNeM 60MbLNX
LaHHbIX OMMPAEeTCs Ha COYETaHNeE MOLLHbBIX aNTOPUTMOB MaLIMHHOTO 0ByyYeHNs

C OMbITOM 3KCMEepTOB. B pesynbTaTe BbICOKMIA ypOBEHb OBHAPYXeHUs coueTaeTcs

C MVHVMaIbHBIM YNCTIOM NIOXHbIX CpabaTbiBaHWiA.

Smynsauma u noBegeHYecKuii aHann3 B necoyHuue. [ 3almbl OT caMmoro
CNOXHOTO Y TLLaTENbHO 3aMackUMpoBaHHOro BpefoHocHoro [0 BnoxeHus 3anyckatoTcs
1 aHanuanpytoTcs B 6esonacHoi cpeae (necounuue). [loaToMy onacHble aK3emMmnaspbl
He MonapatoT B KOPMOPaTUBHYIO CUCTEMY.

Kaspersky Security Network / Private Security Network. [1ns onepaTunsHoro
B610KNPOBaHNS HOBELLNX BULOB cnama, duiumnHra n BpegoHocHoro MO

Heobxonunma akTyanbHyto nHpopmaumio o6 yrposax. Kaspersky Security Network
NpefocTaB/sgeT CaMylo CBEXYIO aHanMTVKy, AOMONHEHHYIO TENeMeTPUYECKMU
[laHHBIMW 06 0BHapPY>KEeHHbIX Yrpo3ax no BCemy M1py, pedynsTaTamv UCCnefoBaHui
aHTVBUPYCHbIX 9KCNEepPTOB 1 MHbOPMaLIMEN, MOTyYEHHOI OT NapTHEPOB 1 N3 APYTX
nctouHukos. Kaspersky Private Security Network sawuiiaeT nHppacTpykTypy
opraHn3aLmii, NpeAbsIBASIOWMX CaMble BbICOKME TPeBoBaHNs K KOHUAEHUMaNbHOCTH,
N NpefoTBpaLLaeT Aaxe ManeLlyio yTeuky KoprnopaTuBHol MHopmMaLmum.

O6Hapy>xeHue cKpnnToB. [10 4aHHLIM aHANNTUKOB MHPOPMALIMOHHOW GesonacHocTy,
CKPWMNTbI BCE Yallie MCMOoMb3YTCs 15 aTak Mo 3/1eKTPOHHOI NMoYTe 1 BCTpanBaHus
BpenoHocHoro 10 B 6e306uaHble ¢ By odurcHble dpaiinbl. Kaspersky Secure Mail
Gateway HeliTpannayeT onacHble CKpunTbl, B TOM uncre Mmakpockl Microsoft Office,
obecneunBaeT 3pPekTUBHOE NPOTUBOAENCTBUE NOACOHBIM Yrpo3am.

Mposepka apxueos. CosgaTeny BpeAOHOCHbIX MPOrpamMmM YacTo apXBUPYIOT
BNOXEHWS Nepeg oTNpasBKoii NoTeHLmanbHo xepTee. PewweHus «JlabopaTtopun
Kacnepckoro» moryT o6Hapy>XuTb yrpo3y faxe B MHOrOypOBHEBbIX apX/BaXx.

foTOBOE K NCNONb30BaHMIO peweHne

MonHodyHKLMOHaNbHOE NporpamMmmHoe ycTpoiicTBo. B Kaspersky Secure Mail
Gateway BxoOaT BCe HEo6xoaVMble KOMMOHEHTbI 419 CO3AaHNs 6e30MacHON NOYTOBOM
nHbpacTpykTypbl, Bkntouas OC Ha 6ase Linux, areHT nocTasku noutsl (MTA), 3awwmtHoe
npunoxerue «JlabopaTtopumn Kacnepckoro» u T. a. PelleHre nerko nHterpupyeTcs

C APYTIMW KOMMOHEHTaMN. AOMUHNCTPATOPY HYXKHO U3MEHUTb JIULLIb HECKOMBKO
napameTpoB KOHPUrypaLmn.

Moaneprxka nnatdopm BupTyanuzaumm. PeleHiie Kaspersky Secure Mail Gateway
peanunsosaHo B Gopme ob6pasa BUPTYyasnbHON MaLLNHbI, COBMECTVMOTO C CaMbIMU
nonynspHeIMU NnaThopmamm BUPTYyanuaaumn. VIx MoxHo ckayaTb B Buae obpasa

1 pasBepHyTb kKak pabouyto Harpy3aky (workload) B o6nake unm kopnopaTBHOM faTaLleHTpe.

3awumTa oT cnama (6e3 noTepm HyXXHOI MHPOopMaLN)

R

@

YnbTpacoBpemeHHas 3aliuTa oT cnama (¢ KOHTEHTHoI ¢unbTpaumeil Ha

ocHoBe penyTauuu). Crctema 3alwuThl OT cnama, paspaboTaHHas «JlabopaTtopueli
Kacnepckoro», UMpoKo ncrnonbayeT Mofesniv O6Hapy KeHNs Ha OCHOBE

MaLLUHHOTO 0B6yyeHuns. DkcnepTbl «JlabopaTopun Kacnepckoro» KoHTponvpyoT
aBTOMaTN3NPOBaHHYIO 06paboTKy crama, YTobbl CBECTU K MUHMYMY BEPOSITHOCTb
NOXHbIX cCpabaTbiBaHWI 1 aAaNTUPOBATLCS K M3MEHEHNsM B nanawadTe yrpos. [laHHble
o penyTauun, nocTynatowme 13 6a3bl Kaspersky Security Network, rapaHtupytoTt
TOYHOE OBHapY>KeHVe HOBbIX BUAOB CMamMa Cpasy Xe Mocne Nx NosBeHUs B UHTEPHETE.

3SawumTa oT cnama ¢ KapaHTMHOM. B HeoAHO3HaYHbIX ClTyYasx MOA03PUTENbHbIE

nMcbMa MOXHO MOMECTUTb Ha BpeMeHHbIi kapaHTuH, noka Kaspersky Security Network

He cobepeT BOCTAaTOUYHO AaHHbIX, HTOBbI OnNpefenuTb, GesonacHsl N oHW. Cnam
OTMPAaBSETCS B CNeLManbHOe XPaHWIULLLE — STO rapaHTUPYET, YTO HY OJHO BaXKHOe
NMCbMO He noTepsieTcs. AGMUHMCTPATOP MOXET HaCTPOWTL NapaMeTpbl SNEKTPOHHbIX
nMcem, KOTopble HEOHXOANMO MOMELLATb Ha KaPaHTVIH, U CPOK VX XPaHEHWS — 3TO NO3BOANT
BOCCTaHOBUTb BaXXHble COOBLLEHNS 1 NepecnaTh NX afpecaTy B HeM3MeHHOM BUAE.


https://www.kaspersky.ru/top3
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* B cocTtaBe Kaspersky Anti Targeted Attack

ATakun c ucnonb3oBaHNEM
MOXOXKNX AOMEHOB

Mpr ncnonb3oBaHNM MOXOXKMX
aomeHoB (lookalike-aTakn)
MacKupyeTcs agpec oTnpaBuTens.
3noyMbILLNEHHNKN PETNCTPUPYIOT
AOMEH, KOTOPbIi O4EHb MOXOX Ha
NErnTUMHBIA, AOBEPEHHbI JOMEH.
CumBsonbl KOHMKOAA MOFyT 3aMEHSATLCS
APYrMU, MOXOXUMU Ha HUX.

MpecTynHWKN HepeaKo NCNonb3yioT
AOMEHbI TPETbEro YPOBHS,
Hanpumep kaspersky.xxx.com,
3no0ynoTpebnsas poseprem
nonb3oBaTesneil K nonynspHomy
6peHay unu 6nsHec-napTHepy.

AkcnnyaTtaums
ySI3BUMOCTEIA NOUYTOBbIX
K/IMEeHTOB

B apceHarne 310yMbilLNEHHVKOB
€CTb Lenblit Habop MHCTPYMEHTOB
L7191 SKCyaTaumm HEKOTOPbIX
YyS3BUMOCTEN pacnpoCTpPaHeHHbIX
MOYTOBBIX KIMEHTOB Y OMEPAaLIMOHHbIX
cuctem. OHn o6beanHeHbl nog,
o6wum HasBaHvem Mailsploit 1
0aloT BO3SMOXHOCTb MOAMEHUTb
afpec oTnpaBuTens, Nosb3yacTb
YS3BUMOCTbO HEKOTOPbIX MOYTOBbBIX
K/IMEHTOB.

[Mpy aTOM, paspaboTUVKM psiaa NOUTOBbIX
K/IMEHTOB 3HalOT 06 STVIX CBOCTBAX

CBOVX MPOLAYKTOB - U HE TOPOMSITCS
UX UICMPaBSATb, CUATAS UX HaCTbiO
3alyMaHHOV PyHKLIVIOHANBLHOCTH
npepnaras peLunTb Npo6aeMy Ha ypoBHe
wosa.

Kak Tonbko cospaTenb konnekumm
Mailsploit oTkpbin MCxoOHbIN Kog,
LLIMPOKOI MyBvKe, CriaMepbl 1 Xakepbi
B35V €€ Ha BOOPY>XEHVEe — Yero un
cnepoano oxuaaTs. Konnekuys ctana
MCMONb30BaTbCs AJI aTak Ha CUCTEM,
BIlafesibLibl KOTOPbIX MPEHeBperaioT
3aLUMTON N YCTaHOBKOMN MCMPaBNEHNIA.
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i * Yny4weHHas 3awmTa ot puLINHra

Halwa TexHonorus sawuTsl oT GpuLLMHra ocHoBaHa Ha HelipoceTeBom aHanmae. OHa 3apeiicTeyeT
6onee 1000 kprTepmes, BKNOUas aHana M306paxeHnit, S3bIKoBble MPOBEPKY U crieLmdryeckme
CKPUNTHI, U ONMPaeTCcs Ha CoBrpaemMble CO BCEro Mypa faHHble O BPeAOHOCHbIX U GULLMHIOBbIX
URL v IP-appecax A9 3aL1Tbl OT M3BECTHbIX N HEN3BECTHbIX GULLINHIOBbIX YFPO3 1 Yrpo3
«HY/JIeBOro yacay.

% 3awmTa oT cneumnanusnposaHHbix BEC-arak

CneunanbHas cuctema o6Hapy>KeH|/|91 Yrpo3 Ha oCHOBe MalWnHHOro o6yqu|/|9|, anropuTMmnyeckmne
mMogenmn KOTOpOIZ NOCTOAHHO AONONHATCA HOBbIMIW CLLeHapuamu, o6pa6aTb|BaeT KOCBEHHbIE
NHONKaTOPbI Yrpos. OTo nosBongeT 6J'IOKI/IPOBaTb MOLUEeHHNn4YeckKune nmcbma, ga>ke ecnm oHn
y6e,u,|/|Teano COCTaBJ/1IeHbl N OTNpaBneHbl C NErTMTUMHbIX aapeCcoB. Pewenne OGHpr)KI/IBaeT aTtaku
C NCMOSIb30BaHMEM MOXOXNX AOMEHOB, KpaXy Y4YeTHbIX 3anucen, aKCnnyaTauuto YQSBI/IMOCTGI‘/’I
MOYTOBbIX KIIMEHTOB U ApYyrme Tunbl yrpos.

A YnpaBneHune aneKTpoHHON NOUYTOMN C NPOBEPKOMN

—~, nOoAJIMHHOCTHU

L

HapexHble MexaHn3Mbl ay TeHTUdMKauun otnpasnTens, Takue kak SPF/DKIM/DMARC, nomoratoT
obecneynTb 3aLLMTY OT aTak Yepes NoXHble cepBepbl. OTO 0OCOHBEHHO BaXXHO AN 6opb6bI
c BEC-arakamn.

"= KaTeropuu aneKTpoHHOI NOYTbI

B pelueHum yxe 3anaHo HECKOMbKO KaTeropmii aN1eKTPOHHON NoUTbI A5 GUAbTPaLmMm COOBLLEHWIA,
YTO ynpoLLaeT NOBCEAHEBHYO 06paboTKy MOTOKOB MOYThI Y CHUXAET PUCKY 6e30MacHOCTU.

MonynspHocTb HanpaBneHHoro ¢puwmnHra

APT-rpynnuposka Sofacy (Takxe nssectHas kak APT28 n Fancy Bear) npocnaeunacb
nposeneHnem cnoxHeiiLumx knbepatak. OHa UCNONb3yeT MHOFOUYNCTIEHHbIE

cLieHapWn HanpaBneHHOro GULLMHIA 1 KOMMPOMETaLMI KOPMOPaTUBHOMN NOYTbI —

OT YKOPOUEHHbIX CCbINIOK Ha BPEAOHOCHbIE CaliThl, KpaayLLme yUYeTHbIe faHHble,

[l0 3KCMNIOMTOB HYNIEBOrO AHS, BCTPOEHHbIX BO BNIOXEHHbIE OPUCHBIE LOKYMEHTBI.

WcTouHnk: Securelist



https://securelist.com/a-slice-of-2017-sofacy-activity/83930/?utm_content=ksmg-app-datasheet
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3apeI'I/|CTpVIpOBaHHbIe TOBapHbIe 3HaKN 1 3HaKn
O6C!'Iy>KVIBaHI/I9! ABNAOTCA COBCTBEHHOCTbBIO UX
npasoo6naparteneii.

% DunbTpauns BNoXXEeHUIA

HekoTopble TVMbl BNOXEHWIA NTyylle He NMponyckaTb B KOPNopaTUBHbIA neprmMeTp 6e3onacHocTn —
3TO cnMWwKom onacHo. PaspaboTaHHas «JlabopaTopueit Kacnepckoro» cuctema dunbtpaumm
obecneunBaeT rmbKyto HaCTPOIKY NOMAUTUKM AOCTABKU BIIOXEHWIA 1 paCno3HaeT MHOXECTBO
METOLO0B MacknpoBky ¢alinos, KOTOpble HaCTO NCMONb3YIOTCS KNBepnpecTynHKamu. STu
}YHKLMM MOMOTaloT CHU3NUTb PUCK YTEYKU JaHHbIX.

YnpaBneHue n npo3pavyHoCcTb

Yno6Has Be6-koHconb. [TpocToll B cnonb3osaHun Be6-uHTepderic nossonder
afAMVHNCTPATOPY KOHTPOMPOBaTb COCTOSIHNE 3aLUNThI 1E€KTPOHHOW NOYThI

1 HacTpauBaTb Npasuna n NoaMTUKK. [1ns kaxnoro KOHTPONNPyemMoro omMeHa
MO>HO HacCTPOWTb OTAEbHblE Habopbl MpaBwi.

LUnpokne Bo3MOXXHOCTU ynpaBneHus cobbiTusmu. Cpenctso npocMoTpa
cobbITWiA NpefocTaBnaeT aAMUHNCTPATOPY BCIO HEOBXOAVMYIO MHOPMALIIO.
[lnsg noncka Hy>KHbIX AaHHBIX MOXHO 3aAaTb KPUTEPUM NIOBOro YPOBHS COXHOCTH
C Ucnonb3oBaHnem norudeckux (6ynesbix) onepaTopos.

(CEF), MoXHO aKCnopTrpoBaTh MHPOPMaLIMIO O COBBITUSX 6e30MacHOCTH
B MoYTe B koprniopaTueHyto SIEM-crnctemy n oTcnexmsaTb ONOBELLEHNS CUCTEMBI
6e30nacHOCTY 91K TPOHHOW MNOYThI B O6LLEM KOHTEKCTE 6€30MacHOCTU.

E] WnTerpauunsa ¢ SIEM-cuctemamu. bnaropaps nognepxke obuero ¢opmarta cobbiTuii
p=

Q Cuctema ynpaeneHus ROCTYNOM Ha ocHoBe poneii. [11s orpaHuyeHns npas

{O) .

- PasnnyYHbIX KaTEropuii agMNHNCTPATOPOB MOXHO HACTPOUTL OTAENbHbIE POSU.
- Takas cncTema nonesHa Ans AenernpoBaHns 3afay BHy TPV KOMNaHUN 1 aaeT

HY>XHYIO CTeMNeHb KOHTPONS KNIMEeHTaM MOCTaBLMUKOB ynpasnsembix ycnyr (MSP).

'mbkas Hac Tpolika npaBuA. ToHKas HaCTpoiika NoNNTVK 6e3onacHoCTY fenaeT

peLueHne MakcumasnbHO 3bbEKTUBHBIM B KOHTEKCTE BU3HEC-TPOLLECCOB BaLLE KOMMaHUM.

[5%%] B Kaspersky Secure Mail Gateway peannsosaHa npocTas 1 rnbkas cuctema HaCcTPONKMN
npasws, KOTOPasi NMO3BONSET AETabHO YNPaBsTh 6€30MacHOCTBIO MEKTPOHHOM MOYTI.

[Npv 3TOM aaMUHMCTPATOPaM He MPUAETCS TPATUTL MHOMO BPEMEHI Ha ee U3YUeHNe.

WNHTerpaums c Active Directory. Kaspersky Secure Mail Gateway moxeT nonyuyatb
nHbopmMaLmio 06 ob6bekTax KoprnopaTUBHOro AoMeHa (Nonb3oBaTensx, rpynnax
nosnb3oBaTenei, KoMnbloTepax 1 T. A.) AN1s HACTPOKM NpaBus LOCTYyNa Ha OCHOBE
poneii 1 NonMTVK 6e30NacHOCTUN B OTHOLLEHUN N3BECTHbLIX 06 BEKTOB, paboTaloLwx

B Bawei IT-cetn. Mexay npunoxeHvnem n Active Directory nocTosiHHO BbINONHAETCS
CUHXPOHU3aLIMS [aHHbIX, ONNCHIBAIOLLNX OGBEKTHI, C YHETOM NOCNEAHNX U3MEHEHWI
B KOPMOpaTUBHOI NHGPaCcTPyKType.

KnactepHas apxutekTypa. B ocHOBE pelueHns nexuT knacTepHas apxuTekTypa,
KOTOPYIO MOXHO MaclTabupoBaTh MO Mepe pocTa Ballero 6rsHeca 1 yBenmyeHns
TpaduKa 3NeKTPOHHO NOYThl — 3aluTa He NoTepseT cBoel adbeKTUBHOCTH.

il

NHTerpaunsa c nnatpopmoii Kaspersky Anti-
Targeted Attack

[1BycTOpOHHSIS HTerpaums ¢ pelleHnem «JlabopaTopum Kacnepckoro» Ans 3alwmTbl OT Lienesbix
aTaK No3BOJISET HE TOMBKO NCMONb30BAaTb MOYTOBbIE CUCTEMbI KAk AOTMOMHUTENbHbIA UCTOYHIIK
nHbopMaLm A5 06HapPY>KEHVS LieneHanpaBneHHbIX aTak, HO Takxke BrIoKMpoBaTh farbHelillee
pacnpocTpaHeHne COOBLLEHNIA C ONacHbIM COAEPXXUMBIM B 3aBUCUMOCTI OT Pe3ybTaToB ry6oKkoro
aHanusa Kaspersky Anti Targeted Attack Platform. Camble nsoLupeHHble BpeAOHOCHbIE MNCbMA,
obHapyxeHHble MexaHnamamu Kaspersky Anti Targeted Attack, oTnpaBnsiioTCs Ha KapaHTUH.

')% BcTpoeHHoe pe3epBHOE KONMpoBaHNe

YTo6bl rapaHTMPOBaTh 3aLLMTY OT MOTEPU KPUTUYECKIM BaXKHBIX AaHHBIX MPU IEYEHN UNW yoaneHum
3apakeHHbIX AaHHbIX, ICXOAHbIE COOBLLEHUS MOXHO COXPaHSATb B PE3ePBHOM XPaHWINLLE, rae
aOMVHNCTPaTOP MOXET 0bpaboTaTb Ux B Nlo6oe yao6Hoe Bpems. [1ns yCNOBHOro pe3epBHOro
KOMMPOBaHVS AaHHbIX MOXHO HACTPOUTbL CreLmnanbHble Npasuna. YnpaeneHue pe3epBHbIM
KOMMPOBaHNEM OCYLLECTBSETCS LIEHTPANM30BaHHO 13 €IMHOW KOHCOMNN YMPaBEHNS.


http://www.kaspersky.ru
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