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MnaTtdopma ons 3amUTbl OT CIOXKHbIX YrPO3 U LieNIeBblX aTak COCTOUT
N3 Tpex Moayneii:

Kaspersky Anti Targeted Attack — pelueHune, koTopoe obecrneymBaeT
aHanu3 ceTeBoro Tpaduka, NO3BOMAT KOHTPONMPOBAaTbL TOUKM BXOAA
NOTEHLMAsbHBIX YTPO3: CETb, BEG-TPadVIK, SNEKTPOHHAsA NOYTa,

a Tak>xe NpenocTaBgeT BOSMOXHOCTb MPOBEPSATb MOTEHLMANbHO
BPEOOHOCHbIE OOBEKTbI B MNECOYHNLLE.

Network Detection & Response (NDR) — moaynb, NTO3BOASIOLLNA
NpPOoBOAUTb FNYBOKNA aHaNN3 CeTEBOro Tpadyka, BbIIBIATL aTaki

C NOMOLLbIO MPaBWI ETEKTUPOBAHWS, HANKATOPOB KOMMNPOMETaLNN
1 PETPOCNEKTMBHOIO aHanm3a. [1o3BoNsIeT CTPOUTL KapTy CETU U
TabnuLy ceTeBblXx CECCUI, MPON3BOANTL OnpeaeneHmne 1 pastop
MPOTOKOJOB, OCYLUECTBIATb MPOaKTUBHbIN MOUCK YrPO3 MO ChIpOMY
TpaduKy 1 pearnpoBaTb Ha CETEBLIX YCTponcTBax 1 Firewall.

Kaspersky Endpoint Detection & Response Expert — cuctema,
KOTopas NpefocTaBngeT cneumnanmcTam VIb nonHyto KapTUHY COBLITUN
B MHPPaCTPYKType pabounx MecT 1 CepBEPOB 1 0becneunBaeT ee

3P DEKTVBHYIO 3aLLMTY OT CIOXHbIX Yrpo3 1 APT-aTak.

KomnnekcHoe pewieHne

KoHTponupyiiTe Bce pacnpoCTpaHEHHbIE TOUKM BXOAa AN Yrpos:
CeTb, BE6-TpaduK, SNEKTPOHHYIO NOYTY, paboyne MecTa, cepBepsl
N BUPTYasnbHbIE MaLUHbI, KOTOpPbIE BYAy T HaAEXHO 3aLUMLLEHDI
HaLLUMK TeXHONOrMAMN. KOHTPONMPYITE BCE, YTO MPOUCXOONT
BHYTpU CETI.

Kaspersky Anti Targeted Kaspersky EDR Expert

Attack
3aLmTa paboumx MECT OT CITOXHbIX
¢ mopynem NDR yrpos, APT 1 LieneBbIx aTak

KomnnekcHag 3awmTa OT CNOXHbIX

yrpos, APT v LieneBbix aTak
@ ; gi ;



Network Detection & Response — HOBbIV YpOBEHb

6e3onacHoOCTU

Pacwmpbte Bo3MOXXHOCTV KATA B YacTy CETEBOro 06Hapy>XeHMe 1 pearnpoBaHng npy nomMoLm mogyns NDR.
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MK Nnoaxoa K BaMm 3agadvyam

Sandbox

MpoBepka 06bEKTOB Ha NPeayCTaHOBIEHHbIX 06pasax

onepaumoHHbIx cuctem Windows 7, Windows 10, CentOS 7.8, Astra 1.7

MNMpoBepka 06beKTOB Ha COBCTBEHHbBIX 06pasax Windows XP, Windows 7,
Windows 10 ¢ BOBMOXHOCTbIO HAaCTpanBaTh NOrVKY OETEKTUPOBaHNS 06 bEKTOB

Central Node

IDS-npaBuna png Suricata

MpoBepka ccbinok (URL reputation)

[NpoBepka aHTUBMPYCHbIM ABMXKOM (Antimalware Engine)
MpoBepka daitnoB MobUsbHbIX NpunoxeHni (APK-daiinbl)
MpoBepka udposon nognucu ¢aiinos

MonyyeHne penyTauum obbekTa 13 KSN

[MpoBepka npu nomoLum YARA npasun

BbisiBNneHve yrpos B WidppoBaHHOM Tpaduke 6e3 ero
pacwudposku (TLS Fingerprinting)

CeTeBble aHOManMn 1 PUCKU

OnpepneneHvie 1 pasbop NPOTOKONOB

XpaHeHme cbiporo Tpaduka

MNpoakTUBHbBIV MOUCK YrPO3 B paHee 3anMcaHHOM Tpaduke
(Threat Hunting no SPAN)

VIHBEHTapm3aumns ceT 1 MOUCK HEaBTOPM30BaHHbIX YCTPONCTB

MocTpoeHve KapTbl CETU 1 OTOBPaXeHe CETEBOI akTUBHOCTU YCTPOCTB

Tabnuia ceTeBbIX CECCU

WHTerpaums ¢ KES Win / KES Linux

Mogaynb ANng BbISBAEHNS aHOManbHOrro NOBEAEHNS B ceTeBoli

TenemeTpuu ¢ endpoint (Targeted Attack Analyzer)

MpoBepKka ceTeBOW TENEMETPUN HA UHONKATOPbI
komnpomeTaumm (I0C)

Threat hunting no ceTeBol TenemeTpun ¢ endpoint

EDR

AreHT EDR gng Windows, Linux n MAC

KATA

KATA c
moaynem NDR

@ PewweHne KATA ¢ mogynsmu NDR 1 KEDR Expert nokpbiBaeT 6onee 460 TTP maTpuubl Mitre ATTACK

KATA c
moaynem NDR
n EDR Expert



CepTudukaTtbl U COOTBETCTBME CTaHJapTaM

depepanbHbI 3aKOH PeecTp poccuinckoro PCTOK Poccum

N187 Nno

lMnatdopma Kaspersky Anti Targeted
Attack umeet ceptndpunkat PCTIK
Poccun, koTopbIll yAOCTOBEPSET,
UTO peLLEHne COOTBETCTBYET
TpeboBaHVAM 6€30MacHOCTH
nHdOopMaLuK, ycTaHaBABaOLNM
YPOBHU OOBEPUS K CPeacTBam
TEXHNYECKOW 3aWunTbl MHPOpMaL
1 cpencTBam obecrneyeHs
6e30MacHOCTM MHOPMALMOHHbBIX
TEXHONOr I Mo 4 yPOBHIO [OBEPUS
1 TpeboBaHnam kK COB (mpodunb
3awuTtbl COB ypOBHYS ceTun
YeTBEPTOro Knacca 3almTbl —
NT.COB.C4.MNM3).

PelweHus «JlabopaTopuu
Kacnepckoro» nomoratot
OopraH13aunsiM COOTBETCTBOBATb
TpeboBaHNSM 3aKOHOOATENbCTBA
P® B o6nacTun 6esonacHocTu KU,
B TOM YuCe TpeboBaHNSM

K mocTpoeHuio LeHTpoB TocCONMKA.

MponykTbl Kaspersky Anti Targeted
Attack n Kaspersky EDR Expert Bxogat
B peecTp poccuickoro MO (per. Homep
MO N28350 ot 30.12.2020 v per. Homep
MO N28352 ot 30.12.2020).

dCB Poccumn

Mnatdopma Kaspersky Anti Targeted Attack nveet ceptudukat GCB Poccum Ha COOTBETCTBME TPEBOBAHUSIM, MPEABABNFEMbIM
K cCpefcTBaM O6HapY>XeHWS KOMMbIOTEPHbIX aTak Knacca «All», 1 MOXET UCMoJIb30BaThCS B aBTOMATU3NPOBaHHbIX
MHDOPMAaLMOHHBIX CUCTEMAX, 0bpabaTbiBaloLLMX MHDOPMALMIO, HE COAEPKALLLYO CBEAEHIA, COCTaBNSIOLLMX FOCYAAPCTBEHHYIO
TaliHy. PelweHne cootBeTcTBYET TpeboBaHnaMm OCB Poccum K aHTUBUPYCHBIM CpeacTBaM Knacca «[1» 1 MOXET NCMOIb30BaTbCS
ON9 33Tl HOPMaLLMKW, CoaepXKaLleil CBEAEHWS, COCTaBMSOLIME FOCYAAaPCTBEHHYO TalHY.

Hawwimn KnneHTbl — poccuimnckne n 3apyoexkHble KOMnaHnn
Nno BCeEMy Mnpy
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https://content.kaspersky-labs.com/fm/site-editor/da/daffe3198a345f2ba3f6af2650654443/source/istoriya-uspeha-kumtor.pdf
https://www.kaspersky.ru/about/press-releases/laboratoriya-kasperskogo-zashchishchaet-moskovskij-kreditnyj-bank-ot-celevyh-atak
https://content.kaspersky-labs.com/se/media/ru/enterprise-security/magnit-case-study.pdf
https://www.kaspersky.ru/about/press-releases/pravitelstvo-rostovskoy-oblasti-nadezhno-zashchishcheno-ot-celevyh-atak-vysokotekhnologichnym-resheniem-laboratorii-kasperskogo
https://content.kaspersky-labs.com/fm/site-editor/81/814cfae8099b244736f1ec0258fbfdfc/source/fosagro.pdf
https://content.kaspersky-labs.com/se/media/ru/enterprise-security/KICB-success-story.pdf
https://content.kaspersky-labs.com/se/media/ru/business-security/kaspersky-novosteel-case-study-ru.pdf
https://content.kaspersky-labs.com/se/media/ru/enterprise-security/KPY_16126_Optima%20Bank_Russian%20v8.pdf
https://www.youtube.com/watch?v=4pq4iIbT3_A
https://content.kaspersky-labs.com/fm/site-editor/b3/b34e09563e535484222e2a104010f3ab/source/kaspersky-case-studykinyatholdings.pdf
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