aKTUBUPYI
Bynyuee




dakTbl 0 XDR

EDR Ba)eH

EDR — 270 kntoueBon anemeHT XDR.
bes cunbHoro EDR B cuHeprum ¢ EPP
HEe MOXEeT 6bITb cbHOro XDR.

XDR He paBHO EDR

XDR ocHoBaH Ha pacLipeHnn
TexHonoruv EDR v kKoHTpong
NoTeHLManbHbIX TOYEK BXOAA
3/10YMBbILLIEHHIKA 3a Nnpeaenamu
pPabounx MECT 11 CEPBEPOB.

XDR n SIEM

OTU KIacChl PELIEHNS HE IBNAIOTCH
B3aVIMOUCKIIOYAIOLLMMU.

B 3aBUCUMOCTV OT BbIGPaHHOIO

Ny TV pa3paboTKm KOHKPETHOIO
BeHOopa SIEM MoxeT cTaTb

Ba>XXHOW YaCTbto rMbpUAHON
KoHLenumm XDR, YTobbl, B TOM Ynche,
obecneunBaTh PacLUNPEHHYO
nHTErpauwnio ¢ Mb-peLueHnamn
CTOPOHHUX MOCTaBLLIKOB.

oT XDR-BeHaopa

3awmTta
KOHEYHbIX TOYeK

C
Q HoyT6yku
|f| Cepsepbl

VMO BupTyanbHble MaLUvHb!

OnepauvioHHble CUCTEMbI

D Mo6unbHble ycTpoiicTea

O koHuenuun XDR —
Extended Detection and Response

XDR — 310 KoHUenuuns B V1B, KOTopas HanpasfieHa Ha NPOakTUBHOE
BbISIBJIEH/E YTPO3 Ha Pa3HbIX YPOBHAX MHDPACTPYKTYpPbI,
pearnpoBaHuns Ha HX 1 NMPOTUBOAENCTBUS CNOXHbBIM KBepaTakam.
XDR o6beguHseT EDR ¢ apyrumm IB-MHCTpyMEHTaMy MakCManbHO
OT OQHOrO MPOUN3BOANTENS U NHBIE KOMMIEMEHTAPHbIE NCTOYHVIKIA
OaHHbIX 1 3alWUTHbIE IB-cpeacTBa ¢ Lenbio NpegocTaBnTb
aHanUTVKaMm eguHyo TOUYKY NPUHSATUS PELUEHNS C YAOBHbIM
NHTEPDENCOM U PaCLUNPEHHbIE BOSMOXHOCTW B paboTe CO CNOXHbIMI
KnbepuHUnaeHTaMu.

N

&)

LleHHocTb XDR onpenenseTcs yoo6cTBOM

aKcnnyaTaumy, NOBbILLEHMEM YPOBHS aBTOMaTU3aLmnmn

1 3P PEKTUBHOCTbIO NpoLiecca paboThbl C HLMOEHTaMI.
XDR npepocTaBnsieT aKkcnepTam rnosHbIi 0630p
MPONCXOAALLErO B UHPPACTRYKTYPE 1 Ny4llee NOHMaHNe
Yrpo3, BOBMOXHOCTW ry6OKOro aHanmaa nepBonpudmH

M LLEHTPAaNN30BaHHOIO pearnpoBaHns Ha UHUMOEHTDI.

ot XDR-BeHfopa o1 XDR-BeHaopa

Threat Intelligence
Habop

IB-npofyKToB

@ Sawwmra cetn

B 3almTa nouThl

3alTa obnakos
V1 KOHTEiHEpPOB

3almTa yueTHbIX
3anvicelt

Do

MoBbileHve
KNGEeprpamMoTHOCT

©

£ OT CTOPOHHUX BEHAOPOB Hpyrvie b-peLueHns
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E=

VHTerpaums ¢ Nb-pelueHnsmmn



BcecTopoHHa4
3awmTa

Kaspersky Symphony —
3TO Llenas nMHenka
peLleHul, koTopas
BOM/IOLLAET CUCTEMHBIN
MOAXOA K 3aLnTe BusHeca:
OT 6€30MacHOCTM pabouvix
MECT BCex nnaTthopm —

K BCeobbeMOLLEN 3alunTe
BCeW NHDPACTPYKTYPbI

C COBIIOAEHNEM PETYNATOPHbIX
TpeboBaHWi.

O Kaspersky Symphony XDR

Kaspersky Symphony XDR — camoe NpoaBrHYTOE PELLEHVE TINHENKN
Kaspersky Symphony no BeicTpanBaH1io CO6CTBEHHOM 3aLLMTbI
B paMKax BCEN NHPPACTPYKTYPbl OpraHn3aLmm.

Kaspersky Kaspersky Kaspersky
Symphony Security Symphony EDR Symphony XDR

Kaspersky Symphony XDR, B ToM uncne 6a30Bhbii YpOBEHb
nnueHsnpoBaHus Kaspersky Symphony XDR Core, nossongeTt
LeHTpanM3oBaHHO ynpasnaTb Bcel VIb-cuctemon n 3awmwaTb
MHOIOYMCEHHbIE TOUKW BXOAA NOTEHLMANbHOM Yrpo3bl.

Kaspersky Symphony XDR Core BkntoyaeT B cebs K/loueBoO Habop
NPOOYKTOB 1 naeanbHO NOAXOOUT OpraHn3aLmsaMm, Ans KOTOPbIX
BaXkHa MMOKOCTb B MOCTPOEHMM MOLLHON XDR-3alwmThl: Kak Ha 6a3e
BCeX NpoaykToB oT Kaspersky, Tak 1 CTOPOHHUX peLLeHnin. bnaropaps
nnatdopme ynpasneHus Kaspersky Open Single Management
Platform pelLueHne obecneurBaeT YHUDULMPOBAHHBIA MHTEPDENC
npencTasneHns nHdopmaunu, eanHbi rpad paccnenoBaHus,
opKecTpauuto 1 ynpasneHne NHLMOEHTaMU.

ApXxnTekTypa peLieHnd

O6oratleHve

VIHTerpauyn

Pearnposanve

MHBEHTGDVBGLWIR

E]@ aKTVBOB
=E

CTOpOHHNE
peLueHns

#

VHppacTpyKTypHbIE
CepBYChI

14

MpoaykThl
«JlaBopaTopui
Kacnepckoro»

-

@ Open ‘ 1 Kaspersky OaHHbIX
Single Management H @)~ | Unified Monitoring CobbiTus
Platform ‘ ’,‘ and Analysis Platform

'| XDR Core || \

LieHTp ynpaeneHusi SIEM /IcTOUHMKI

xFlows

@E
[O[0]
VHCTPYMEHTbI pearnpoBaHust [Haw6opapl 1 OTYETHOCTb KoHHekTOopbi k 3™ party
CTOpOHHVE
peLleHus
YnpaBneHue nHuaeHTamMm CB0p v XpaHeHwe XypHasnos
EQvHbIi rpad paccnenoBaHuii Hopmanusauvs n koppensums
ABTOMaTM3aLMS YnpasneHue akTnBamu I(
1 opKecTpauus (nnenbyku)
VIHCTPYMEHTbI pa3BepTbIBaHUS MpodyKkTsl
v yrpaBfieHne TeHaHTaMmn <<ﬂa60paTOpMM
Kacnepckoro»

N

EPP + EDR
Symphony EDR + NecoyHula

VICTOUHVIK OBLUNPHOV TENEMETPUA MNepenoBoe 06HapyXeHne Ha XocTax

PearvuposaHVle no uToram paccnenoBaHns

U




Bce akcnepTHble NHCTPYMEHTbI —

B € AVHOM peLLeHNN

OpkecTp C Kaspersky Symphony XDR cneuunanucTbl no [T-6esonacHocTu

- nosyyatoT B eANHOM pPeLlEHUN BCE UHCTPYMEHTbI, KOTOPbIE MO3BONAT
NB-TexHonorun. BbISBNATL KMOepaTaky Ha BCex aTanax Ux pa3BuTng, MPOBOAUTL aHaIn3
MNop Bawim NepBONPUYMH 1 NPOaKTUBHbINA MONCK Yrpo3, a Tak>XXe onepaTnBHO

yrnpasfeHNeM.

M LeHTpannm3oBaHHO pearnpoBaTb Ha CJIOXHbIE NHLUMOEHTbI.
OTO NOMOraeT 3HauYNTENbHO COKpaTUTb KONN4YEeCTBO BpeMeHn 1 Cl,

KOTOpPbIE COTPYLHWVKM CNY>X6bl VIB 06bIMHO TPaTHAT Ha 3aLLMTYy OT Yrpo3

MOBbILLEHHOW CITOXXHOCTW.

Kaspersky
Symphony XDR
BkntoueHHas 3aluTa
Ha YPOBHe CeTu Kaspersky
Symphony XDR Core
Kaspersky
Anti Targeted
Attack
Open
Single Management
Platform

Kaspersky
Security ans
MOYTOBbIX CEpBEPOB
Kaspersky

@ Security ans
VIHTEPHET-LU/IO30B

Kaspersky
Unified Monitoring
and Analysis Platform

Symphony EDR

BktoueHHast VHTerpauyn
nnatdopma ¢ Vib-pelueHnsmn
KN6eprpaMmoTHOCTI
prp =@ I(
[0]0]

Kaspersky CTOpOHHVE Pelenuns
Automated Security peLueHns Kaspersky
Awareness Platform

YnpocTuTb ynpaBneHue

::$2::ngﬁl;;:£gﬁﬁ 6e3onacHoCTu Kaspe rs ky
Symphony XDR
no3BongdeT

OnTtummnsuposaTb IB-pecypchbl

BkrtoueHHOe NoToKOBOE
oboralleHne

Kaspersky

((@)) Threat Data

Feeds

* Malicious URL < Malicious Hashes
* Phishing URL + Botnet C&C URL
* IP Reputation

) Kaspersky
@ CyberTrace

BkntoueHHbIN
MOVICKOBBI MopTar
0 Knbepyrposax

11 B3aMOCBS34X

2 | Kaspersky
"} Threat Lookup

MakcrmanbHo aBToMaT3MpoBaTh
M YNPOCTUTb NpoLecc
pearnpoBaHuns Ha MHLUMAEHTDI

MoBbICUTb ONEPaLMOHHYIO
apdekTnBHOCTL IB-CcncTEMDI



dakTopbl
ycnexa npu
Bbl6ope XDR

CunbHble cTOpOoHbI Kaspersky

Symphony XDR

O6uwenpunsHaHHasa
3aLLUMTa KOHEYHbIX TOYEK

MNpoTecTupoBaHHoe MITRE-peLueHne
knacca EDR B cuHeprun ¢ EPP,
KOoTOpoe 3alumiiaeT 6onee 60 MH
KOpMnopaTVBHbIX Pabounx MecT

rMo BCEMY MUPY

o|O]
AE

MbkocTb ceTeBon
3alUThI

3alyTa 3N1eKTPOHHOW MOYTHI 11 4OCTYMNa
B IHTEPHET, aHanmM3 ceTeBoro Tpaduka
1 Netflow, a Takxxe amynaums yrpos

C MOMOLLIO MEPEAOBO MECOUHMLLBI

©

OboraweHne
JaHHbIX aHaNINTUKoMm

Mpr3HaHHas nyyLlen B MUpPe aHannTuka
06 yrposax (no pesybratam
nccnenoBaHug Forrester Wave: External
Threat Intelligence Services B 2021T.)

0
0

B3anmopencrteue
3/1IeMeHTOB

TecHas HTErpaLumns BKIOYEHHBIX
9NEMEHTOB C NOAAEPXKKOM Pa3NYHbIX
KPOCC-MPOAYKTOBbIX CLEEHapWeEB.
B3avmogpencTsue c pelleHnaMm
CTOPOHHMX MOCTaBLLUVKOB 1 €AVHas
nnatdopmMa ynpasneHus

o
N

OcBegoMIEHHOCTb
06 yrposax

OHNaH-TPEHNHIY, MOBbILLAKOLLIE
YPOBEHb KN6EPrpamMoTHOCTY
COTPYOHMKOB, YTO CHUXaET
YMCIO YCMELLHbIX aTak, CBA3aHHbIX
C YenoBeYyecknmM GakTOpOM

CooTBeTCTBUE
TpeboBaHNaM

[oMoOlLLLb B COOTBETCTBUM TPEBOBaHUSM
PErynsTOpOB, B TOM Ynicne 6naronaps
BCTpOeHHOMY Moayto FocCOlKA



MpenmywecTtBa
ong 6usHeca:

YMeHbLUEHME yLep6a OT LieNeBbIX
aTak 1 APYrrX CIOXHbIX Yrpo3

Mopaep>kka HEMNPEPBIBHOCTU
6unsHeca 6narogaps NPOABNHY TbiM
VIHCTPYMEHTaM pearvpoBaHus

CooTBeTCTBUE TPEBGOBAHNAM
3aKoHopaTenbCcTBa B 061acTun
MHbOpPMaLMOHHON 6e3onacHoCTY

CokpalleHre py TUHHbIX onepauuii
ONs BbICBOGOXAEHNS peCypCcoB
NB-cneuvannctos

MoBbILWEHNE NPOAYKTUBHOCTI
cny>x6bl B 6narogaps
1ICMNOJIb30BaHUIO aHANNTUYECKNX
AaHHbIX M TECHOW MHTErpaLun
KOMMOHEHTOB

EQWHBIA CUCTEMHbI NoAXoA,
KOTOPbI/ CHMXKAET N3LepPXXKN

1 YMEeHbLUAeT BEpOSTHOCTb o6xoaa
CUCTEMbI 3aLThI

TNyywni sbi6op

L0019 Ballen 3aln Tl

[Mouemy

Kaspersky Symphony XDR?

@

OnbIT 1 3HaHK4
3KCNepToB

PelueHve BktoYaeT psif,
3anaTEHTOBaHHbIX TEXHOMOM I

1 pa3paboTaHo Ha OCHOBE
aHanNUTNYECKNX faHHbIX 06 APT-aTakax,
MOJTyYEHHbIX F106abHbIM LLEHTPOM
VICC/eaoBaHVs 1 aHanmsa yrpo3
«JTabopaTtopuun Kacnepckoro» (GReAT)

©,

SddekTUBHOE
OBHapy>XeHune

PelleHvie OTIn4aeTCs BLICOKM
YPOBHEM OBHapYXeHWS Yrpo3

1 OTCYTCTBUEM JIOXKHOMONOXNTENbHbIX
cpabaTblBaHWiA, YTO MOATBEPX OAaEeTCS
He3aBUCYMbIMN TECTOBLIMM
natopatopugmm ICSA labs,

AV test n SE labs

O,

KomnnekcHoe
pelleHne

EavHoe npennoxexve ons

3aLLMTbl BCEN MHPPACTRYKTYPbI

¢ TexHonoruamn EPP, EDR, Sandbox,
NTA, Threat Intelligence v gpyrimm,
0B6beNHEHHOE C COBCTBEHHOM
SIEM-cucTemol, koTopast NIo3BoNseT
peLLEeHMIO BbICTPO BCTPanBaTbCH

B CyLLecTBYyoOLLYIO VIB-cnctemy

©

TexHonorun,
MoslyumBLUNE NPU3HAHNE

Bxognglme B pelleHve NpoayKThl

I CEPBUCHI ABNSIOTCS OBnagaTensmm
pPasNnYHbIX Harpag, x aQdeKTUBHOCTb
[oKa3aHa He3aBUCUMBIMU TECTOBbLIMY
nabopaTopUSMU, OHU MOy YN
NPU3HaHNE CO CTOPOHbI BEAYLLMX
aHaNUTUYECKX areHTCTB U KJIMEHTOB

O,

MMbKne BapunaHThbl
yCTaHOBKM

BO3MOXHOCTb MOSIHOCTbIO JIOKASIbHOM
yCTaHOBKY — 6e3 B3aMOAEcTBUS

€ 061a4HbIMY CEPBUCAMM U C NOMHBIM
cobnoaeHNEM HOPMATUBHbIX
TpeboBaHul, B TOM Yn1cCse B 061acTu
KOHbUAEHUMANBHOCTN

©

MoHATHbIE NepcneKTUBbI
pasBUTUS

YeTKre nnaHbl pa3BUTUSA PELLEHNS:
yCUNEHNE BOZMOXHOCTEN 60SbLIVIM
KOSIMYECTBOM KPOCC-MPOAYKTOBbIX
CLIEHapWEB, a TakXXe MnaHnpyemMoe
BKJTIOUYEHVE B 9KOCUCTEMY MPOPbLIBHOM
TexHonorum SASE



©

PelueHne obecneunTt nepeoByto
3almnTy Br3HECA OT CaMblX CITOXHbIX
Knbepatak, MoBblcUT 3PDEKTUBHOCTb
paboThl BaLlel KomaHas! V1B 1 nomoxeT
COOTBETCTBOBaTb TPEOGOBAHVIAM
PErynaTopOB.

www.kaspersky.ru

© 2025 AQ «JlaBopaTopus Kacrnepckoro.
3aperncTpripoBaHHble TOBapHbIE 3HaKM 1 3HaKW
0BCNYXVBaHUS SBASIOTCS COBCTBEHHOCTbIO

VX NnpaBoobnagateneii.

Me>xxayHapogHoe npu3HaHune

B cocTtaB Kaspersky Symphony XDR BxogaT NpOAYKThl I CEPBUCHI,
3acny>XMBLUNE NPU3HaHNEe aHaNNTUKOB, HE3aBUCMbIX labopaTopuii
1 KJINEHTOB MO BCEMY MUPY.

MITRE | ATT&CK NTEST

KauecTBO 0BHapy>XeHUs KNbepyrpos peLueHnsmMmm «Jlabopatopum
Kacnepckoro» noarsepxaeHo oueHkamu MITRE ATT&CK, SE Labs,
AV test v opyrnmm He3aBNCIMbIMU TECTOBbLIMI NTabopaTOPUSMMU.

Kaspersky
Symphony
XDR

MoppobHee

#kaspersky
#akTnBnpymnbyayLiee


https://www.kaspersky.ru
https://www.kaspersky.ru/enterprise-security/symphony-xdr

