AKTUBUPYN
BYOYLLEE

kaspersky

Kaspersky
Security
ang obnsHeca

3awumTa oT Kkmbepyrpos

Ecnu mexaHnam npepoTepalleHuns yrpos cnab, To n nioboe pelieHne 6€30nacHOCTM Ha €ro OCHOBE TOXe
6yneTt HeadpdekTUBHBIM. [MaTy-MeHeAXXMEHT, LWNdpPOoBaHNE, UHCTPYMEHTbI KOHTPONS — 3TU U Apyrne
TexHonormm obecneynBaloT BaXKHYI0 AOMOSIHUTENbHYIO 3aLLUUTY, HO HE MOTYT KOMMNEHCUPOBaTb HEAOCTATKN

6a30BoW1 3aLUNTbI OT Yrpos3.

3awumTa oT yrpo3 HaxoAUTCH B LIEHTpe KaXxxaoro pelueHuns «JlabopaTtopum Kacnepckoro». Haw mHoroypogHeBbiii
rMbKniA NoaxopA BKloUaeT MHOXECTBO C/I0EB, KOTOPbIE NPOTUBOAENCTBYIOT KNbepyrpo3am B pa3HbixX

VX NPOSIBAIEHNSX 1 Ha pa3HbIX YPoBHsX. B npoaykTax «Jlabopatopumn Kacnepckoro» ang sawmTbl paboumnx

MeCT peanun3oBaH Liefblii apceHan NpPeBEeHTUBHbIX TEXHOJIOMMIA HOBOIO NMOKOJIEHNS, KOTOopble 06HapYXXUBaIoT,
MUHUMU3VPYIOT U HETPaNnN3yioT CaMble N3OLLPEHHDBIE N aKTyarbHble Yrpo3bl.

OKcnepTHble 3HAHNS
N nccnepoBaHne yrpos

3alumTa HOBOro NOKOSIEHNS CTPOUTCS Ha 6ase Hallel KoHLenuum
HuMachine™, koTopas 06beanHaeT B cebe TexHonorum
MaLUVHHOIO OBYYEHUS, IKCMEePTHbIE 3HAHWS U F1o6anbHyo
aHanuTuKy yrpos. SkcnepTol «JlabopaTopusa Kacnepckoro»
oBHapyxwunun 6onbwe APT-yrpoa mmpoBoro macltaba, yem
no60oi gpyro Npon3BOANTENb PeLleHN UHPOPMAaLMOHHO
6e3onacHocTW. Mbl TBEPAO HaMEpPEHbI 1 fanee BKNaapiBaTh
pecypchl U3yUYeHne yrpo3, YTO NOATBEPXKAAET KaK KONMYeCcTBO
HaLUWX NCCNEefoBaTENbCKMX KOMaHA, Tak 1 UX Npu3HaHune
MVPOBbIM COOBLLECTBOM.

MHoroyposHeBas 3awmTa
Ha OCHOBe nepenoBbIX
TEXHONOrnNn

MHoroypoBHeBas 3alLuTa focTuraeTcs 6narogaps
KOMBUHMPOBaAHHOMY MCMOMb30BaHUIO TEXHOMOMIA,
paspaboTaHHbIX Ha Ba3e anropnTMOB MaLLNHHOIO 0BYyYeHNs.
CoBpeMeHHble cpencTBa 3almUThl Paboumnx CTaHUUIA U ycuneHme
3aWnThLl cUCTEM (BKIIOUas NoaaepXKy Henbix CrMCKOB 1 KOHTPOMb
nporpamMm), NoBeAeHUYECKINiA aHann3 o obHapyXeHns aTak,
aBTOMaTU3NPOBaHHOE YCTPaHeHWe NocnencTBulA aTtaku,
3aLMTa OT SKCMIOMTOB M NPOrpamMM-BbIMOraTesnen — BCE 370
BXOAMT B HALLW PELLEeHNs A5 3aLlLUTbl KOHEYHbIX YCTPOWCTB.
Tak>xe npenocTaBnseTcs 3awmTa oT ckprnTos PowerShell

1 6ecdaiinoBbix aTak.

Kaspersky EDR — Hapé>XHblIV
WHCTPYMEHT Nnomucka
1N obHapy>keHns yrpos

WHTerpauns c Kaspersky Endpoint Detection and Response
obecneynBaeT aBTOMaTUUYECKOE pearnpoBaHmne Ha MHLUOEHTbI
B6e30nacHOCTU. TOT KOMMIEKCHbIN MoAaxo4 K npumeHeHuio EDR
MoBbILLAET NPO3PaYHOCTb BO BCEX cermeHTax I T-uHdpacTpykTypsl,
no3Boniss LeHTpam obecneveHns 6e3onacHOCTY NPUHNMATb
NHGOPMUPOBaHHbIE PELLEHNS U BbIBUPaTb Nyyllne cTpaTernm ansg
HeliTpanuaauum Kak HU3KOMpPUopUTETHOro BpedoHocHoro [0,

TaK 1 camblX MPOABUHY TbIX YTPO3.

LLInpokne Bo3amMoXxHOCTHN
ynpaBneHns ansg KpynHbIX
KoMnaHnn

Bo3MOXHOCTb YNpaBnsiTh COTHAMM 1 ThiCSiHamy paboumnx CTaHUWiA
13 eOVHO KOHCOMM NMO3BONSET MBKO KOHTPONMpoBaTh Beto UT-
NHbPACTPYKTYPY 1 BUAETb MOMHYIO KAPTUHY €€ 6e30MacHOCTH.
[1nsi kopropaTrBHBIX CUCTEM KPYMHOro 6r3Heca NoAAEPXMBaAIOTCS
TakKne BO3MOXHOCTU, Kak aBTOMAaTU3VPOBaHHOE pa3BépThiBaHNE
IO, aBTOMaTMYECKOE CO3aHNE OTUETOB, a TakKe NoAAePKKa
NepapXNYECKIX 1 N30INPOBAHHBIX CPEL,



HononHnTtenbHble PyHKLNU

BasoBas 3awuTa o1 yrpos

3awwmTa ot PaiinoBbix yrpos

OT0T 06513aTENbHbIN KOMMOHEHT 06nafaeT 6oMbLINM HabopoMm
TexHonornii Ans 3awmuTsl oT Ppainosbix yrpos. Cloga Takxke
BXOAWT ckaHupoBaHue nogcnctemsl Windows Subsystem for
Linux (WSL).

3awmTa oT NOUTOBbIX yrpos

Yaue scero BpepgoHocHoe O npoHvikaeT B kopnopaTuBHYO
CceTb VMEHHO Yepes 3NeKTPOHHYIO NouTy. KOMMOHeHT «3awwmnTa
OT MOYTOBbIX YrPO3» NPOBEPSIET BXOASLLME N UCXOASLLME
MMCbMa Ha Hasm4ne onacHbIx O6bEKTOB.

3awwuTa ot Be6-yrpos

OTOT KOMMOHEHT 3aLLMLLAET AaHHble, KOTOPbIE MOCTYyNaloT
Ha KOMMbIOTEP U OTNPAaBASIOTCS C HETO, yCTaHaBIMBaeT
npuHaanexHocTb URL-anpecoB Kk BpeAOHOCHbBIM Ui
¢vwmHrosbiM Be6-anpecam, a Takxxe nposepsieTt HTTPS-
Tpaduk, UTo6bl CBOEBPEMEHHO NpPeceyb AeNCTBNS areHToB
6OTHETOB, ALPONMNEPOB, BUPYCOB-BbIMOraTeneit n T. 4.

3awuTa ot ceTeBbIX Yrpo3

OTOT KOMMNOHEHT OTCNEXMBaeT BO Bxoagduem Tpacblee
aKTMBHOCTb, XapaKTepHyo Ans ceTeBbIx aTak. 3awuta ot MAC-
cnydurHra nomMmoraeT MAeHTUGUUMPOBAaTL 1 3anpeLLaTb NOAMEHY
afpecos, KoTopagd genaeTcyd ong komnpomeTtaunn pa6oqu
CTaHUMI 1 nepexsaTa Tpaduka, anpecoBaHHOro 4pyrimM
yCTpoOlCTBaMm CETW.

CeTeBoll aKpaH

OTOT KOMMNOHEHT d)I/IJ'IpryeT ceTeBble NakeTbl, TOTOKU AaHHbIX
n ceTeBble CoeAnHeHNd, TeM CaMblM OrpaHn4yrBas CeTeByto
aKTUBHOCTb YCTpOMCTBa.

3awuTa ot atak BadUSB

KomnoHeHT «3awwwTa oT atak BadUSB» paspeluaet
MCMonb30BaTb aBTOPU3OBAHHYIO KNlaBUaTypy 1 3anpeLiaeTt
HeaBTOPU30BaHHYI0, KOTOPYIO UMUTUPYET 3apax&HHoe
USB-ycTpolicTso.

TexHonorua AMSI

AMSI (Anti-Malware Scan Interface) nossonseT peLueHuo
«JlabopaTtopuu Kacnepckoro» npoBepsiTb OTNPaBEHHbIE
CTOPOHHVMM NporpammamMn 06bekTbl. PesynsTtaTsl NpoBepkiu
nepepaloTcs aTON MporpamMmme, KOTopasi B CBOKO OYepeab MOXeT
3abnokunpoBaTb UKW yOanuTb O6BbEKT.
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MpopBuHYyTas 3awmTa OT yrpos
Kaspersky Security Network (KSN)

O6nayHas penyTaunoHHas 6a3a AaHHbIx 06 yrposax
cobupaeT 1 aHanuanpyeT AaHHble 0 6e30MacHOCTU TOro UNn
WHOro 06bEKTA, KOTOPble AOBPOBOMBHO NPEROCTABNSIOTCS
MUAMoHaMuy nonb3oBaTeneli no scemy mupy. KSN
obHapyxuBaeT BpegoHocHoe 10 n makcumanbHO BbICTPO
pearvpyeT Ha HOBbIE YrpO3bl.

AHanus nosegeHuns

[laHHbI/i KOMMNOHEHT UCMONb3YET TEXHOMNOTMN MaLLMHHOMO
0ByyeHns Ans obHapyXeHNs 1 N3BNEeYEHNs LLabNnoHOB
OrMacHOro NoBefeHNs, YTobbl 9GOEKTUBHO 3aLLUTUTL CUCTEMY
OT BUPYCOB-BbIMOraTesneil. AHann3 NoBefeHNS MOXET
0BHapy>XUTb 1 OCTAHOBUTb BPEAOHOCHOE WndpoBaHme
nokanbHoro ¢aiina n yoanéHHoe windposaHme obLLmMx nanok
yepes ceTb.

3awunTa oT IKCNNONTOB

3au.|,|/|Ta OT 3KCMNNONTOB OTCNEXMBaET BpeooOHOCHOe |_|O, KOTOpOE
3KCNNyaTUPYeT YS3BUMOCTY Hambonee pacnpoCTPaHEHHbIX
nporpamvm. CHavyana oHa obHapyX1BaeT Nogo3puTeSbHbIE MOLENN
noesegeHns, saTteMm HeMmeaJieHHO OCTaHaBMBaET IKCrlyaTnpoBaHne
1 NpefoTBpaLLaeT BbiNOHEHNE Y>Ke 3arpy>KeHHOro BPeAOHOCHOro
Kofa.

Cuctema npepoTBpalleHNs BTOPXXEHUIA Ha
ypoBHe xocTa (HIPS)

Ha ocHoBe naHHbix KSN 06pasyeTcs ueTbipe cTaHOAapTHblE
rpynnbl foBepeHHbIx nporpamm, a HIPS pacnpepenset
nporpammel no aTnM rpynnam. Camble JOBEPEHHbIE N3 HUX
3aHOCATCS B 6enblii CNMCOK 1 3anyckaloTcs 6e3 orpaHnYeHnii.
OcTanbHble UMEIOT OrpaHUYeHHbIe NPUBUAErN U INMUT=
POBaHHbI AOCTYM K KPUTUYECKNM CETEBBIM pecypcam.

OTKaT BpeaoHOCHbIX AeiicTBUiA

OTOT KOMMOHEHT COBUpPaET AaHHbIE O MOAO3PUTESNBHON
aKTUBHOCTW, YTO MNO3BOSSIET BLIMOMHWUTL OTKaT AENCTBUA,
KOTOpble Gblnn NPON3BEAEHb BPEAOHOCHBIMY MPOrpamMMamMi.





