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1.06wme ycnoBus

HacTtosuwas nporpamma nogaepxku onpegensiet nepeyeHb 1 NOPSAOK OKa3aHUSa YCIyr TEXHUYECKON
nogaepxku snagensuy Ceptudukata PacwmpeHHon TexHuyeckon MNogaepxkkn ans Kaspersky Fraud
Prevention (MSA ans Kaspersky Fraud Prevention).

HacTtosuwas nporpamma nogaepkku HanpaeneHa Ha npegoctaerieHne Nonb3oBaTento paclMpeHHOro
nepeyHsa ycnyr, a Takke Ha npegoctaBfieHne NOBbILLEHHOro KayecTBa 06CnyXMBaHUA NO CPABHEHUIO C
YCNOBMSIMM CTaHOAPTHOW NoAAEPKKM, OKa3biBAaeEMOM B pamMkax JInueH3anoHHoro cornatweHus AO
«JlabopaTtopusi Kacnepckoroy», onpeaensaioLero ycroBusa UCnonb3oBaHus nporpammMHoro MNpogykra
Nonb3oBaTenewm.

2.0npepeneHunn

«Company Account» — web-cuctema 06paboTkun nHuugeHtos Cnyx6on TexHnyeckon Mogaepxkm JNlabopaTtopum
Kacnepckoro (https://companyaccount.kaspersky.com)

«MpogykT» — nporpamma ansa 3BM, paspabotaHHas AO «JlabopaTtopus Kacnepckoro».

«Monb3oBaTenb» — PUANYECKOE NULIO, UMELOLLIEE AEUCTBYHOLLYIO NULIEH3MIO Ha Ucnonb3oBaHue MpoaykTa, Ans
KOTOporo 6yAeT okasblBaTbCA TEXHMYECKas MoaaepKka B COOTBETCTBMU C HACTOSILLEN NpOrpaMMOi.

«HumaeHT» — noboe cobbiTue, coobLleHHoe Nonb3oBaTenem, KOTOpPOE He ABJIAeTCA YacTbio

CTaHOapTHOro (*)yHKLI,VIOHVIpOBaHVIﬂ I'Ipo,u,yKTa, N KOTOpPOE Bbi3biBaAeT NI MOXET Bbl3BaTb MNpepbiBaHNE U
CHMXeHne KavecTBa ycnyru, ﬂpOVI3BOLI,VIMOl7I rlpOD,yKTOM.

«I'IpoGnema» — OCHOBHasA Hen3BeCTHaa npu4nHa ogHoro uinn 6onee nHumMaeHToB. CTaHOBUTCS U3BECTHOM
owmnbkon B Clny4ae, ecnu KopHeBad npuynHa n3sectHa 1 HanaeHo BpeMeEHHOe obxogHoe peweHne nnm
NOCTOAHHaA anbTepHaTnBa.

«M3BecTHas owmbka» — Nnpobrema, KopHeBasl NpMYMHA KOTOPOI CTana U3BecTHa 1 HaldeHo BpeMeHHoe
06xoaHOE peLleHne UNK NOCTOAHHANA anbTepHaTuBa.

«Owmnbka npoayKTa» — He AeknapvpyemMoe noBegeHne npogykra.

«3anpoc Ha obcnyxuBaHue» — 3anpoc Monb3oBaTensi Ha NPefoCTaBNeEHNE TEXHUYECKON NOAAEPXKKM,
uHpopMaLmK, CoBETa UNN AOKYMEHTALUM B CIy4YasiX, HE KacatoLLMXCsl HEKOPPEKTHOMO (PYHKLIMOHM POBaHNUS UMK
npepbiBaHWs HopMmanbHou paboTel MNpoaykTa.

«BupycHas anugemMusi» — KpusucHasi cutyaums y MNonb3oBaTtensi, BO3HWKLAS B Cryvae, eCriv BUPYC HE MOXET
ObITb OGHapyxeH MpPoAYKTOM Npu NPUMEHEHUN aKTyarnbHbIX aHTUBMPYCHbIX 6a3 AaHHbIX, U UCMONHAEMbIe MOZYNN
BMpYCa HeraTMBHO BO3AEWCTBYHOT Ha HempepbIBHOCTb GU3Heca MNonb3oBaTens.

«BupycHbi nHUMAeHT | UHUMOeHT, cBA3aHHbIN ¢ BpeAoHOCHbIM MO» — MHUMAEHT, HE CBSA3aHHbIV C
MpoaykToM, HO CBSI3aHHLIN C HEOOXOAMMOCTbLIO NpeaocTaBneHns Nonb3oBaTento cneynUYeckux yTunmT,
yaansoLwmx spegoHocHoe N0, n/unu pekoMmeHgaumm no yaaneHuno n onucaHun spegoHocHoro MO.

«KpuTn4HOCTb MHUMOEHTa» — 03Ha4YaeT Mepy BU3HEC-KPUTUYHOCTM UHLMOEHTA, OCHOBaHHY Ha NOTPEOGHOCTAX
6usHeca Nonb3oBatens.

«Ycnyra(u)» — MeponpusiTusi n AeATeNbHOCTb MO CONPOBOXAEHMWIO, TEXHUYECKON NOAAEPXKKE M KOHCYNbTaumu,
npegoctaensemMble «JlabopaTtopuer Kacnepckoro» B pamkax NporpaMmmMbl pacLUMpeHHON NOAAEPXKKN A4S
Kaspersky Fraud Prevention.

«Bpewms peakuuun» — BpeMs, npoLuesliee ¢ MOMeHTa nony4venust «Jlabopatopmen Kacnepckoro» nHgopmawmm o
ntoboM MHUMAEHTe A0 MOMeEHTa NpefocTaBneHust Monb3oBaTento KBanMpmuMpoBaHHOro oTBeTa (NocpeacTBOM
Company Account lNMonb3oBaTtens Ha MHTEPHET-NoPTane TEXHUYECKON NOAAEPKKM, SNEKTPOHHOM NOYThLI UNN
TenedoHa).
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«O6HoBNeHMe» — BbiNyck «JlabopaTopuen Kacnepckoro» aHTUBMPYCHOM 6a3bl aHHbIX C HOBbIMUW CUrHaTypamu
BUpycoB nnun mogudmkaumamm MNpoaykra, obecneymnsaroen ynyyeHne pyHKUMOHaANbHOCTN Unu
nponssoguTenbHocTh MNpoaykTa n/mnmn cogepallen HOBYH OYHKLMOHANBbHOCTb UNu ynyylleHns MNpoagykra.

«MopepHuzauus» — obHoBneHue MNpoaykTa, naeHTudmunpoBaHHoe n3amMeHeHneM Homepa Bepcumn MpogykTa.

«O6xogHoe pelueHne» — npoueaypa, NoCPeAcTBOM NPUMEHEHUS KOTOPOIA MMonb3oBaTeNb MOXET BPEMEHHO
PeLnTb MHLNOEHT.

«JloxkHasa TpeBora» — cutyaums, korga lNpoaykT owMBOYHO BOCNPUHUMAET HEMHULMPOBAHHbLIN halin, kak
WHULIMPOBaHHbIN.

«KoHconb Kaspersky Fraud Prevention (KFP)» - nnyHbI kabuHeT nonb3oBaTtens KFP. KoHconb goctynHa no
ccbinke: https://dashboard-ru.fp.kaspersky-labs.com/login

“KFP Cloud Frontend” — cuctembl, oTBevaLwwme 3a goctyn B KoHconb KFP 1 nHterpaumio ¢ BHyTpEHHUMHA
cuctemamm nonb3oBaTens.

“Risk-based Authentication” - doyHKUMOHaM, NO3BONALNIA cucTeMe ayTeHTudmkaumm MNonb3osBatens BoibpaTth
noaxoasaLmi cueHapvn ans ayteHTudumkaumm KoHeyHoro nonb3oBaTens Ha OCHOBE aHanuaa CTaTUCTUYECKNX
mMogenew, penytauumn ycTporcTea, penytaummn KoHedyHoro nonb3osartens. B cuctemy ayreHTudmnkauum
nonb3oBaTtens nepegaércs BepAMKT HAaCKOMbKO NermTMMHbIM siBnseTcs KoHeyHbln nonb3oBaTens.

3.0nucaHune nporpammbl nogaepxku ana Kaspersky
Fraud Prevention

TexHn4yeckoe KOHCYINbTUpPpOBaHMWe no Bonpocam aKcninayartaumm
npoAYKTa U anéM 3anpocoB Ha yCTpaHeHUe HeratTuBHbIX
I'IOCJ19,C|,CTBVII7I MHUMOEHTOB nocpeacTBOM.

e [lpepoctasnenus goctyna MNonb3osaTento k MHTepHeT-MNopTany TexHnyeckon nogaepkku AO

«JTabopatopus Kacnepckoro» ¢ BO3MOXHOCTbIO pa3MeLLiEHMs 3arnpoCcoB B pexunme 24x7x365
(KpYrnocyTo4HO, BKOYas BbIXOAHbIE U MPa3aHNYHbIE OHW)

e [lpuéma 3anpocos no TenedoHy NPUOPUTETHON BbISENEHHOW NIMHUN B PEXUME:
e 24x7x365 ons 3anpocoB YPOBHSA KPUTUYHOCTU 1 1 2;
e o pabounm gHam ¢ 10:00 no 18:30 (Bpems MockoBcCkoe) A4S 3anpoCcoB YPOBHSA CPOYHOCTM 3-4.

e [Ipnéma 3anpocoB Mo 3MEKTPOHHON NoUTe B pexXmumMme 24x7x365 (KpyrnocyTo4HO, BKIOYasi BbIXOOHbIE U
npasgHWYHbIE AHW) B CIllydae HEBO3MOXHOCTU CO34aHus 3anpoca Yepes NHTepHeT-MNopTtan

e [lpuéma 3anpocos lNepcoHanbHbIM TexHndeckum Menempkepom (IMTM) B paboume yacel ¢ 10:00 no 18:30
(Bpemsi MockoBckoe) no paboumm gHAM

OGpaboTka MHUMAEHTOB

Ob6paboTka MHUNOEHTOB Yepe3 web

Web cuctema obpaboTtkum 3anpocoB LieHTpa TexHnuyeckon nogaepxku «Jlabopatopun Kacnepckoro» AocTynHa no
ccbinke https://companyaccount.kaspersky.com.

MocpeacTeBom aaHHoM cuctembl «JlabopaTopust Kacnepckoro» npegoctasnsieT [Nonb3oBaTtento:

e BO3MOXHOCTb UCMNOJ1Ib30OBaHUA I'IepCOHaJ'IbHOVI yquHoﬁ 3anucu MNMonb3oBartenst Ans cos3gaHnsi, 0GHOBMNEHNS
N MOHUTOPUHIA MHLUWNOEHTOB;
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e  TEeXHWYECKYH NOAAEPXKY U KOHCYMNbTaLUMmW MO PELlEeHNIO MHLMOEHTOB B NPOLIECCe YCTAHOBKM,
KOHUIypupoBaHusl U yHKUMOHUPOoBaHus MNpoaykTa;

o TEXHUNYECKYIO NoAOEPXKY U KOHCYyINbTauun no fie4yeHuto (.t)aVIHOB, 3apaXxeHHbIX BpEeOgOHOCHbIM I'IO, n
camocTosaTEeNbHOMY yaaneHuto BpegoHocHoro MO ¢ nporpaMmHo-annapaTHbIX KOMMEKCOB, 3aLUULLIEHHbIX
MpoAyKTOM C yCTaHOBNEHHBbIMW HOBENLLMMW OOHOBNEHUAMM MNMpoayKTa U aHTUBMPYCHBLIX 6a3 AaHHbIX.

Ob6paboTka MHUMOEHTOB: NogaepXka no tTenedoHy

e [logaepxka no TenedoHy npegocraensetcs «JlaGopatopueit Kacnepckoro» ToNbKO aBTOPU30BAHHBIM
coTpyaHukam Monb3oBaTernsi.

BpemMsa peakuum Ha MHUMAOEHTbI

«JlabopaTopusa Kacnepckoro» rapaHTMpyeT BpeMsi peakummn Ha obpalleHus Monb3oBaTtens B COOTBETCTBUM C
BPEMEHHbLIMU paMKaMu, COOTBETCTBYHOLLUMM YPOBHSIM CPOYHOCTU MHUMAEHTA:

YpoBeHb KPUTUYHOCTHU Bpems peakuumn

2 yaca (30 MMHYT Ha NoATBEPXAEHUE MPUHATUS

YpoBeHb KpUTUYHOCTY 1 MHUMAGHTA B paBoTy®)

YpoBeHb KpUTUYHOCTY 2 4 yaca*
YpoBeHb KpUTUYHOCTH 3 6 pabounx yacos
YpoBeHb KpUTUYHOCTN 4 8 pabounx yacos

* B HepaGoyee Bpems, B T.4. BO BPeMsi BbIXOOHbIX W MpasgHUKOB, HEOOGXOAMMO obpalueHue no TenedoHy

3anpocam lNonb3oBaTtenen pacLuMpeHHON TexHUYeckon noaaepxkm ans Kaspersky Fraud Prevention
npuceauBaeTcs 6ornee BbICOKUI NPUOPUTET OTHOCUTENBHO CTaHAAPTHbBIX 3aMpPOCOB.

YpOBeHb KpUTUYHOCTW MHUMAEHTA onpeaenseTcs ero kateropmew, BbibpaHHon [Nonb3oBaTenem npu
nepBoHa4anbHOM obpalleHnn (Yepes BeiGop NpeaycTaHOBIEHHbIX ypoBHen B Company Account).

AO «INaBopaTtopust Kacnepckoro» uMeeT NpaBo BNOCNEACTBUM NepecMOoTPETb YPOBEHb KPUTUYHOCTU MHUMOEHTA,
€cnu ero onvcaHue 6yaeT COOTBETCTBOBATb APYroMy YpoBHIO. MepeyeHb YpoBHEN KPUTUYHOCTU M UX ONUCaHKSA
npuseneHbl B MpuUnoxeHnu.

NMepcoHanbHbIN TexHn4vyeckun MeHepxep (MTM)

MepcoHanbHbIN TexHMYeckun meHemkep (MTM) HazHavaeTcst AO «Jlabopatopust Kacnepckoro» ¢ uenbto
opraHuMsaumm eguHOro KaHana B3aMmogencTeus ¢ nosnb3osatenieM. [NTM aBnseTca coTpyaHUKOM KOMMAaHUN-
npouseoguTens n ynpaenseTt obpaboTkon Bcex MHUnAeHToB Nonb3oBaTens. B 0693aHHOCTU TEXHUYECKOro
MeHepKepa BXoauT:

e opraHusaumsa paboTt no TexHudeckon nogaepxke cneymanuctamm AO «Jlabopatopus Kacnepckoro» gnsi
peLLeHUs TEXHNYECKUX UHLNOEHTOB;

e UHopmupoBaHue Nonb3oBaTens o0 TEKYLLEM COCTOSHUN PeLLEHNst 3anpoCcoB, NpefocTaBneHne
eXeKkBapTanbHON OTYETHOCTMU;

e  KOHTPOIb BbIMOMHEHWs 3aaa4d 1 obecrneyeHne CBOEBPEMEHHbIX 3cKanaLmi npu 06paboTke UHLMOEHTOB B
rnpoLecce oKasaHus YCnyr;
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. noaaepXxka I/IT-/J,enapTameHTa Monb3oBaTens B NMOHNMaHUK U npaBuiibHOM UCMNOJ1b30BaHUN
peKomer,aLlel, npenocTaBlieHHbIX B NMpouecce OKa3aHnA yenyr,

. npoeegeHne cCoBMeCTHO C Monb3oBaTtenem peryndapHoro aHanm3a n corfnacosaHue OencTBeum
Heob6xoauMbIX onsi peweHna TeXHM4YeCcKmnx n onepaumMoHHbIX MHUNOEHTOB.

MTM rapaHTupoBaHHO gocTyrneH no padounm gHam ¢ 10:00 go 18:30 (Bpems MockoBckoe) no TenedoHy,
3NEKTPOHHOM No4Te un MobunbHomy TenedoHy. B cnyyae HegocTynHocTu INMTM (B HOYHOE Bpemsi U Hepaboune
OHwn), 3anpocsl [Nonb3oBaTensa nepeagpecytoTcs 3aMeHSOWEMY Ha NMUHUIO TEXHUYECKON NOAAEPKKN.

Monb3oBatenb gomkeH coobwmnte AO «JlabopaTopusa Kacnepckoro» uMeHa 1 KOHTakTHY0 nHopMaLmio
COTPYOHWKOB, Ha3HaYeHHbIX Ans B3aumonenctaus ¢ NTM (koHTakTHOe NuLo) U NpefoCTaBUTbL Er0 KOHTAKTHYHO
MHpopmaLmio (B HAaCTHOCTM, afpec INEKTPOHHON NOYThI U HOMep TenedoHa), NocpeaCcTBOM KOTOPOM C
KOHTaKTHbIM NTMLUOM UITN NONTHOMOYHbLIM NpeacTtaBuTenemMm gaHHOro nuua MOoXXHO B3aMMOﬂeﬁCTBOBaTb BO BpemM4A
paboT Hag MHUugeHTamu.

YnpaBneHue Ka4eCTBOM

Jckanaumsa MHUMOEHTOB U ynpasJrieHne rnpeTeH3namm

MpeabaBneHue npeTeH3un n xanob Ha KayecTBo 06CNy>KMBaHUS OCYLLECTBMASETCH COrNacHoO HmkecneayoLlen
cxeme:

YpoBeHb lMepcoHanbHbI PykoBogutenb cnyxobl MeHemxep no paboTte ¢
ackanauuu TEXHUYECKUNIA TEXHUYECKOW NoJaepKKN KOpnopaTUBHbIMA
MeHemkep per1oHanbHoro oguca knueHTamm (6usHec-
«JabopaTopun Kacnepckoro» KOHTaKT)

Nonb3oBaTenb MoOXeT 9CKanmpoBaTb HepelleHHble MHUMOEeHTbI B cilydae, eCrnin MHUMOEHT HaXo4uTCA «Ha
cTopoHe» «JlaBopaTtopuu Kacrnepckoro».

KoHTponb pelleHns nHuMaeHToB

B nto6oit MOMEHT BPEMEHWN MHUMAEHT MOXET BbIThb, kak B paboTe y Monb3oBaTtens (1.e. MNonb3oBaTtesnb
npeanpuHMMaeT AeACTBMS, CNOCOOCTBYOLWME peLLeHnto MHUnaeHTa «Jlabopatopueit Kacnepckoro»), Tak U B
pabote B «JlabopaTtopun Kacnepckoro».

MHumaeHT cuntaeTtca Haxogdawmmea B paboTte y MNonb3oBartens, koraa «Jlabopatopusa Kacnepckoro» nponssogut
3anpoc gononHutensHon nHpopmaumm y Nonb3zosaTens. MNMocne Toro, kak Nonb3oBaTens NnpegocTaBnsaeT
3anpoLLEHHY MHAOPMaL Mo, MHLMOEHT cuntTaeTcs nepeaaHHeiM B paboTy «Jlabopatopumn Kacnepckoro». Bpems
HaXOXAEHWSA NHUMOEHTa Ha CTOPOHE KINMEHTa He JOIMKHO NpeBbiwaTth 1 mecsaua. B cnyyae npeBbilIEHNsT 3TOro
nokasaTens, TeKyLMN UHLUNOEHT aBToOMaTUYeCK/ 3aKpbiBaeTCs.

«JlabopaTopusi Kacnepckoro» HeceT OTBETCTBEHHOCTb TOMbKO 3a BPEMS], B TEHEHUE KOTOPOro MHUMAEHT
Haxogurcsa B paboTte B «JlabopaTtopum Kacnepckoro.

rlpe,El,OCTaBJ'IeHI/Ie OTYEeTOB NO OTKPbLITbIM MHUMOEHTAM

B npouecce pelueHuns nHUnaeHToB «JlaGopaTopus Kacnepckoro» caoenaet BCE BO3MOXHOE /151 CBOEBPEMEHHOIO
npenocTaBneHns MHEOPMAaLIMK O CTaTYCe OTKPbITLIX MHLMAEHTOB [Monb3oBaTentio B COOTBETCTBUU C rpadpuKoM,
yKa3aHHOM B HUXecneayollein Tabnuue.
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YpoBeHb KPUTUHHOCTU Fpadmk npegocraBneHusi oT4eTOB

Mo 4OroBOpeHHOCTH, HO He Yalle, YeM pa3 B AeHb (MO AMEKTPOHHOM

YpoBeHb KPUTUYHOCTH 1
noyTte unu no TenegoHy)

YpoBeHb KpUTUYHOCTH 2

YpOBEHb KPUTUMHOCTY 3 B pamkax perynspHoro otyeTa

YpoBeHb KPUTUYHOCTU 4

OGHoBnNeHne dHTUBUPYCHDbIX 6a3 no 3anpocCy nonb3oBaTesnsd npu
BO3HUKHOBEHUUN BUPYCHOIro uHUMAEHTa unun JIOXKHOM TpeBorun

Mpu owmnboyHom geTekTmposaHum MpoayKTOM MHAULMPOBAHHOIO danna Kak HeMHULMPOBaHHOIO, NN B
obpaTtHoM criyyae, npv ycnosun, 4To [onb3oBaTenem ycTaHOBMEHbI HOBeLNE OBHOBEHNS U aHTUBUPYCHbIE
6a3sbl AaHHbIX, [Nonb3oBaTenb MoXeT NoTpeboBaTb BHECEHUS M3MEHEHUI B 6a3bl aHTUBUPYCHbIX ONUCaHNIA
Mpoaykta. AO «JlabopaTopus Kacnepckoro» obecneudnBaeT npegoctasneHuve MNons3osarento O6HoBneHus bas, B
KOTOPOM AaHHbIv dhanin 6yaeT BEPHO AeTeKTMpoBaTbCS.

AO «JlabopaTtopusa Kacnepckoro» opraHusyeTt paboTbl no:

o O6GpaboTke 3anpocoB, CBA3a@HHbIX C BbIMYCKOM aHTMBUPYCHbIX 6a3, BblAENEHHON rpynmnov cneLumanncTos,
OENCTBYIOLLNX B pexumMme 24xX7x365

e [lpuoputeTHomy (ycKOpeHHOMY) Bbinycky obHoBNeHus ans Nonb3oBatenemn pacluMpeHHOn TEXHUYECKON
nogaepxku ana Kaspersky Fraud Prevention

e VIHdopmMupoBaHuio [Nonb3oBaTens 0 NPOMEXYTOUHbIX pe3yrnbTaTax 1 Xoe BbINONHEHWs ero 3anpoca
MNepcoHanbHbIM TexHnvyecknm MeHexepom.

lNpenocTtaBneHve KOAOB NporpaMMHbIX Koppekuun (patches) npoaykra

B npouecce ncnpaeneHnst n3BecTHbIX ownmbok komnaHmen AO «JlabopaTopus Kacnepckoro» NMNonb3oBartento
NpeaocTaBnaoTCA 00LWEeA0CTYMHbIE KOAbl MPOrpaMMHbIX KOPPEKLMIA MO Mepe X BbiMycKa.

Mpn oBGHapy>xeHUn HecTaHOapPTHOM NPo6eMbI, 4111 KOTOPOW OTCYTCTBYET 00LLEeSOCTYMHbIV KO4 NPOrpaMMHON
koppekuun, MNMonb3oBatens Bnpase 3anpocuTb AO «JlabopaTopus Kacnepckoro» o0 BbiMyCKe YaCTHOMO peLleHnst —
KoZda NporpamMMHON KOppeKLMMU, cneumdmnyHoro s cutyaumm (KoHurypauum, BEpCcum, yCrioBun NCNosb30BaHUS
npogykTa) Monb3oBaTtens.

AO «JNabopaTopusa Kacnepckoro» opraHusyet paboTbl Mno:

e (OO6paboTke 3anpocoB Ha BbIMYCK KOJOB YAaCTHbLIX KOPPEKLMIA BbIAENIEHHON FPYMNOM MHXEHEPOB,
3aKkpenneHHon 3a 3anpocamu lNonb3oBaTenen pacluMpeHHon TeXHNU4Yeckon nogaepxkn onga Kaspersky
Fraud Prevention

o  WHdopmuposaHus lNMonb3oBaTerns 0 NPOMEXYTOYHbLIX pe3yrnbTaTtax U Xo4e BbIMNOSTHEHWS ero 3anpoca
MepcoHanbHbIM TexHuyeckum MeHegxepom

AO «JlabopaTtopusa Kacnepckoro» npunoxuT KOMMep4eckn 060CHOBaHHbIE YCUNUA ANS BbiMycka 4YaCTHOro
Kofa nporpammHoi koppekumm. Kogbl nporpamMmMHbIX KOPPEKLMIA BbINMYCKAOTCA COMMacHo NonnTuke

NOAAEPXKKN NPOAYKTOB Ha pasHbIX CTaAMsAX XU3HEHHOTO LIMKIa NPUIOXeHWs (akTyanbHas BepcUsl 4OCTYNHa

no ccbinke http://support.kaspersky.ru/support/rules)

YcnoBusi UICNOMb30BaHNS KOAOB MPOrPaMMHbIX KOPPEKLMI SBNATCA NPeAMETOM JIMLLEH3VUOHHOMO COrnaLleHus,
3akntoveHHoro mexay AO «Jlabopatopusa Kacnepckoro» u lNonb3osatenem.
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PernameHTHble paboThbl

AO «JlabopaTtopusa Kacnepckoro» npegynpexgaeT nonb3oBatens 0 BpEMeHN NpoBeJeHUs penm3oB B cucTteme
Kaspersky Fraud Prevention 3a 3 kaneHgapHbix gHs. [NpoBegeHne penn3oB MOXET Bbi3biBaTb KPATKOBPEMEHHYIO
HepoctynHocTb KFP Frontend.

HdononHuTenbHbIe YCNOBUA NOAAEPXKKN

Monb3oBaTtenb MMeeT NPaBo HasHauYNTb 40 8 (BOCbMU) KOHTAKTHbIX MWL, MMEILWUX NpaBo OTKPbIBaThb 3asBKMN Ha
oKasaHwue ycnyr TexHudeckon nogaepxku. Cnmcok KOHTaKTHbIX 1L, CO CTOPOHbI [onb3oBaTens AomKkeH bbiTb
onpegerneH B ceptudukaTte Ha PacwmpeHHyto TexHudeckyto noaaepkky. [Ans nameHeHns cnmcka KOHTaKTHbIX Nuy
Monb3oBaTtenb AomkeH oopmuTb 3anpoc Yepes Company Account. B oTBeT Ha 3anpoc 06 nsmeHeHun cnvcka
KOHTakTHbIX nuu, AO JlabopaTopus Kacnepckoro npegocTtaByT Nonb3oBaTento 0GHOBNEHHYO BEPCUIO
ceptudukata PacumpeHHom TexHn4Yeckon NogaepxKiu.

lMonb3oBaTenb MOXET 3aperncTpupoBaTh HEOrPaAHUYEHHOE KONMYECTBO MHLMAEHTOB 3@ BECb CPOK AENCTBUSA
cepTudumkata PaclumpeHHon TexHN4eCcKon Noaaepxku.

HekoTopble MHUMAEHTBI MOryT NOTpeboBaTh BOCCO34aHUSA YCNOBUN BO3HUKHOBEHUSA nHumaeHTa B AO
«Jlabopatopus Kacnepckoro» ¢ Lenbto NpoBeAeH st TECTUPOBaHUSA 1 BepuduKaumMm BUPYCHOrO 3apaykeHns unm
HanM4Yns NPOAYKTOBOMN OLLNBKM.

Monb3oBatenb 065a3aH npegoctaBuTb AO «JlabopaTopusa Kacnepckoroy» BClo Heo6xoamMyo MHpopmMauuio 1
cneumgmryeckoe nporpammHoe Unu annapatHoe obecneyeHne Heo6xoanmMoe Ansi BOCNPOU3BEAEHNS YCITOBUIA
BO3HMKHOBEHMWS MHUMAEHTa B Cryyae, ecnv HeobxoamMmMoe nporpaMMHoe u/wnun annapaTtHoe obecneyeHune
otcytcTByeT Yy AO «JlabopaTopus Kacnepckoroy.

«JlabopaTopusa Kacnepckoro» npunoxuT Bce HeobxoanMble YCUNUsi ANsi BOCNPOM3BEAEHUS HLUAEHTa, Kak
TONbKO ByOeT OOCTYNHa Bes HeobxoamMMas MHopMauus, a Takke NporpamMMHOe U/unu annapaTHoe obecneyeHme.
B cnyyae HEBO3MOXHOCTU BOCMNPOU3BEOEHMUS YCIOBUIA BO3HMKHOBEHWS MHUMAeHTa MNMonb3oBaTtens 06s3aH
npefgocTaBuTb coTpyaHukam AO «JlabopaTopusa Kacrnepckoro» AocTyn K MHUUMPOBAHHLIM CUCTEMaM yaarneHHo.

B cnyyae ecnu MHUMAEHT He MOXET OblTb BOCNPOU3BEAEH HU OHOW U3 CTOPOH, MU KIMEHT HE NpeaocTaBun
[OCTYN K paboyeMy OKPYXXEHUIO, TAe MHLUUOEHT MOXET OblTb BOCNPOU3BEAEH, UM YCTAaHOBMEHO, YTO MNpoayKT He
AIBNSAETCSH MCTOYHUKOM MHLUMOEHTA, NHLMOEHT HEe MOXeT ObITb KrnaccuduumMpoBaH B pamkax AaHHOWM NporpaMmbl
NoAaepPKKN.

OrpaHnyeHus nporpamMmmbl paclumpeHHon noaaepxku ana Kaspersky
Fraud Prevention

Ycnyru, BXxogsiwye B Nporpammy paclumpeHHoi noaaepxku ana Kaspersky Fraud Prevention, He oka3sbiBaloTcs B
criyyae BO3HUKHOBEHMS! NepeUnCieHHbIX HUXKE UHLIMOEHTOB:

. MHUWOEHTHI, YXe pelleHHble OnA [Nonb3oBaTtens (T.e., €CIn BO3HUKITN MHUMOEHTbI Ha yCTaHOBHeHHOVI
Konmum I'Ipop,yKTa rocrie Toro, kak aHanornyHble MHUUAEHTbI Obinn peweHbl ana /J,pyr0|7| Konmn I'Ipop,yKTa);

e  [OUCK U yCTpaHeHMe NpobriemM aHanormyHbIX UM MOEHTUYHBIX YXKe PEeLUEHHbIM (T.e. MHUWOEHTOB, AN
pEeLLEHNS KOTOPbIX MOXET ObITb NPUMEHEHO peLleHne NpeablayLnX MHUNOEHTOB C NPefoCTaBeHNnEM
OOMONHUTENBHBLIX MHCTPYKUUA «JlTabopaTopun Kacnepckoro»);

e UVHUMAOEHTHI, Bbi3BAaHHbIE HEMOMagkamMmn annapaTtHoro obecneyeHus MNMonb3oBaTtens;

e MHUMOEHTbI, BO3HMKLUME Ha HENOAAEPXKMBAEMbIX BEPCUSIX NPOrpaMMHbIX nnatdopm (Hanpumep, Ha beTa-
BEPCUSAX MPOrpaMMHbIX NNaTdopM, BEPCUAX HOBbIX MaKeTOB OOHOBMEHWUIA UMW OOMNOMHEHUA, HE
opobpeHHbIx «JlabopaTopuelt Kacnepckoro» B kayecTBe COBMECTUMbIX € Mpoayktamu);
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®  VHUMAEHTHI, BbI3BaHHbIE YCTAaHOBKOW W 3aMyCKOM CTOPOHHUX NPUNOXKEHWI (BKOYasi, HO He
orpaHu4YmnBasiCb, CMCKOM HemnoaaepXXMBaeMoro UM HeCOBMECTMOIO NMPOrpaMMHOro oGecneyeHus,
yKa3aHHOro B AOKYMeHTauuy Unu Ha cainte «Jlabopatopum Kacnepckoro»);

e  MHUMAOEHTHI, 0 KOTOPbIX Monb3oBaTens He MOXET NPeaoCTaBUTb TOYHYH MHOpMaLMi0, 060CHOBaHHO
3anpolueHHyto «JlaGopaTopueit Kacnepckoroy» ¢ Lienbio BOCNPOU3BEAEHNS, paccreoBaHUs U peLleHns
WHUMAEHTa;

e VHUMAEHTbI, BO3HMKLUME B pe3ynbTaTe HEeNMpUMEHEHNUS UM HENPaBUIIbHOTO NPUMEHEHMS MHCTPYKLINIA
«JNaBopaTopun Kacnepckoro» unu aokymeHtauum «JlaGopatopum Kacnepckoro», B cryyae npasunbHOMo
UCNOMb30BaHUS KOTOPbIX BO3HUKHOBEHME MHLMOEHTA ObINo O6bl HEBO3MOXHO.

NMpunoxeHune

YPOBHVI KPUTUHYHOCTU MHUMNAOEHTOB, OTHOCALLUUXCA K NPOAYKTY.

«YpoBeHb KpUTUHHOCTU 1» (KPUTUYECKUIA) O3HaAYaeT KPpUTUYECKYIO Nnpobnemy ¢ MpoaykTom, BAUSIOLLYIO Ha
HenpepblBHOCTb Br3Heca Nonb3oBaTens nocpeacTBOM npepbiBaHns pabotocnocobHocTu Npoaykra unu
onepauuoHHbIX cuctem Nonb3oBaTens, UK Bbi3bIBAOLLYIO MOTEPIO AAHHBLIX, YCTAHOBKY CTaHAAPTHBLIX HACTPOeEK
Monb3oBaTtens B Hebe3onacHbIN PeXMM UM BO3HMKHOBEHWE Apyrix npobnem ¢ 6€30NacHOCTbIo, Npu 3TOM
obxoaHoe pelueHne oTCyTCTBYeT.

MepeyveHb NHUMOEHTOB, CBSA3aHHbIX € [TpOaYyKTOM M COOTBETCTBYHOLLMX YPOBHIO KPUTUYHOCTH 1, BKItoYaeT B cebs
crnegyoLwmne MHUNOEHTbI:

e  BCS NlOKanbHas ceTb (MM KpUTUYHAS YacTb ceTn) He paboTaeT, Y4TO NpepbiBaeT OCHOBHbIE BusHec-
npouecchbl.

«YpOBEeHb KPUTUYHOCTU 2» (BbICOKMI) O3HA4YaeT NpobrnemMy BbICOKOTO YPOBHS KPUTUYHOCTHU, BbI3bIBAOLLYHO
BO34eNCTBME Ha (OYHKLMOHaNbHOCTb [1poayKTa, HO He BbI3bIBaIOLLLYIO NOBPEXAEHME/ NOTEPO AaHHbIX UK
npepbiBaHne paboTocnocobHOCTM NporpaMmMHOro obecneyeHns. YpoBeHb KpUTUHHOCTK 1 paccMaTpuBaeTcs, Kak
YpOBEHb KPUTUYHOCTK 2, KOrga U3BECTHO 0OXOAHOE peLleHune.

MepeyeHb MHUMAEHTOB, CBA3aHHbIX C MNPOaYKTOM U COOTBETCTBYHOLLUX YPOBHIO KPUTUYHOCTM 2, BKIOYAET B cebs
crefyolme UHUNAEHTbI:

. NPOAYKT NONMHOCTbHO BbiBEAEH N3 CTPOA, HO HENPEPbIBHOCTb OCHOBHbIX OGun3Hec npoueccoB He HapyLwlaeTcA.

«YpOBEeHb KPpUTUYHOCTU 3» (CPEeAHMI) O3HAYAET HEKPUTUYHYIO NpobnemMy nnm 3anpoc Ha obcnyxnBaHue, He
3aTparusatowme pyHKUMoHanbHocTb MNpoaykTa.

I'Iepequb MHUMNOEHTOB, COOTBETCTBYHOLLMNX ypOBHIO KPUTUYHOCTU 3, BKIto4aeT B cebs cneaywouime MHUNOEeHTbI:

e MPOAYKT YaCTUYHO BbiBEEH 13 CTpos (paGoTaeT HeCOOTBETCTBYIOLWMM 06pa3om), HO Apyroe nporpammHoe
obecneyeHne 3akasunka He BbIBEAEHO M3 CTPOs B pe3ynbTaTte paboTbl MpoaykTa.

«YpoBeHb KpUTUYHOCTHU 4» (HU3KWIA) O3HAYaEeT Opyrne HeKpUTUYHbIEe 3anpockl Ha obenyxuesaHue. Bee

MHUNOEHTbI, HE YNTOMAHYTbIEe Bbille, OTHOCATCA K 3TOMY YPOBHIKO KDUTUYHOCTW.

yr)OBHI/I KPUTUYHOCTU BUPYCHbLIX THUNAEHTOB

«YpoBeHb KpUTUYHOCTU 1» (KPUTUYECKMIA) O3HAYAET BUPYCHYIO SNMOEMUIO, BIIUAIOLLYIO Ha HEMPEPbIBHOCTb
GusHeca 3akasuuka nocpeacTBoM npepbiBaHna paboTtocnocobHocTu MpoaykTa unu onepauroHHbIX CUCTEM
3akasyvka, Unn Bbi3bIBAIOLLYIO NOTEPH AAHHBIX, MPY 3TOM 0GXO4HOE peLleHne OTCyTCTBYeT.
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MepeyeHb NHUMAEHTOB, CBA3AHHbIX C BPEOOHOCHBLIM MPOrpaMMHbIM obecrnedyeHnem 1 COOTBETCTBYIOLLUX YPOBHIO
KpMTU4YHOCTM 1, BKNtoYaeT B cebs (HO He orpaHnynBaeTcs) cregyowme MHUMAEHTDI:

e  BCH NoKanbHas ceTb (MNN KpUTUYHAst YacTb CeTH) He paboTaer;
e  BMpYCHasi aNnaemus;
e OXHas TpeBora Ans gannos, BXOASALWNX B KPUTUYHbIE AN BusHeca cucTembl.

«YpOBEHb KPUTUYHOCTU 2» (CpeaHui) o3HavyaeT npobnemy cpefHero ypoBHS KPUTUYHOCTU, HE Bbi3bIBAIOLLYHO
noBpexaeHne/ NOTEPIO AaHHbIX UK NpepbiBaHMe paboTocnocobHOCTM NporpamMmMHOro obecneveHns. YpoBeHb
KPUTUYHOCTM 1 paccMaTpuBaeTcs, kak YPOBEHb KPUTUYHOCTU 2, KOr4a M3BECTHO 0OXOOHOE peLleHune.

I'Iepequb MHUNOEHTOB, CBA3aHHbIX C BPeAOHOCHbIM NporpaMmmMmHbIiM obecne4veHnem 1 COOTBETCTBYHOLNX ypOBHIO
KPUTUYHOCTH 2, BKto4yaeT B cebs (HO HE OFpaHI/I‘-IVIBaeTCFI) cnegywuwimne NHUMOEHTbI:

. VIHd)VILI,VIpOBaHVIe HECKOJIbKMX HEKPUTUYHbIX Y3J10B CETU;

e JOXHas TpeBora Ans anrnos, BXOASLMX B HEKPUTUYHBIE Anst GU3HEeca CUCTEMBbI.
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