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«JlabopaTopusa Kacnepckoro»
BHeca BKJ1ag B obecneuveHune
KnbepbezonacHocTn
JlennHrpapckon ASC

JennHrpaackas ASC — ofHa 13 KpYMHENLX aTOMHbIX 311eKTPOCTaHLWiA B
Poccun — Boibpana Kaspersky Industrial CyberSecurity (KICS) pns 3awmbl
aBTOMATU3NPOBAHHbLIX CUCTEM MOHUTOPWUHIA U YNpaBneHns SaepHbIMU
peaKTopamMu OT LUMPOKOro crekTpa knbepyrpoa. lNocne ycnelwHoro
MPOXOXAEHNS CEpUM UCTIbITaHWIA, HauaTbix B 2019 rogy, npoayKT 6bin BBEOEH B
MPOMBILLNIEHHYIO SKCMNyaTaLMIO Ha YETIPEX DHEProBIokax CTaHLMM.
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PykosopcTeo JleHuHrpapckoii Mocne TwaTensHoOro aHanmaa pbiHka akcnepTsbl JIASC ocTaHoOBUIUCH
aTOMHOIi 3NeKTPOCTaHLMMN Ha Kaspersky Industrial CyberSecurity (KICS). 3To peluerue,
KOTOPOE 3aLUMLLAET MPOMBILLNEHHYIO MHPPACTPYKTYpPy Ha BCEX
[ ] nckano cneuvanu3npoesaHHoe ypoBHsix: oT cepBepoB SCADA 1 pabounx cTaHLuiA onepaTopoB
pewueHune pnga 3awnTbl [0 NpOorpaMmMmpyemMbIX JTOrnM4YeCcKrx KOHTPONEPOB 1 CETEBOIO
NPOMBILLAEHHbIX 06BbEKTOB. obopynosaHus. [poayKT no3sonsgeT obHapy>X1BaTh 1 NpefoTBpaLLaTh

Kak CﬂyHaﬁHble 3apaxeHnq BpeaoHOCHbIM MO, Tak n uenesble aTtaku,

OHo pomxHo obecneunBaTtb
o6ecnel4|/|Ba91 HenpepbIBHOCTb TEXHOOIMMYeCKMX NpoLeccos.

MaKCUMaJibHYIO 3allUTy CUCTEM
ynpaeneHus aHepro6nokamm un

B TO XXe BpemMs UCKJllo4aTb pPUCK
OCTaAHOBKM TEXHOJIOrM4YeCKUnx
npoueccos, 6e3 KoTopbIX
ctabunbHoe pyHKUMOHUPOBaHUE
npeanpuaTns HEBO3MOXXHO.

O JleHnHrpapckoiit ABC

CeropHs JleHnHrpapckas atoMmHas
anekTpocTaHuus (dunmnan AO «KoHuepH
PocaHeproaTtom»), BBEAEHHas B
akcnnyaTaumio B 1973 ropy, o6ecneunsaer
anekTpuyecTBom 6onee 7 MUNIIMOHOB
uenoBek 1 BoipabaTtbiBaeT 6onee 55%
anekTpoaHeprum CaHkT-MNeTepbypra

v JleHuHrpapckoii obnactu (4337,6

MBT no paHHbiMm Ha 2021 rop). CTaHuns
pacnonoxeHa B JleHuHrpapckoi obnactu,
B 70 kunomeTtpax ot CaHkT-leTepbypra,
Ha no6epexbe PUHcKoro 3anunea
BanTuiickoro mopsi.
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BHep,peHme pelueHus B ACY TN B 2020 rogy npoaykT 6bin BHeApEéH Ha ABYX aHeprobnokax,
HenpepbIBHO pa60Ta|ou.w|x 3Hepr06n0KOB YTOBHI MPOBEPUTDL OBLLYIO 9PPEKTUBHOCTD, OLEHNTL

. PUCKN, & TaKXe NOHSTb, YTO HEOBXOANMO AOMONHNTENBHO
— CNOXHBIV MPOLIECC, MO3TOMY SKCMepTbl HacTpoUTb ANs NonHoueHHol akcnnyataumn. B 2021 rony

[ | JIASC un «J1labopaTopun Kacnepckoro» Bbinn 3aBepLUEHbl paboTbl No BHeapeHuio KICS Ha veTbipéx
co3panv CoBMeCTHYlo pabouyio rpynny. aHepro6okax.

O peweHun

Kaspersky Industrial CyberSecurity

(KICS) - cneuvannanpoBaHHoe pelueHne

Ansa obecneyeHus kKnbepbesonacHocTu
NpoMBbILLNEHHbIX NpeanpusaTuii. OHo BkaoYaeT
B ceb4 pacluMpeHHble 3alUMTHbIe TeXHooruu,
[LOCTOBEPHY!IO U MOMHYIO aHaNIUTUKY
Kn6epyrpos n Habop aKCNepTHbIX CEPBUICOB.
B KICS, B yacTHoCTW, BXOAAT:
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= KICS for Nodes — 3awwmTa pabounx cTaHuui
1 cepBepoB B paMKax MPOMbILLIEHHO ceTu

= KICS for Networks — aHanus Tpaduka Ha
YPOBHE NMPOMBILLMIEHHBIX MPOTOKOMNOB

= Kaspersky Security Center — eauHbIii LEHTP

ynpaeneHusi KubepsawmTom
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Pe3synbTaT 1 oT3bIBbI

03.

maBHo ocobeHHocTbio ADC aBngeTca
YHUKanbHoOe coyeTaHne akTUBHbIX U
naccuBHbIX cuctem 6esonacHocTy,
JenaloLwmx cTaHUMIo MakCUManbHO
YCTOIUNBOIA K BHELUHUM 1 BHY TPEHHUM
BosgeincTeuam. lNMocne BBoga B
NPOMBbILLNIEHHYIO SKCMUTyaTauuio
pelueHnsa ANng 3aWwmTbl OT KU6epyrpos
Kaspersky Industrial CyberSecurity
cuctema 6e30nacHOCTM CTaHUUK cTana
eLé 6onee CoOBEPLUEHHOIA.

(( Kn6ep6esonacHoctb ASC — aTo obnacTtb
NOCTOSIHHOIO COBEPLUEHCTBOBaHNSI.
B 2022 rogy Mbl HamepeHbl Ka4eCTBEHHO
YCUNNTDb Hallle COTPYAHNYECTBO C
“JlabopaTtopueir Kacnepckoro”, uto6bl
[AOCTUYb MOCTaBJIEHHbIX Liesieid 1 3apay
npuv o6ecneveHnn [OMKHOro YPOBHS
6e3onacHocTu», — ckasan Bnagumup

Meperyna, 3amecTutenb reHepanbHOro

anpekTopa AO «KoHuepH PocaHeproatom»
v avpekTop pununana «JleHMHrpapckas
aToMHasi CTaHLMsI».

«Mbl ropanMcst CepbE3HbIM pacLUMpPeHeM COTPyAHNYeCTBa
C KpyrHeliLLeln aTOMHO anekTpocTaHumein B Poccun.

Bcé 6onblue cuctemoobpasytolyvx NpeanpusTuii n
3HEePreTNYeCKNX KOMMaHWA peannsytoT KOMMIEKC Mep

MO UCMOMHEHIO HOPM, YCTaHOB/IEHHbIX PETYNISTOPOM,

1 COBEPLLEHCTBYIOT CBOU CHICTEMbI KNGEP3aLLMTHI.

BmecTe ¢ pocToMm uncna noakMoUEHHbIX YCTPONCTB U
o6LLe LMdpPoBN3aLIMEN YBENNUBAETCS U KOMUYECTBO
KMBEepPUCKOB, KOTOPbIE CNEAYET KOHTPONMPOBATD.
«JlabopaTopuis Kacnepckoro» npogonkaeT
COBEPLUEHCTBOBATb PELLEHWS,, KOTOPbIE NO3BONSIOT
KOMMNaHsM 3¢ EKTUBHO N HAAEXHO 3aLLMLLATECS OT
CNOXHbIX 11 LieNneBbiX kKnbepatak», — KoOMMeHTpyeT Muxaumn
Mpunbounii, ynpaensiowwmii gupekTop «JlabopaTopum
Kacnepckoro» B Poccum n ctpanax CHI.

Y3HaTb 6onblue 0 pelueHnr
Kaspersky Industrial CyberSecurity
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