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B 2023 rogy peLueHus «/labopaTtopun
Kacnepckoro» o6Hapy>knBanu

B cpegHeM 411 Tbicsiv HOBbIX
BPeAOoHOCHbBIX $palifioB XXeAHEBHO.
OTa undpa pacTeT Kaxabii rog.

TpaAIIILWIOHHbIX cpencTs
3aunTbl HeaoCTaToOvYHO

PeLuenns knacca EPP (Endpoint
Protection Platforms) ycneluHo
MPOTVBOAENCTBYIOT OCHOBHOW
Macce Yrpo3, HO 310YMbILLEHHKM
MOCTOSIHHO U30BPETAIOT CMOCOGH!
0BXOOUTb MPEBEHTVBHYHO 3aLLUTY.
OTO NoagepraeT KOMMaHun

PUCKY — BOBPEMS HEOBHAPYKEHHaS
aTaka MOXET HapyLUNTb
B13HEC-MPOLIECCHI, MOBMEYb
PUHAHCOBbIN 11 PEMY TaLWIOHHBI
yLep6, a Takke CTaTb MpUUMHON
MPOBEPOK U LLTPadOB CO CTOPOHLI
PErynMpyoLMX OpraHn3aumii.

69% opraHuzsauuii B Poccum
rnocTpagany Kak MMHUMYM OT OQHOrO
VHUMAEeHTa kubepbesonacHoCTy 3a
nocnegHvie aga roga. Nocnegcrenem
6onee TpeTn atak (36%) cTana

yTeuka KOHOVAEHUMANbHBIX AaHHBIX,
21% — penyTaumoHHbIli yLep6, 16% —
$uHaHCcOoBbIN.

UccnepoBaHue «JlabopaTopun
Kacnepckoro», 2023

OnTumanbHag 3awmra

Kaspersky EDR ons 613Heca
ONTUManbHbIi COOEPXNT MOLLHbIE
CPeACTBa 3aLUMTbl KOHEYHbIX
TOYEK, KOTOPbIE LOMOMHEHDI
6a30BbIMV HCTPYMEHTaMI

EDR. A ecnv BaLLia KOMMaHNs
BbIGEPET YNpPaBNsemMyto 3aLLmTy
Kaspersky Managed Detection
and Response, MOHUTOPVIHIM
COBbITU Be30MaCHOCTY 1
pearvpoBaHne Ha MHLWOEHT Byay T
OCYLLECTBNATHCS C MOMOLLBIO
3KCNepTOoB «JlabopaTopun
Kacnepckoros.

Mouemy 3TO aKkTyanbHO?

BpenoHocHble NporpaMmel, B TOM YMciie LMdPOoBablLUVKLA 1 6ecdalinoBble
BUPYCbI, MOCTOSIHHO COBEPLLEHCTBYHOTCS 1 YMEIOT 0B6XOAUTb TRAANLIMOHHbIE
CPeACTBa 3almThI. A eLLe VX MOXHO Nerko 1 AeleBO NpUoBpPecTy B AapKHETE,
NMO3TOMY KOMMaHNSM Hy>XHa COBpPeMeHHas 1 addekTVBHaY 3aLiTa OT yrpo3

noooB6HOro TUMa.
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HoBble TEXHNKWN N TaKTUKK
YCNOXHSIIOT O6Hapy)xeHue

Kak 310yMbILLNEHHWK OBXOAST
TPaoULMOHHYO 3awmTy? Hanpumep,
NCMoNb3yoT NerutumHoe MO

1 MPUMEHSIOT COLManbHYIO
NHXXEHEPWIO, YTOBbI MPOHNKHY Tb

B KOPropaTVBHYto ceTb. Kpome Toro,
B YCMOBUSIX YAANEHHO paboThl
nepuMeTpP 3aLlTbl Pa3MbIBaAETCY,

1 BPEeOOHOCHbIE D,GMCTBI/I‘;I 4YacTo
YCKOMb3atoT 13 MOoss 3peHs
CneunanMcToB No NHOOPMALIMOHHON
6e30MacHOCTW.

PeweHune

o
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PecypcoB He xBaTaeT Ha BCé

Ha ckopOCTb 1 TOYHOCTb
pearvpoBaHs Ha CNOXHbIE aTaku
HanpPsMY'O BMIET KOMNYeCTBO
pPEeCypCoB BaLlen komaHapl /1B,

a Tak>Ke Ka4eCTBO VIHCTPYMEHTOB,
KOTOPbIE OHW UCMONb3YIOT

B NOBCEOHEBHOM paboTe.
Pa3po3HEHHbIE HCTPYMEHTHI,
3arpy>KeHHOCTb PY TUHHBIMU
3aJa4amMu, KaapoBbl 4ePULINT —
CTaHOapPTHbIE SBMEHNS, KOTOPbIE
MOryT MOMeLLlaTb CBOEBPEMEHHO
0BHaPYXXUTb N MMKBUANPOBaTL

Yrposy.

Kaspersky Optimum Security — 3To onTVManbHOE COYETaAHME NPOAYKTOB
N CEPBNCOB /19 3DPEKTMBHOrO OBHaAPYKEHUS YIPO3 1 PEarMpOBaHNS Ha HUX
cunamm cobCTBEHHOM Cny>6bl B 1imn ¢ TOMOLLLBKO SKCNepToB «JlabopaTopum

Kacnepckoro».
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OnTumanbHbie MHBECTULN

YT06bI MOMB30BATLCS MPOOYKTaMM
Kaspersky Optimum Security,

He HY>XHO 1CKaTb HOBbIX
CMNeumanMcToB U 3aHMAaTbCS
TPYLOEMKVM BHEOpEHNEM. DT
PeLLEeHNs — MPOCTbIE B YCTAHOBKE,
BHEOPEH 1 UCMONb30BaHM,
MaKCMMasbHO aBTOMaTU3UPOBaHbI
1 NOACTPAaMBaOTCS NMof, BaLln
3anaumn. OHY SKOHOMST PEeCypChl U
MOBbILLIAIOT MPOAYKTUBHOCTb BaLLEN
KoMaHapbl VB, a Takxke CHUXatoT
CNOXHOCTb YNpaBeHNst CUCTEMOW
6e30MacHOCTU, YTO YCKOpSeT
CKOPOCTb BO3BpaTa MHBECTULINI.

OnTumanbHbIA 6anaHc

MpoaykTbl Kaspersky Optimum
Security — 3TO oNTUMasbHbI
HanaHc Mexay NPOCTOTOWM

1 3PDEKTUBHOCTbIO,
aBTOMaTU3aLMEN U LUMPOKMMI
@YHKLMOHANBHBIMU BO3MOXHOCTSIMU.
OHM YCUNMBAIOT Ka4eCTBO 3alLThI
OT CNOXHbBIX YrPO3 11 TOMOratoT
BaLLEW KOMMaHW U3bexaTb
yLepba 3a cueT MOHATHOIO
npoLiecca pearnpoBaHns,
0BYyYEHNS COTPYAHMKOB OCHOBaM
Knbepbe3onacHOCTV 1 MONyYeHNs
onepaTMBHbIX AaHHbIX 06 Yrpo3ax.



CocrtaB Kaspersky Optimum Security

Bbl MOXeTE BbIGpaTh My Tb MOCTPOEHUS 3aLLUTLI — HA OCHOBE BHY TPEHHEN SKCNEPTU3bl C MOMOLLbIO Kaspersky EDR

0ns 6raHeca ONTMasbHbIN U C MOMOLLbIO SKCnepToB «JlabopaTopu Kacnepckoros, ecnv 6yaeTe MCnonb30oBaTh
ynpasnsemyto s3awmTty Kaspersky Managed Detection and Response. Kpome Toro, Bbl MOXETE MOBbICUTL YPOBEHbL 3aLLMNThI,
OBY4YVMB COTPYAHMKOB HaBblkaM Kbepbe30nmacHOro NoBeAeHd, 1 MPOBOANTL 6onee adPeKTVBHbIE paccnenoBaHus 3a cueT

OOCTYMa K JOCTOBEPHbIM U OrnepaTBHO 0BHOBNSAEMbBIM AaHHBIM O K|/|6epyrposa><.

ans 6usHeca
OnTuManbHbIii

@ Kaspersky EDR
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OCHOBHbIE MPUYMHBI MHLWOEHTOB:
HEOOCTaTOK MHCTPYMEHTOB AJ14
o6Hapy>xeHus yrpos (15%), HexBaTka
BHYTPEHHVX NPOPUIbHBIX CrELMaTMcToB
(10%). Bonee TpeTn MHUMAEHTOB (36%)
MPOV30LLIIO N3-3a OLUMBKWN COTPYAHMKA.

UccnepoBaHue «Jla6opaTopum

Kacnepckoro», 2023

HaBbikn KnéeprurneHol

VHTEepakTVBHbIE TPEHVHM
Kaspersky Security Awareness
MOMOrYT BaLLUM COTPYAHMKAM
pa3BUTb HaBbIKV Knbepbe3onacHoro
noBeaeHNS. STO CHU3UT YACTO
VHLUWAOEHTOB, CBA3aHHbIX

C yenoBeyveckM pakTopom. Bce
KyPCbl MOCTPOEHbI Ha OCHOBE
NPVMEPOB 113 peasibHOM NpakTUKA

1 YOOBHO YNpaBnstoTCs.

Kak aTo paboTtaeTt
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He npocTo 3awuTta padounx mect

Kaspersky Optimum Security npefocTtaBngdeT psig, AONOHUTENbHBbIX
BO3MOXHOCTEW, KOTOPbIE PaCLUMPSOT CPEACTBA 3aLUMThI PaboUNX MECT
1 MOMOratoT BaM YKPEMUTbL 3alLTY BaLLe KOMMaH.

HASH

[laHHble Ansa aHanUTMKoB

MNopTan Kaspersky Threat
Intelligence Portal nomoxeTt
BaLLMM creumanicTam nonyunTb
onepaTVBHbIE U TOUHbIE AaHHbIe,
OBOoralLleHHbIE KOHTEKCTOM.

A peweHne Kaspersky EDR

ansa 6usHeca ONTUManbHbIA
NO3BONGET MPOBECTU aHan3
NEePBOMNPUYMH BO3HVKHOBEHWS
NHUMAEHTA, YTOBbI MPeaoTBpaTUTL
NoaoGHbIE MHLMOEHTbI B BYoyLLEM.
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MpodeccuoHanbHas
nopaepxka

MNpodeccmoHanbHble CeEpPBUCHI
Kaspersky Professional Services
MOMOTYT BaM 3BJ1e4b MakCMyM

3 YCTaHOB/IEHHbIX Y BaC PELLEHN
«JlabopaTtopun Kacnepckoros. Hatum
crieunanmcTbl MOMOryT BaM Ha BCEX
aTanax BHeapeHns, YCTaHOBKW

1 HACTPOWKM MPOAYKTOB.

Kaspersky Optimum Security Bk/touaeT B cebst BO3MOXHOCTY MPefoTBPaLLEHUS, OBHaAPYXXEHWS 1 aHanmsa yrpos,
pearnpoBaHns Ha HIX, @ TakxKe TPEHUHI 419 COTPYOHUKOB. BCce KOMMOHEHTHI MOXHO MPUOBPECT OTAENBHO, HO OHU MOMY'T

paboTaTb COobLLa U OOMNONHATb APYT
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CoTpyaHnk

KuBep6esonacHoe
nosepeHne

npyra.

Kaspersky
@ Managed Detection
and Response

@RHapun yAaneHHoro
pgaruposaHns

Pearupoeatue

@ | Kaspersky
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PaGouee et MogbiweHne

MecTo npospayHocTy
v aHan3s
nepBonpuYmnH

Banyck 1 KoHTponb
TpeHuHra

Kaspersky
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AABTOMATM3MPOBaHHBIN NOWCK Yrpo3
W ynpaBnsieMoe pearnposaHme Ha HIAX

Oborawentsie
AaHHble 06 yrposax

Kaspersky
Threat Intelligence
Portal
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Ba3soBas 3awumTa

3allMTa OT MaCCOBbIX Yrpo3 A4
KOMMaHui NMoboro pasmepa

1 chEPLI AeATENBHOCTI

www.kaspersky.ru

© AO «JlabopaTopust Kacnepckoroy, 2024.
3apervcTprpoBaHHbIe TOBAPHbIE 3HAKW 11 3HaKW
0BCnyXMBaHUS SBNSIOTCS COBCTBEHHOCTbIO UX
npaBoo6nagatene.

[MBKMIn Nnogxopn K 3awmTe busHeca

MoHVIMas B3aIMOCBS3b CIIOXHOCTI KMBEPYrpo3 1 HEOBXOANMOW aKCIepT3b
ISl X OTpakeHus, «JTaBopaTopus Kacrnepckoro» coaaana TpexypoBHEBbIN
NOOXOA K MOCTPOEHWIO 3aLUMTbI, OCHOBaHHbI Ha MHOrOIeTHEM OrMbITe

W YU TbIBaIOLLMIA CTEMEHb 3PENOCTN KopriopaTyBHoM IT 6e3onacHoCTH.

Kaspersky Kaspersky
@ Optimum @ Expert
Security w Security

OnTmanbHas 3awmTa

3alTa OT NepenoBbIX Yrpo3 44
HeBOsbLLIVIX KOMMaHWIA ¢ 6a30BOM
B-akcnepTnson

JKcnepTHasa 3awmTa

3awyTa oT uenesbix atak 1 APT-
Yrpo3 4191 CPeOHNX U KPYMHbIX
KOMMaHWi ¢ onbITHOM VB-cny>x6oii

Harpapgbl n npusHaHue

MpooykThl «/labopaTopuin Kacnepckoro» MHOrE rofsl MoyyatoT BbICOKME
OLIEHKI OT HEe3aB1CUMbIX aHaNMTVKOB. [ofpobHee o Nobenax B HE3aBUCHIMbIX
TECTUPOBaHUSX:

MpocTon nepexopa,

Bbl MOXeTe NepeliTu Ha NpoayKThl «JlabopaTopu Kacnepckoro», B TOM Ymcne
Ha peLueHus ypoBHs Kaspersky Optimum Security, Ha BbIrOAHbIX YCITOBUSIX.
MNonpo6Hee 06 yCnoBYsIX — Ha CTPaHULE

Y3HaTb 60nbLue

YT06bI Y3HaTb 60MbLUE O NpoaykTax Kaspersky Optimum Security, noceTute
CTPaHVLLy peLleHns ¢ nomoLLbio QR-koaa Hpke. A UToBbl IPUOBPECTV MPOAYKTHI
3TOro YPOBHZ, 0BpaTUTECh K HaLLVM NapTHEepaM B BalLeM pPervioHe.
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