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MpuHumn paboTbl Kaspersky MDR
Bo3moXXHOCTU peLlleHns
Nopaep>knBaemble NPOAYKTbI

Yem Kaspersky MDR oTnnyaeTcs oT Apyrux peweHum



O630p Kaspersky MDR

PeweHne Kaspersky Managed Detection and Response

(MDR) npefocTaBngeT KpYriocy TOUHYIO YNPaBaseMyto 3aLlmTy,
BKJTIOYAIOLLY O MOHUTOPWIHT, OBHapY>KeHMEe, paccnefoBaHmne n
pearnpoBaHne Ha MHUMOEHTbI MHGOPMaLUMOHHOM 6e30onacHOCTU. Bbl
noJlyyaeTe BCe OCHOBHbIE MPEeNMYyLLLECTBa COBCTBEHHOrO LieHTpa SOC

Kaspersky
Managed Detection
and Response

6e3 HeobXoOMOCTV ero cCo3gaHus.

PelwweHne MDR no3BongeT BbIFBASATb YrPO3bl HA BCEX aTanax
KnbepaTaku, Kak 4O KOMAPOMETaLMN, TakK 1 MOCNE NPOHUKHOBEHNS

3/10YMBbILLIEHHNKOB B MHDPACTPYKTYPY OpraHusaumm. 3To
[OCTUraeTcs 6narogaps AByM HEOTbEMIEMbIM KOMMOHEHTaM
Kaspersky MDR — npeBeHTVBHOW 3aLLmTe U NPOaKTUBHOMY MOUCKY

yrpos.

Vicnonb3oBaHne MDR coBmecTHO ¢ Kaspersky Incident Response
noBbIlWaeT 9GDEKTUBHOCTb BCENO LKA YNPaBAEHNS HLNOEHTAaMN —
OT OBHapPY>XeHUd yrpo3bl 40 YCTPaHEHWS MOCNEACTBUIN aTaKu.

YCTPaHEHNIO MOCNEACTBUIA.

Kaspersky
Incident
Response

Kaspersky Incident Response nossongeT nonyunTb NonHoe
npeacTasneHne o6 nHungeHTte. CepBnC BKAKOYAET MOMHbIV LK
paccnenoBaHns MHUMAEHTOB N pearpoBaHns Ha HUX — OT PaHHEero
pearnpoBaHuns 1 cbopa Aokas3aTenbCTB A0 MAeHTUdMKaumn
AOMNONHUTENbHBIX CIeA0B KOMMPOMETALMN U MOArOTOBKW NiaHa rno

Kaspersky MDR n Kaspersky Incident Response pa6oTaloT
KakK eguHoe uenoe, bnarogaps Hallm aKcrepTam, KOTopble

KPYr10CY TOUHO CNenaT 3a Ballen IT-MHGpacTpyKTYpPOW 1 FOTOBbI
HesamMenMTesIbHO OTpearnpoBaThb Ha aTaky NoH60oM CNOXKHOCTH.

OEeNCTBME CEePBNCOB

Kaspersky
Managed Detection
and Response

bBesynpeuHoe

=~ | Kaspersky
Incident Response
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) N3BecTHbIe yrposbl

3awuiTa pabounx mecTt Mowck yrpo3s

& HenssecTHble yrpo3bl
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PaccnepoBaHue

J

ABTOMAaTNYECKOE pearnpoBaHe lNoLuaroBoe pearnpoBaHve

PacTywas cno>HocCTb yrpos

PacLuMpeHHbIE BO3MOXHOCTU
pearnpoBaHis, udpoBas
KPVUMVHaNMCTUKa 1 aHanma
BPEAOHOCHbIX MPOrpamMm
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SOC «JlabopaTopumn
Kacnepckoro»

MexuyHapouHasl KOMaHOa
SKCNEPTOB C OECATUNETHNM
OrlblTOM pa6OTbI

C OopraHmsaungamMm pasHoro
MacLLUTaba 13 BCcex CEKTOpOB
SKOHOMWVIKW.

bl Kaspersky MDR
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KoHconb ynpasneHus

MHTepdelc ong paboThl

C CUCTEMOW 3aLUTbI CETU
OpraHn3auny, HaxXoASLENCS Nog,
ynpasneHnem Kaspersky MDR.

ApxuntekTypa Kaspersky MDR

O6nako

TenemeTpus

* WlckycCcTBEHHbIN MHTENNeKT

Céop O6paboTka XpaHeHve

« Bonblume paHHbie

Q)

TenemeTtpus

* AHanuTtuka

SOC «J1abopaTopum Kacnepckoro» J

MoHuTOPUHF

MpropuTnsaumns
VHUMAEHTOB C nomoLbto NI

PaccnenoBaHvie cunamu
aHanutmkos SOC

MprHUMN paboThbl

®

PeweHus «Jlabopatopum
Kacnepckoro», ycTaHOBNEHHbIE
Ha yCTpOMnCTBax 3akasurka,
COBUpPaloT AaHHble TenemeTpun
1 OTAPABASIOT VX SKCNepTam
SOC «JlabopaTtopun
Kacnepckoro.

KoHconb
ynpaBneHns

MpoaKTVBHbIA NOVCK Yrpo3

Mnatdopma pearnposaHns
Ha HUMOEHTbI

PearvposaHuve

©)

TenemeTpusa aHanvanpyeTcs
C MOMOLLbIO IHCTPYMEHTOB
MaLLNHHOMO OBYy4YeHUs Mpwn
HenocpeaCcTBEHHOM y4acTum
HaLLMX 9KCNepTOB.

c)

3awmTa pabounx mecT

MpoaykThl «JlabopaTopun
Kacnepckoro» ong salinTsl
PabOoUNX MECT U XPaHIALLMXCS Ha
HUX OaHHBIX OT BPEAOHOCHOIO
MO n apyrnx yrpos.

NT-1n OT-nHdpacTpyKTypa
KIMeHTa

Network
NZ WY
(o] Web
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Kaspersky
Anti Targeted
Attack

AreHTbl Ha KOHEYHbIX

Q ©
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SkecnepTbl SOC aHanV3npytoT
COobbITVS 6€30MacHOCTW,
yBEOOMMSIOT KNNEHTa O
BPEAOHOCHOWM aKTUBHOCTW, OatOT
pekoMeHAaLMM MO YCTPaHEHWIO
Yrpo3 1 NHCTPYKLUMIO MO
noLaroBOMy pearmpoBaHuIo.



BoamoxkHocTun Kaspersky MDR

[MonHas 6e30MacHOCTb
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Kpyrnocy TOUHbIN MOHUTOPUHI

ito)

MpoaKTNBHbLIN MOUCK Yrpo3
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ABTOMaTMYeCKoe
pearvnpoBaHue 1 gpyrue
CLieHapum pearnpoBaHns Ha
NHUMAEHTD

o
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MpsaMon [OCTYN K aHanUTKam

SOC «JlabopaTtopum
Kacnepckoro»
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BO3MOXHOCTb CaMOCTOATENbHO
3aperncTpupoBatb MHUNOEHT
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CoBMECTUMOCTb CO
CTOPOHHUMIN NPUNOXKEHNAMIN
ON4 3allnTbl pa6oq|/|x MecCT

aHune

Kaspersky MDR o6ecneunBaeT Kpyrnocy TOUHbIA MOHUTOPWHI BaLUMX
UT- n OT-cpen, rapaHTUpysa CBOEBPEMEHHOE BbISBNEHNE N YCTPAHEHNE
NoBbIX NOAO3PUTENBHBIX AENCTBUN, HE3aBUCUMO OT TOrO, KOrfa OHU
MPONCXOLST.

KomaHga SOC ncnosnb3yeT nepenoByto aHannTyKy o6 yrpo3ax
(Threat Intelligence), MawmHHOE 0byyeHme ong NPoOaKkTUBHOrO
noucka NpPU3HaKoB KOMMPOMETaLMN 1 CKPLITbIX YTPO3 B

BaLLEen MHPPaCTPYKTYpPE, KOTOPbIE MOy T 6bITb MPOMYLLEHbI
aBTOMATUYECKMMUN NHCTPYMEHTaMN 6€30MacHOCTN.

[Nocne noaTeepXxaeHns yrpossbl Kaspersky MDR npegoctaBngeT
WHCTPYKLMN ONg pearnpoBaHung, a TakXXe MOXET B YAANEHHOM pexume
BbINONHATb AENCTBUS ANS YCTPaHEeHNS yrposbl. Ecniv TpebyeTtcsa bonee
rnybokoe paccnefoBaHme, No 3anpocy KAMeHTa NoaKIoYaeTcs
komMmaHga Kaspersky Incident Response, koTopasi npoBOANT LINGPOBYIO
KPUMUHaNUCTUYECKYIO SKCNepTN3y 1 aHanns spegoHocHoro Mo
(cepBuC NprobpeTaeTcs OTAENLHO).

KnneHtel MDR vMetoT BOSMOXHOCTb 0bpaLLaTbcd K aHanmuTukam SOC
«JlabopaTopuim Kacnepckoro» 3a onepaTuBHOM SKCMEPTHOM MOMOLLIbIO
MO KOHKPETHBLIM NHUMAEHTaM 6e30nacHOCTU. AHaNNTUKL MOTY T
NpenoCTaBUTb AOMOMHUTENBHYIO NHOPMALMIO, PEKOMEHOALNN 1
noaaepXKy ang apdeKTUBHOro pearnpoBaHnNg Ha CIIOXKHbBIE YrPO3bl.

Ecnn y 3akasumka ecTb nognmcka Ha Kaspersky Incident Response,
TO Tak>Xe BK/IIOUYEHO YriybrneHHoe paccneaoBaHne NHUWAEHTOB U
pearrpoBaHne Ha HUX CU1aMU SKCNEePTOB HaLLEro MexXayHaponHoro
oTOena onepaTuUBHOIO PeLLEHNS KOMMNbIOTEPHbBIX MHLIMOEHTOB.

[Mpwv NoQo3peHUIN Ha KOMAPOMETALMIO CPeabl, KIMEHT MOXET
BPYUHYIO COOBLLNTL 06 NHLIMOEHTE Yepes KOHcosb Kaspersky

MDR. 9Ta ¢pyHKLIS OCOBEHHO MONE3Ha B CUTYaLNSX, KOrAa KINeHT
3amMeyaeT HEOBbIUHYIO aK TUBHOCTb, HE MPUBOASILLYIO K CpabaTblBaHWIO
aBTOMaTUYECKMX ONOBELLEHWNIA, N eCNN OH OBNafaeT MHCaNOEepPCKOM
nHdopMaLImen ob yrpose.

KoHburypaumsa peLueHmns no3BongeT ncnonb3osath Kaspersky
Managed Detection and Response coBMeCTHO CO CTOPOHHUMU
NPUNOXEHVSAMMN AN 3aLUUTbl Pabourx MECT, y>Ke YCTaHOBIEHHbIMU B
KOMMaHUN.



npOSpaLIHOCTb nponcxogaLinmx COObITUIA N OCBEAOMJIEHHOCTb
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Yno6Hble NaHenu MOHUTOPWHIa
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O630p BCcex 3amLLaeMbix
aKTUBOB
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MpoBepka paboToCNOCOBHOCTH
CUCTEMbl 6e30MacHOCTH
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YnpaBneHue peLueHnemM Yepes
REST API

(Q)

BapunaTtrBHOCTb KaHanoB ang
MonyYeHns yBeOAOMNEHNI U3
koHconn MDR

aHune

Jawbopabl cogepXaT cBeAeHMs 06 akTUBHbIX MHUMAEHTax
6e30MacHOCTM 1 X CTaTycax, KONM4YecTBe 3aLlmLLaeMblX YCTPOWCTB,
OTBETHbIX Mepax Ha UHUMAEHTbI 1 MHOroe gpyroe. bnarogaps aTomy
KJMEHT MOXET CNeanTb 3a CUTYaumeln B peXnMe pearnbHOro BpeMeHN.

PelueHne HarngagHo 0T06pa>|<ae'r COCTOSHME BCEX aKTUBOB B BaLLEN
ceTun, obecneunBas YBEPEHHOCTb B TOM, YTO BCE pa6oq|/|e MecTa
YUTEHbI N 3alUMLLEHbI.

DYHKLNS MO3BONUT BbIICHUTb, KAK/E PeCYPChl 3aLLMLLEHBI C MOMOLLIbIO
Kaspersky Managed Detection and Response, a kakve He oTnpasnsnv
TENEMETPUIO B TEUYEHNE OMNPELENEHHOrO NEPUOLA BPEMEHM.

Bo3MoOXXHOCTb ckauvrBaTb gaHHble U3 Kaspersky Managed Detection
and Response, BINONHATE X fanbHENLLINM aHanns n opmMmpoBaTb

Ha VX OCHOBE OTYeThl ANF MOCAEAYIOLWEN NHTErpaLyumn C opyruMm
cncTeMamMin U cneumannanpoBaHHbIMU NpunoXxeHnamn. REST API
ncnonbadyeT npoTtokon HTTP n Habop MmeTonoB 3anpoca/oTeeTa. OH
Mo3BOMSET YNpaBnaTh pelleHnem Kaspersky MDR He Tonbko Yepes ero
COBCTBEHHYIO KOHCOJSIb, HO 1 YePE3 CTOPOHHEE PeLLEHME.

[Nonb3oBaTenu MOryT nony4vaTtb yBeaoMneHus ot Kaspersky Managed
Detection and Response 0 3aperncTpupoBaHHbIX HLMOEHTaX U
OBHOBEHWM AaHHbIX O HX MO SNEKTPOHHOM NoYTe 1/nnu B Telegram.

PernoHbl nokauumm aHanntmkos SOC
«JlabopaTopun Kacnepckoro»

D Poccinga
zD BavyxkHum BocTok
:’D EBpona

‘D JlaTnHckaga AmMepuka

@ Mbl 3aLmLaem 6onee 220 000
komnaHu noyty B 200 cTpaHax
1 PErVOoHax




[Mopaep>kmBaemble NPOAYKThI
«JlabopaTopuun Kacnepckoro»

CueHapuin akTnsaummn
Kaspersky MDR

CyLLecTByOLWME UV HOBbIE
MoNb30BaTENV PELLEHN
«JlabopaTopum Kacnepckoro»
A9 3alUTbl paboynx MecT

CyLLecTByOLWME NN HOBbIE
KJIMEHTBI, ICMOJIb3YtoLLme
BUPTYanbHble MHPPACTPYKTYpPbI

CyLluecTBytoLme nm
HOBbIE MOMb30BaTENN
Kaspersky Anti Targeted
Attack (KATA)

CyLuecTByOLME UV HOBbIE
nonb3oBaTtenu Kaspersky Industrial
Cybersecurity for Nodes

HoBble KIMeHTbI, UCMOosb3YytoLwue
CTOPOHHME NPOAYKThI ANS 3aLUThI
pabounx MecT

MpopykTbl «JlabopaTopun
Kacnepckoro»

- Kaspersky Endpoint Security
ons Windows / Mac / Linux

- Kaspersky Security ons
BMPTYanbHbIX cpep, - Jlerkui
areHT ong Windows / Linux

- Kaspersky Anti Targeted Attack

- Kaspersky Endpoint Security
ans Windows / Mac / Linux

- Kaspersky Industrial
Cybersecurity for Nodes

- Kaspersky Endpoint Security
ang Windows B KoH®Urypaumm
areHta EDR

B kaxxgom CUeHapun MOoryT UCnoJib30BaTbCy AOMOSIHUTENbHbIE KOMBUHaLunn NPOAYKTOB.

[MpenmywecTBa

[MonHodyHKLUMOHanLHoe
ObHapy>XeHve yrposa 1 salmTa
pabounx MECT KIINEHTA.

MNonHOGYHKLUMOHANBHBIN
MOHUWUTOPWIHT YIpO3 1 3aLuuTa
BUPTYasbHbIX MaLUVH.

Kaspersky MDR nony4yaeT gaHHble
O KPUTUYECKMX NHUMOEHTAX,
KOTOpble 0O6HapPY>KeHbI CUCTEMaMM
IPS/IDS' nnn necoYHnLEN.

Kaspersky MDR nossonseT
nonb3osatenam KATA
paboTaTb C NPOABUHY ThIMU
APT- o6Hapy>XeHnaMu
HernocpencTBeHHO Yepes
Kaspersky Anti Targeted Attack.

KpyrnocyTOUHbI MOHUTOPVHT,
MOWCK 1 OBHapyXXeHMe yrpo3
B OT-cpene

MOHUTOPWVHT 1 06HapYXeHne
VHUWAEHTOB, HO 6€3 MOHOLLEHHO
AHTUBMPYCHOW 3aLlUThI.

ky Endpoint Security gna Windows & «orHdurypaumm aredta EDR

Endpoint Security ans Windows MOXHO yCTaHOBWTb HapsiAy CO CTOPOHHMMMU

T B pexxume areHTa EDR — 1o ecTb ang nHterpaunv Kaspersky MDR B

H3us Kaspersky Security ons 6usHeca. B atom cnyyae Kaspersky
MOHWUTOPVIHra 1 He obecneyYnBaeT 3aLnTy pabourx MECT.


https://support.kaspersky.com/help/KESWin/12.3/en-us/257253.htm

Yem Kaspersky MDR
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PelweHne cospgaHo nugepom B cpepe b

«JlabopaTopus Kacnepckoro» — kpynHenwas B

MU1PE HE3aBMCHMas KOMMNaHNs, 3aHMatoLLasCs
KnbepbesonacHOCTbIO. Mbl 3aHMaeM NMAMPYOLLME NO3NLAN B
0671aCTV TEXHOMNOM NN 1 UCCNenoBaHWn yrpo3, a Hallu peLLeHns
3awyaoT 6onee 220 000 komnanwin noyTy B 200 cTpaHax

1 pervoHax. 3a nocneaHve 10 neT NpoayKkThl «JlabopaTopun
Kacnepckoro» mpuHanu yuactvie B 927 He3aBUCUMbIX TECTaX U
0630pax, B KOTOPbIX 3aHsIM 680 NepBbIX MECT.
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Me>K,u,yHapo,u,Hoe npmncyTcTeBmne N 3alllnTa
I'IpG,D,I'IpVI‘;'ITVIVI BO BCeEX OTpacngx

Kaspersky Managed Detection and Response obecneuvisaeT
KPYrIOCY TOYHYIO 3aLLMTY KOMMaHWii Nio6oro pasmepa,
HEe3aBVCMO OT YPOBH4 VIB-3penocTu, HanpasneHus

OEATENbHOCTU I MECTOHAXOXAEHWS. Halm KNNEHTbI AENATCS
CBOWVIM OMbITOM UCMonb3oBaHus Kaspersky MDR.

CoBMECTMMOCTb CO CTOPOHHUMM
peLleHnsSMn ANg 3awmnTbl pabounx mecT

Kaspersky Endpoint Security ans Windows MOXHO
CMOSb30BaTb HAPALY CO CTOPOHHUMW PELLEHNIMUN A5
3alWnTbl PabouMx MECT B pexume areHTa EDR.

YHuKanbHas aHanMTuka yrpos

B ocHoBe paboThl cepuica Kaspersky MDR — 6onee 20 feT onbiTa HallMX 9KCNepPTOB Y HECKOSIbKO NeTabanToB
OaHHbIX 06 Yrpo3ax, KOTOpPble HEMPEPLIBHO MOCTYMaoT CO BCEro Mvpa. Mbl MonyYaem aHannTuKy He TONbKO
N3 OTKPbITbIX UICTOYHUKOB — HaLLIW 3aMaTEHTOBAHHbBIE TEXHOMOMM COBUPAIOT AaHHbIE O TEKYLLMX aKTUBHbIX

Yrpo3ax B peasibHbIX Cpeaax.

OT APYrnX peLueHni

1S

Mex(,uyHapo,u,Hasl KOMaHAa 3KCrnepToB

SOC «JlabopaTopu Kacnepckoro» — 9To KoMaH4a 3KCrepToB
¢ 10-N1eTHNM OMbITOM OBHAPY XEHWS 1 PaCCedoBaHNS CaMblX
PasHbIX MHLMOEHTOB 6e30MacHOCTY BO BCEX PEeroHax v
oTpacnsx busHeca. VIx kBanndukaLs NoATBEPXKAAETCS
MHOIOUYNCTIEHHBIMY CEPTUdUKATAMM.
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np03paL-IHOCTb N npakTn4yeckasqa aHaimTuka

PelueHe He TONbKO YBEAOMIASET 06 OBHAPYKEHHbIX
NHUWAEHTAaX, HO Y MPeOoCTaBNseT Noe3Hble aHaMUTUYECKmE
[aHHbIE HaPSAy C PEKOMEHOALMSAMI MO PearnpoBaHnio Ha
OBHapy>XeHHbIE YrpOo3bl 1 X MPEAOTBPALLEHWIO. EXXEroaHo Mbl
ny6nvkyem B o6Lem gocTyne MDR-aHanuTuKy, Conepallyto
CBeLEHVS O NPeobnafatoLX TEHAEHUMSX U COCTOSHUM
naHawadTa yrpos, akTyanbHbIX LS HALLUX KIIMEHTOB.

Moppep>xka Heckonbknx OC

PelleHne coBMECTUMO C caMbiMy MOMNYASPHBLIMIA
onepaunoHHbIMy cructeMamu: Windows, Linux n Mac.

[EE Windowsj [{} Linuxj [C‘j’; MacOSj



https://securelist.ru/category/posty-o-soc-ti-i-ir/
https://www.kaspersky.ru/enterprise-security/resources/case-studies
https://www.kaspersky.ru/top3
https://support.kaspersky.com/help/KESWin/12.3/ru-RU/257253.htm
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