O MBHaA NMOMOLLb
No UHpOpMaLIMOHHOM
oesonacHocTn ACY TI1

lkaspersky go.kasper


https://go.kaspersky.com/ru-ics-kit
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KICS cerogHsi

45 000+

lMpombliwneHHbIx APM/cepBepoB
nop 3awuTton KICS for Nodes

Konuyectso npoektoB B 2021

[MpoMbILLNEHHbIX CETEN NOA 3aLLUTON
KICS for Networks

KnneHToB no Bcemy mupy



YTo HOBOro?

f " JlabopaTtopus N f [MpomblLLIEHHAs \
u’ Kacnepckoro BHecna NHpPACTPYKTYpa 3aBoda
Bknag B obecneyeHune KMZ «KAMAS3» nog sawmnton
POCB;E:::TOM ©e3onacHoCcTH «JTabopaTopum
JlenuHrpagckon ASC Kacnepckoro»

\- / \- J

4 )
YcTb-KameHoropckas JlabopaTopusa Kacnepckoro

@ vt [ OC vcnonbaveTcs KICS pa3BuBaeT

- ans obecnevenunsa b coTpyaHuyectso ¢ ACY TIM
ACY TI YOKOGAWA 5

. ACY TN y eHgopamm

e ~ EMERSON
3mepcoH u JlabopaTopusa
Kacnepckoro oobeanHmnnum

m yeunus anst knbepaawmnThl EKPH SIEMENS
3APYBEXXHE®Tb ' 5ApyEEXKHEDTL-

AOBbIYA XAPBATA
\ CBWECTBO © OFPAHHYEHHOR OTEETCTEEHHOCTHI ﬂo6b|qa Xapbﬂ ra » /



https://ics.kaspersky.ru/media/Kaspersky-LAES-Case-Study-Ru.pdf
https://forbes.kz/process/technologies/kiberbezopasnost_v_energetike_pochemu_eto_vajno/
https://forbes.kz/process/technologies/kiberbezopasnost_v_energetike_pochemu_eto_vajno/
http://ics.kaspersky.ru/media/KICS-KAMAZ-Success-Story-Ru.pdf
https://ics.kaspersky.ru/resources/#stories
https://www.emerson.ru/ru-ru/news/automation/1903-deltav-zarubezhneft-ru

CoBpeMeHHble Nb-peanuu

Yxop 3apybexHbix BeHaopoB ACY Tl n VB ¢ poccuinckoro pbiHka

Hnakum ypoBeHb ocBegoMIIEHHOCTM nepcoHarna o6 yrposax b B ACY TT1

MoBbILLEHHbIN YPOBEHb Knbeparpeccum B OTHOLLEHMN POCCUNCKNX
NPOMBILLIIEHHBIX NPeanpUATUN

OcnabneHne ypoBHS 3alLMLLEHHOCTN KOPMOpaTUBHON MHAPACTPYKTYpbI
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[1naH onepatneHOM nomowm B pamkax cepsuca Kaspersky Industrial Emergency Kit

OKcnpecc-oLeHKa 3aLLMLLEHHOCTM U OTYETHOCTb

Kaspersky [MepcoHanuanpoBaHHbIN
Digital Foatprint ) o1yeT 06 yrposax
Intelligence
Ha opraHu3sauuo

= Kaspersky

hﬂ Industrial

CyberSecurity

Okcnpecc-ayaunt
MHGPACTPYKTYpPbI

o Kaspersky AHanuTu4eckmne oTyeTbl 5
w ICSThreat ob yrposax Ha NnpoMbILLUNEHHbIN

Intelligence CeKTOp P e3yn bTaT

CospgaHue umdpoBon mogenu cuctemsl b

o Kaspersky
[MacnopTtusauns Ask the Analyst
O6cnenosaHve 1 NOAroToBKa AaHHbLIX ) Kaspersky 0 S g
Aans 3arpysku B Kaspersky Security CAD &7 | Security CAD pasp o yrp
W HapyLuuTenei
[NoBblWEeHNEe 0CBELOMEHHOCTH KOHCYNbTALMS C 3KCMEpTOM
no pesynbTaty NpoBeAeHHON
paboTbl, MHTEPNPETaLMSA
Kaspersk .
|CSF‘CER-|-Y Training OBy4eHue no nporpamme «OcHoBbI MHhopmaLmoHHon 6esonacHocTn ACY TIM» OT4ETOB N NpenocTaBrieHne
pekomMeHaauni
2 MecsL 3 mecsu

Crapt pabot 1 mecsiy
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Kaspersky
Industrial
CyberSecurity

READY

Plug and play




Time-critical planning %

MpeseHTauna pesynbLTaTos

cDOIZ)MMF)OBaHMe M OTNPaBKa OTYETA

C6op M aHaNU3 JaHHbIX

YcTaHoBKa 060pyaoBaHMA 3aKa34MKOM Ha OOBEKT
Week 2

Mepeaaya 060pya0BaAHMA U LOKYMEHTALUN

Week 1
3aknryeHue CeEpBUCHOIo Aorosopa

10



OtyeT 06 ayaute

1. Executive summary (04HOCTPaHUYHbIN
0630p AnA Ton-meHeaKMeHTa)

2. OnuncaHue cuctemol

(pesynbrat paboTbl moayna
nuBeHTapulaumnm KICS for Networks)

3. OnuncaHme obHapyKEHHbIX
YA3BUMOCTEMN U YyIpo3

4. PeKomeHAaumMmM no NOBbIWEHUIO
YPOBHA 3aWMLEHHOCTH

— EXECUTIVE e

SUMMARY

vulnerabilities
found Internet
= .
So_ // g d ;& ~
\\\»p/v
‘ 98 nigh s

-
medium §
L2

-

a -
| 36 low ' . (off Level3 |
L2 < :
b Industrial zone
Level 2
evel 0 O] Coll'area Cell area and control
Bassc contiol Area supervisory
control

109 91 2

Level 1 Level 2-3 Level 6

Cell area Industrial zone and cell area Internet

The current production The production management Some software has high
infrastructure allows system does not have an vulnerabilities that could
hackers to get access to intrusion detection service, so give hackers opportunity to
the PLC of the production you will never know that you enter the system

line and stop production were hacked until it is too late

Summary of recommendations

3 | kaspersky
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O cepsuce

Llenb

OnpepeneHne
NOBEPXHOCTH
noTeHUMarnbHbIX
KOMMNbIOTEPHbIX aTak n
nosiydeHne nHgopmaumm o
FOTOBSILLMXCS UK YXKEe
peann3yemMbix aTakax Ha
opraHmsaumio

Nccnepyembie
pecypchl

[(MaBHbIN oduc, NIoKarbHble
ouckbl N nogpasgeneHus,
aovepHue obuecTsa

13

CepBuc

TonbKO NaccuMBHbIE
MeToAbl aHanm3a

* Ackno4YyeHne akTUBHOro
B3aMMOAENCTBUS C

NHJOPACTPYKTYPOMU

Pes3ynbTtaTt

» OTyeT C pesynbTatamv aHanuaa u
OnMMCaHMEM TEXHUYECKUX AeTanemn

* Bce nony4yeHHble JaHHbIE B
dopmaTte Excel



NCTOYHUKM OaHHBbIX

NHBeHTapusauuns
nepumeTpa ceTn'

» [locTynHble cepBUCHI
* BbisiBNeHne ysi3BUMOCTEMN
* AHanms aKcnsionToB

1
Bkntoyasa obnayvHble cepBUCHI, ykadaHHbIE 3aKa34nKoM

NHTepHeT, gapkHeT
n rnybokas ceTb

AKTUBHOCTb KWGEPNPECTYMHUKOB
YTeukn nidopmaumnmn n y4eTHbIX
OaHHbIX

WHcangepsbl

lMoBegeHne coTpygHUKOB

B COLManbHbIX CETSX

basa 3HaHuu
Kaspersky

* AHarnus aK3emnnapos
BPEAOHOCHbLIX Mporpamm

» OTcnexuBaHue
©0THETOB 1 huLLnHra

 Sinkhole-cepBepbl 1 cepBepbl
c BlNo

* AHanutunyeckue ot4eTbl 06
APT-yrposax

* [loToku gaHHbIX 06 yrposax

14



Digital Footprint nsHyTpm

Yrpo3bl, CBA3aHHbIE C
YySI3BUMOCTSAMW Ha
CeTeBOM NepumeTpe

B

Kaspersky
Digital Footprint

Intelligence AHanm3 aKTMBHOCTU
BpenoHocHoro 10

Yrpo3bl CO CTOPOHDI
KnbepnpecTynHNKOB

AHanus yTeyeK JaHHbIX

15



Digital Footprint Intelligence

Bawwu

AaHHble

+ IP agpeca
» [omeHHble

MMEeHa

* OpFaHVI3aLI,VIOHHa

A CTPYKTypa

* KnoyeBble cnosa

Nccneposa
Hue
CeTeBoro
nepumeTpa

&

AHanus
aKTUBHOCTU
BPEeAOHOCHOro
MO n yrpos co
CTOPOHbI
Knbepnpectyn
HWKOB

e}

(>
\

ﬁ
~_'

Kaspersky

Base

C

AHannTndeckue
OTYeTHI

)

YBegomneHnus
06 yrposax

C

Real-time nouck B 6asax

3HaHun Kaspersky
darknet pecypcax

n

)

16
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Kaspersky Security CAD

KomnnekcHoe uncpoBsoe EavHaa cnpaBo4vHas nnartdopma
npeactaBrieHne o6LEKTOB No NpeanpusiTUO U ero cuctemam
3awmnTbl U cuctembl b NT, OT, b

~— /

2

N T

ABTOMaTU3NpoBaHue ABTOMaTU4YeCKUE
MoaenupoBaHue yrpos AOKYMEeHTUpoBaHue
N Mep 3aLmThl no FOCT

18



[MacnopTusaumst 06BLEKTOB (34€Cb U cenyac) 1

Ly T S S — NC 220 kB

MC220KB  omoere  Homme aamee Maaens yrpaa i reppn. . Temwecunhingoss Loyt

{3 &)
' Aepopumumn o rpssere

SocurityCAD SecurityGAD
., aaasn
-

0 Apsem

& - L-TP~

C6op aaHHbIX MpeobpasoBaHne CTpykTypmpoBaHue nHpopmMmauum Lindposasa mogens
N3 pasHbIX N cuctemaTmsaumsa AaHHbIX B BMAE Mogenu obbekTa B MHTEpdence
NCTOYHMKOB B MalLMHoYUTaembIn oopmat Ha 6a3e 3agaHHbIX JIK npasun nonb3oBaTens



PaspaboTka mogenn yrpo3 n NpoeKTHbIX peLleHui (cpasy nnm npm HeobxoaMmocCTH)

Mopenb obbekTa

PacuéT yrpos

NN Bepétcsa nepebop TEXHUK
N TakTuK n3 metogmkn ®CTOIK,
C Y4ETOM OCOBEHHOCTEN
OOBbEKTOB N UX CBONCTB

et

HokymeHT
«Mopgenb yrpos
W HapyLumTesnen»

20

PacuéT mep 3awmThl Mopenb
CNpPOEKTUPOBAHHOIO
Ons chopMUpoBaHHbIX ob6beKTa

aKkTyarnbHbIx yrpos, A
BblIBUparTCs onTMMarnbHble
Mepbl, AN NMOSTHOrO BbINOMHEHUS
187 @3

MpoeKTHble AOKYMEHTbI:
* MNOSICHUTEeNbHas
3anucka,



Kaspersky Industrial
Emergency Kit

Kaspersky
ICS Threat
Intelligence

[MognncoYHbIn cepBUC C AOCTYNOM
K perynapHblM oT4eTam Yyepes BeO-
noptan

kkaspersky



Komanaa

Kaspersky
ICS CERT

22

MepBbI nHOYCTpUanbHbin CERT B kOMMepYeCcKon opraHusaumm

30+ skcnepToB B obnactun uccnegosanum yrpos ICS,

pearnpoBaHnda Ha MHUMOEHTblI N aHalnn3a B©e3onacHoCTH

Mmeem ctatyc CVE Numbering Authority (CNA)
c npaBoM peructpaumn CVE IDs gna ysa3sumocTen

OdumuymnanbHO aBTOPU30BaHLI UCMOMB30BaTh
HaumeHoBaHue CERT ot Carnegie Mellon University

OB6HapyXunu sHaunTenbHOE YNCO HOBLIX (zero-day)
yszBumMmocTen B obnactn ICS u lloT

ABnaemcs YneHamm MHOrmx MeXayHapoaHbIX OpFaHVI3aLI,I/IIZ

* ¥ @
:*en}sa = - I E E E industrial intemet I3
x o ije]  Advancing Technology CONSORTIUM  GLOBALPLATFORM’ ! K"

for Hurmanity


https://cve.mitre.org/cve/request_id.html#k
https://www.sei.cmu.edu/education-outreach/computer-security-incident-response-teams/authorized-users/index.cfm

Twunbl oTYETOB -

OTyeTbl NO KOHKPETHbLIM aKTyanbHbIM Yyrpo3am HanpasreHHbIM Ha ACY TI1
PerynsapHblie otyeThbl no yrposam ACY TI1
@ O630pbI naHawadTa yrpos

M Panuue onoselleHusi 06 yrposax

L Pe3yl1bTaTbl FHY6OKI/IX nccneaoBaHUm YA3BUMOCTU NPOAYKTOB U TEeXHOJIOrnm

OT4eTbl C aHaNM30M U3BECTHbIX YsI3BUMOCTEN
@Q’ (Yxe ckopo) AHanuTMKa no 6e30MacHOCTU KOHKPETHbIX MPOAYKTOB

(‘QD OnoBelyeHNs 06 yA3BUMOCTSIX HYNIeBOro AHA



ICS Reporting Ha Threat Intelligence Portal: Mpumep

Kaspersky
Threat Intelligence Portal

28 Home
Q, Threat Lookup

88 Research Graph

fu] Reporting ~

APT Reports

Crimeware Reports

ICS Reports

Threat Analysis

APT C&C Tracking

m % 9 @ —

Datafeeds

E)

What's New and Upcoming

e =

News

Digital Footprint ¥

WHOIS Tracking v

Reporting 177

3, Master YARA

4, Masterloc
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* Ortyetbl Vulnerability Analysis
OtyeTbl Vulnerability Research
OrtyeTbl No Threat landscape
OtyeTtbl No yrpo3am APT

PekomeHpaunm no
YA3BUMOCTSAM

Cyberthreats to industrial organizations - January 2022 Defense  Energy  Manufacturing  +19

Pryi vulnerabilities to deploy gainst building i Logistics ing i vy

e o § e Tunbl oTyeTOB
> 28Mar2022 ICs m Vulnerability Analysis: Schneider Electric Modicon M340 and M580. Denial-of-service throu|
specially crafted project file 4—
Four denial-of- ice v iliti found in the Schneider Electric Modi...
Download: Report (En)
> 23 Mar 2022 Ics 1SaPWN - research on the security of ISaGRAF Runtime
In early 2020, Kaspersky ICS CERT found nine vulnerabilities in the 1ISaGRAF Runt...
Download: Executive summary (En) Report (En)
> 10Mar2022 ICs Cyberthreats to industrial organizations - February 2022
This report provides an overview of cyber activities disclosed in February 2022 .
Download: 10C  Report (En)
> 22Feb2022 Ics Vulnerability Analysis KLCERT-18-104: Siemens SIMATIC/SIPLUS §7-1500 CPUs. D ure of i
“Foreshadow-NG")
Three vulnerabilities leading to information leakage exist in Intel microprocess...
Download: Report (En)
* 16Feb2022 Ics
This report provides an overview of cyber activities disclosed in Januagf022 t...
Download: 10C  Report (En)
> 14Feb2022 ICs
In mid-October 2021, we discovered an active ShadowPad backdoor that affected a .
Download: YARARule I0C Executive summary (En) Report(En)
> 3Feb2022 ICs

Advisory KLCERT-19-158: Emerson PACSystems RX3i CPL410 CPUs. VxWorks RTOS. Denial of Service and remote code execution via TGP Advisory Emerson  ICS  +12
‘Urgent’ pointer state confusion

***UPD: Suricata rule has been added as a separate file*** CVE-2019-12261. CVSS...
Download: Suricata  Report (En)



OTtyeTbl 0 LeneBbix atakax Ha ACY TT1

TLP: AMBER
Kaspersky ICS CERT lkaspersky

Lazarus Targets Defense Industry with
ThreatNeedle

ICS reports service

Version: 1.0 (28.10.2020)

Executive Summary

We've recently noticed that Lazarus group launched attacks on the

ThreatNeedle cluster, shifting their targeting. Investigating this a

investigate the complete life cycle of the attack, uncovering more technical details and
connections with other campaigns of the group.

The group made use of COVID-19 themes in their spearphishing emails, dressing it wnh
personal information they gathered using publi ailable sources. After g:
foothold, the attacker gathered credentials and moved laterally seeking crucial

victim environment. We observed how they overcame network segmentation by gaining
access to an internal router machine, configuring it as a proxy er, allowing them to
exfiltrate stolen data from the intranet network to their remote

During this i i ' i igating L:Jzarus
command and i

several scripts we p attacks by this group. We observed that the :mm:k
targeted the defense industry on a global scale.

This report in a nutshell:

Lazarus group targets defense industry on a global scale using ThreatNeedle cluster;
The group used highly targeted spearphishing email using COVID-19 related contents;
Ve misconfigured internal router;
uster and operation AppleJeus.

~ Threat actor profiles

- Mapping to ATT&CK

7 Executive summary

Deep technical analysis

- Conclusions and recommendations

Indicators of Compromise and YARA rules

— Periodicity: Immediately after discovery

25



YBepomneHus o 0-day

Kaspersky ICS CERT kaspersky

Security alert: Schneider Electric. Modicon
Controllers. UMAS Improper Authentication
Vulnerability

Version: 1.0 (04.02.2021)

Kaspersky ICS CERT! has identified a critical vulnerability in the UMAS protocal {Unified
Messaging Application Services), an extension to the Modbus protocol from Schneider Elecinic
used for controlling and monitoring the Modicon PLCs. Kaspersky ICS CERT is actively
coordinating with Schneider Electric on this matter.

The vulnerability identified poses a risk to the normal operation of the Modicon M580, Modicon
M340, Modicon Quantum and Modicon Premium devices that use UMAS. The CVE? identifier,
CV'SS? score and vector, and a likely CWE-ID?® number of the vulnerability are provided below:

KLCERT-

CVE D CVSS CWE
Score 0.8 (Critical) -
CVSS:3 IVAV-NIAC:LIPR-M/ULN/S: LG HI- HIAH:

= Remotely exploitable: access to open port
(ZZD\;El-_ KLCERT- 5S02/TCP is required
S 20-081 Mo user interaction is required Bypass
Mo privileges are required Spoofing

Low skill level to exploit
Tetal loss of confidentiality, inteqrity and
availability

Kaspersky ICS CERT reported the vulnerability to Schneider Electric on October 21, 2020

Schneider Electric is establishing a remediation plan for future versions of Modicon M580 and
Modicon M340 products that will include a fix for this vulnerability. A prefiminary notification
di including ded mitigati will be released on ZSghpeider Fleciric's
Sybersecyrity poria

To reduce the risk of exploitation, Kaspersky ICS CERT recommends the following:

* A border firewall (or a similar network traffic control solution) passing traffic into the
device's network segment should be configured to allow traffic to port S02TCP from

authorized parties only.

—> Vulnerability description

—> CVSS score and vector

—> Attack conditions and potential impact

—> Vendor’s plan
—> Workaround recommendations

—> Periodicity: ASAP according to
Responsible Disclosure Policy



Kaspersky Industrial
Emergency Kit

Kaspersky
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Mopaynb no 6e3onacHoctn ACY TT1
Ha nnatdopme Automated
Security Awareness (ASAP)

Kaspersky ICS CERT
kkaspersky



OHnanH-Kypchl

ﬁutomated Securitﬁ

Awareness Platform

[MnaTtdgopma BKItoHaeT Kypchbl
MO BCEM KITHOYEBBLIM TEMAM
KnboepbesonacHocTn ansa
COTPYOHMKOB pa3HOro ypoBHS,
BKJTIOMas TeMaTu4ecKum
MOAYIb MO UHAYCTpPUanbHOW
(ACYTI) knbepbesonacHocTun

N /

KunGep6esonacHocTs
MPOMBILLTIEHHBIX CUCTEM

OnemeHTapHbIiA

—
@ GnextporHas nouta @ TMaponu u yueTHbie 3anucu Be6-cailitbl u MHTepHeT
CoupanbHsle CeTW N MeCCeHIXeps! BesonacHocTs K

@ BesonacHoCTs MOBUBHBIX yCTpOcTB ® 3Bawwura KOHbWOEHUMANbHBIX aHHbIX

[ GDPR‘I. KnbepbeaonacHoCTb MPOMBILLINEHHBIX CUCTEM I

@ FBesonacHocTs BaHkosckux kapT u PCIDSS

28



[Mpumepsl

MHUUAOEHT U EFO NOCJIEACTBUA

MnaH 3aHaTUI

Tecr Caanre, utobbl npony]

ATaka unu HesepHble AencTs
npuBecTH K Hapywexuto 6e30)
WUCXOAOM, TO €CTb K UHUMAEH

® Ypok

* [Mouemy npouecc opra
* BsavmopeiicTaue nHxg PaGCMOTpMM npumep BO3HWMKHOBEHWA YA3BUMOCTHA I'IpOMbILIJJ'IeHHOFI
* MonuTtopunr B ACY TI
* [loyemy B sawmTe ACY

CUCTEMBI N3-32 HENPaBUIEHOMO aAMUHUCTPUPOBAHNSA. BarnsaHUTe Ha
cxemy cetn HIMN3 Ha n3obpaxkeHnn. HeBoOpYKeHHbIM B3rMsA40M 3aMETHO,

* Kak oBecneuuTs 6e3o

* OcoBenHocTv 0BHOEN YTO B CTPYKTYpE CETWU U NPeanpusaTsa npoucxognT Becnopsaaok. MNoyemy
* BaaumopnencTsne cucT] Tak BblLUJ_lO’)
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Kaspersky Ask
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Kaspersky Ask the Analyst

= $H i -

Descriptions of threats,

APT and Malware ICS Related vulnerabilities and related I Dalllr_kweb
Crimeware Analysis Requests 10Cs ntelligence

31

pa3bACHeHuA No nosoay
BbINyLWEHHbIX OTHETOB

|}
|}
l
[OMNonHUTENbHas :
MHOPMaLMA No nosoay !
ysizsBumocTeint ACYTI :
|}
|}
|}
|}
|}
|}
|}

NOMOLLb C aHanM3oM
ACYTI-3noBpenos

pasbsCHEHUs Mo
HOPMaTMBHO-
perynstopHoii 6ase
1 cTaHdapTam

B «anTeyKky» Ub Bxoaut (tlecprBaHHoe KOJIN4EeCTBO HYaCoOB KOHCYJIbTaluUN C IKCNEepTom



Kak aTo paboTtaeTt

3anpoc

lNonb3oBaTenb

(N

O6bsAcHeHME
(ecnu HyHO)

> (O ]—

Kaspersky
Support

—Q@ —

KomaHpa Global
RENCE W EWSTS

%@—

KomaHpa Global
Emergency Response

Komanga Threat
Research

-0

KomaHpa Digital
Footprint Intelligence

- @

KomaHpa ICS CERT

OTtyeT
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[Nonb3oBaTtenb



[1naH onepatneHOM nomowm B pamkax cepsuca Kaspersky Industrial Emergency Kit

OKcnpecc-oLeHKa 3aLLMLLEHHOCTM U OTYETHOCTb

Kaspersky [MepcoHanuanpoBaHHbIN
Digital Foatprint ) o1yeT 06 yrposax
Intelligence
Ha opraHu3sauuo

= Kaspersky

hﬂ Industrial

CyberSecurity

Okcnpecc-ayaunt
MHGPACTPYKTYpPbI

o Kaspersky AHanuTu4eckmne oTyeTbl 5
w ICSThreat ob yrposax Ha NnpoMbILLUNEHHbIN

Intelligence CeKTOp P e3yn bTaT

CospgaHue umdpoBon mogenu cuctemsl b

o Kaspersky
[MacnopTtusauns Ask the Analyst
O6cnenosaHve 1 NOAroToBKa AaHHbLIX ) Kaspersky 0 S g
Aans 3arpysku B Kaspersky Security CAD &7 | Security CAD pasp o yrp
W HapyLuuTenei
[NoBblWEeHNEe 0CBELOMEHHOCTH KOHCYNbTALMS C 3KCMEpTOM
no pesynbTaty NpoBeAeHHON
paboTbl, MHTEPNPETaLMSA
Kaspersk .
|CSF‘CER-|-Y Training OBy4eHue no nporpamme «OcHoBbI MHhopmaLmoHHon 6esonacHocTn ACY TIM» OT4ETOB N NpenocTaBrieHne
pekomMeHaauni
2 MecsL 3 mecsu

Crapt pabot 1 mecsiy

33



Hawwn npenmyuiectsa

N 0N 0D

bpeHa, n3secTHbI BO BceM Mupe. OgHa 13 KpynHENLMX YaCcTHbIX
KOMnaHnn B cdhepe knbepbesonacHoOCTH

bonee 10 net «JlabopaTopusa Kacnepckoro» paspabartbiBaeT
N npegnaraeT pelleHns ana 3awnTbl NPOMbILWNEHHbIX NpeanpUuaTnn

«JTabopaTtopusi Kacnepckoro» obnagaeT NpoeKTHbIM OMbITOM
BHEOPEHMSA B pa3HbIX oTpacnax: 4obblva NonesHbiX NCKonaembix,
9NEKTPO3HEPreTHKa, NPOMbILLIIEHHOCTb, TPAHCMOPT W MNp.

KomMnaHnsa nmeeTt B CBOEM COCTaBe crneunanm3npoBaHHble 3KCMEPTHLIE
noapasgeneHus (ICS CERT, GREAT), B cocTtaBe KOTOpbIX paboTaroT
9KcnepTbl MeXOYHaPOLAHOro YPOBHS

KayecTBO pelleHnin n cepBMcoB NOATBEPKAEHO MEXOAYHAPOAHbIMU
aHanNUTUYECKUMWN areHTcTBamMu
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