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66%

62%

60% 60%
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57%
56%

Ransomware DDoS Cryptomining APT Supply-chain Data theft Cyber-espionage Cybersabotage

WNcTounuk: Kaspersky Survey, 2022
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31,6%

31,5%

BekTop
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23,7%

22% 19% 13%

drHaHCcoBbIE
opraHusavuu

[MpombiLneHHbIe "ocynapCTBEHHbIN
npeanpuaTUs CeKTop

Uctounuk: Incident Response Analyst Report, Kaspersky
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Ha ocHOBE Halueu
CTaTUCTUKW

Mbl COCTaBWN
rpadpuK NogBNEHUS

HOBbIX FPYMNMNPOBOK
Ransomware

2017 |

2018 |

2019 |

2020 |

2021 |

2022 |

PClock
Matrix
Poster
Manna
Fairy

Nubi

Magni
Phobos
Clop
GandCrab
WhiteRose
Ryuk
LimeRat
WannaCash
Stop/DJVU
Anatova
Vega

JNEC
JSWorm
VoidCrypt
DoppelPaymer
NetWalker
Medusa
Thanos
Lockbit
Makop
RagnarLocker
TeslaRvng
WannaRen
Snake
Avaddon
EvilQuest
Darkside
MountLocker
Egregor
HelloKitty
Suncrypt
Lorenz
Quoter
Jesus
DiscoRan
Hive
AvoslLocker
Loki

Chaos
Diavol
Polaris
BlackCat
NightSky
Stormous
Freeud

WannaCry
Pycl
Ranion
Ferber

MacRansom

Pyrgen
Ordin

BlackHeart

Scrobo

MegaCortex

RobbinHood
Wesker

Snatch
NextCry
PwndLocker
Bitpylock
Conti
Blackin

Ransomexx

GottaCrypt
Fonix

XmrLocker

Coronalock
DeathRansom
Pysa

Qlocker
Everest
Zikma
Scrypt
LockFile
Blackbyte
Prans
Rook

Krus
Pandora

Erebus PetrWrap
BTCWare

Tiny Everbe
Jaff Rao
Erebus NotPetya

BadRabbit

Dertr

Maze

WastedLocker
DMR

Cuba Sorena

Sfile

Cring Babuk

BlackMatter
Colossus

Surtr Sabbath

Hermetic

Crypat

Savant

Hades

Hermes

AecHu
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Cyber Kill Chain

201

Cyber Kill Chain

Research,
identification
and selection of
targets, often
represented as
crawling Internet
websites such as
conference
proceedings and
mailing lists for
email addresses,
social
relationships, or
information on
specific
technologies

Coupling a remote
access trojan with
an exploit into a
deliverable
payload, typically
by means of an
automated tool
(weaponizer).
Increasingly, client
applications data
files such as Adobe
PDF or Microsoft
Office documents
serve as the
weaponized
deliverable

Transmission of
the weapon to the
targeted
environment usin
vectors like email
attachments,

websites, and U
removable media.

After the weapon
is delivered to
victim host,
exploitation
triggers intruders'
code. Most often,

oitation

cation or
ating system
vulnerability.

Installation of a
remote access
trojan or back
on the victim
system allows the
adversary to
maintain
persistence inside
the environment.

compror
hosts must
outbound to an
Internet controller
server to establish
a C2 channel

10

Actions on
Objectives

Only now, after
progressing
through the first

actions to achieve

objectives.
Typically this
objective is data
exfiltration which
involves collecting,
encrypting and
extracting
information from
the victim
environment.

Leverage, discover, analyze Atomic, computed and behavior indicators




F2T2EA

/

1996 F2T2EA

Fix
Track
Target
Engage

Assess

TABLE I. KEY INDICATORS OF KILL CHAINS

Indicators
detection range(km), transmit power(kW), endurance(h), working frequency(MHz), pulse width(us), pulse
repetition rate(kHz), antenna length(m), radome thickness(m), azimuth beam width(®), elevation beam
idth(®), antenna side lobe (dB)
transmit power(kW), received frequency(MHz), dynamic range(dB), sensitivity(dBv), output power(kW),
MTBF(h), peak (w), recognition range (km)
target tracking capacity, angular accuracy(®), velocity measurement range (kn) , clutter improvement
factor(dB), operating range(km), endurance(h), MTBF(h)
navigation capability, target processing capacity, azimuth(°), data transfer rate(kbps), working
frequency(MHz), operating range(km)

tactical range(km), service ceiling(m), maximum suspension weight(kg), maximum level flight speed(km/h),

hitting probability(%),maximum attack range(km), maximum missile speed(km/h)
endurance(h), transmit frequency(MHz), received frequency(MHz), dynamic range(dB), sensitivity(dBv) ,
operating range(km) , MTBF(h)

{l

Collection ISR)
IPB

Defensive reaction
Radar contact
Surveillance

“Kill Chain”

Clearance to fire

Laser spot

Weapon launch

Humanitarian airdrop Follow

Relocate

Retain attack option
Collateral damage
Sort

Final coordinates
Final Identification

Final approval
ROE

Persistent tracking Collateral damage
Final Lock
Landing zone 1D

Figure 1-1. F2T2EA

The Find, Fix, Track Target, Engage, Assess (F2ZT2EA) methodology seen in Figure 1-1
mechanizes the operational level "kill chain" during the execution process. Theater and
national assets/resources detect objectives of potential significance (find). The

identify and determine the location of a target (fix). From this location, tr.

acquire and monitor the object (track). Dynamic decision-making then directs resources
(target), and applies capabilities (engage) in a timely and decisive manner. To assure the
desired effect, an assessment (assess) occurs during or after engagement to determine
whether the target should be reattacked. These sequential steps describe a critical path that
must occur for each dynamic event.



Intelligence-Driven Defense 12

4 I

Intelligence-Driven Computer Network Defense
Informed by Analysis of Adversary Campaigns and

Intrusion Kill Chains
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Intelligence-Driven Defense — Courses of Action
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2012

Intelligence — Driven
Defense

\

%

Phase

Reconnaissance

Weaponization

Delivery

Exploitation

Installation

C2

Actions on Objectives

Detect

Web
analytics

NIDS

Vigilant user

HIDS

HIDS

NIDS

Audit log

Deny

Firewall
ACL

NIPS

Proxy filter

Patch

“chroot” jail

Firewall
ACL

Disrupt

In-line AV

DEP

AV

NIPS

Degrade

Queuing

Tarpit

Quality of
Service

Deceive

DNS
redirect

Honeypot

Destroy

13
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MITRE ATT&CK

2013 ATT&CK Matrix
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MITRE ATT&CK
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Common TTPs

Initial Access
Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement
Command and Control
Exfiltration

Impact

External Remote Services
33

User Execution: Malicious
File T1204.002

Scheduled Task
T1053.005

Abuse Elevation Control
Mechanism: Bypass User
Account Control
T1548.002

Signed Binary Proxy
Execution T1218

OS Credential Dumping:
LSASS Memory
T1003.001

System Network
Connections Discovery
T1049

Remote Services: Remote
Desktop Protocol
T1021.001

Application Layer
Protocol: Web Protocols
T1071.001

Exfiltration Over C2
Channel T1041

Inhibit System Recovery
T1490

Exploit Public Facing
Application T1190

Command and Scripting
Interpreter T1059

Boot or Logon Autostart
Execution: Registry Run
Keys / Startup Folder
T1547.001

Exploitation for Privilege
Escalation T1068

Process Injection T1055

Credentials from
Password Stores:
Credentials from Web
Browsers T1555.003

Remote System
Discovery T1018

Lateral Tool Transfer
T1570

Exfiltration Over Web
Service: Exfiltration to
Cloud Storage T1567.002

Service Stop T1489

Phishing T1566

Windows Management
Instrumentation T1047

Account Manipulation
T1098

Access Token
Manipulation T1134

Impair Defenses: Disable
or Modify System Firewall
T1562.004

Brute Force T1110

Network Share
DiscoveryT1135

Remote Services: SMB/
Windows Admin Shares
T1021.002

Create or Modify System
Process: Windows
Service T1543.003

Impair Defenses: Disable
or Modify Tools T1562.001

Account Discovery T1087

BITS Jobs T1197

Masquerading T1036

File and Directory
Discovery T1083

Indicator Removal on
Host: File Deletion
T1070.004

Process Discovery T1057

Indicator Removal on
Host: Clear Windows
Event Logs T1070.001

Deobfuscate / Decode
Files or Information T1140

16
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SOC Analysts Threat Hunting Teams
Digital Forensics Specialists Cyber Threat Intelligence Analysts

Cyber security specialists who are involved in the incident response

17



Technical Details

Technical
Detalls

Ka)gasa n3 TexXHuK, NokaldaHHaga Ha
npeabiayLemn gmarpamMmme, ConocTaBneHa
C rpynnamMmu 1 COnpoBOXOaEeTCS
Tabnuuen, NoKasbiBatoLLEN,

KTO N3 06CYy>XAaeMblX rpynn1poOBOK
ICNOJIb30Bas JaHHY TEXHUKY

MITRE ATT&CK TTP KonuuecteBo

User Execution: Malicious File 4/8
T1204.002

AKTOPEI, NPUMEHSIBLUME 3TY TEXHUKY

Conti Clop (TAB05) Ragnar Locker
Pysa Hive

HeTt noaTeep)xaeHHbIX cnyyaes

Moppo6Hoe onucaHue TTPs

Kak y>e 6bino ckasaHo B NpeabiayLueil rase, camblii
pacnpocTpaHeHHbli cnocot AoCTaBKW BReAOHOCHOI
noneaHol Harpy 3Ky B pamkax GUILIMHIOBbLIX KaMnaHuii
3aK/loYaeTCs B OTNPAaBKe 3NeKTPOHHbLIX MMcem

C MPYKPenaeHHLIMA BPeAOHOCHLIMU AOKYMeHTam1
Microsoft Office. 3noymelluneHHUKK MOTYT NOMECTUTEL
BPEAOHOCHLIE AOKYMEHTEI B 3allULLEHHEIe Naponem
apXUBLI, KOTOPLIE 1 NPUKPENNAOTCS K GULLUHIOBBIM
nucbmam.

Mpumep ncnonHeHus

Image_path: “$windir\$system32\regsvr32.exe”,
Command_line: “regsvra2 $user\$appdata\Votel.ocx’,
Parent_image_path: “$programfiles\Microsoft Office\
Officel4\Excel EXE"

lMpaBuna SIGMA

SIGMA

Mpunoxerue |. Started windows shell from Trusted
process
Mpunoxenue |. Drop Execution File From by Trusted
Process

18



Mitigations 19

1= - We highlight the following stages [oRcRgela el WEI(S
It I g at I o n s incident, that can be mitigated or hampered for

adversaries by defenders:

Mbl cobpann nyylume NpakTUKK Intrusion Exploitation
At the intrusion stage, an At the exploitation stage, an
N3 N | ST: N CSC: C I SA: SAN S adversary tries to break into a adversary tries to run code in order
protected perimeter. to escalate privileges, access and
BO p rAHN30BaH Hyl'o CT pyKTy py, exfiltrate sensitive information, or
!Examples: spear phi;hing emails, bruteforce harvest credentials.
KOTO py I.O M O)I( H O I-I p VI M e H q T b internet-facing services (RDP)
' Mai : The Defenders’ Main Goal: Prevent
The Defend Main Goal:
B OpFaHI/I38 L|,V|</-|X Pr(Sveitirk:eer;ZIwglrr; frc;?n malware from launching on endpoint
devices

reaching the devices

Lateral Movement

There are additional measures that can be taken to make your organization more At the lateral movement stage, an adversary tries to spread across the network.
secure: Countering data loss and Preparing for an incident
The Defenders’ Main Goal: Prevent malware from reaching other devices



Victims

Victims

Ing 3TOro aHanms3a Mol
CNOJMIb30Ba CTaTUCTUYECKME
NCTOYHMKN MO OBHAaPY>XXEHWSIM,

a Tak>Ke NCTOYHKN OB BABNEHUN
B OJAPKHETE O XEepTBaXx,
Pa3MeLLLEeHHbIX onepaTopamMi
Ransomware

CemeirctBo PeATyHr no otpacnam Bcero nocrpapaswumx
wmndpoBanbLLNKOB opraHnsauvi
Conti/Ryuk [Mpon3BOACTBO 45
CTponTenscTBo 19
PaspaboTka N0 16
tOpucnpyaeHLms o)
CTpaxoBaHue 6
Pysa O6pasoBaHue 18
[Mpon3BOACTBO 3
ClOp (TA505) PaspaboTka MO 9
FOpucnpyaeHums 8
[MponsBOACTBO 5
O6pasoBaHme 4
KoHcanTuHr 3
Hive Manblii 613Hec 14
3OpaBooxpaHeHVE 7
tOpucnpyaeHUms 5)
HensrmxnmocTb 4
TpaHcnopT 4
Ragnar Locker Mpon3soacTBO 3
PaspaboTka N0 3
tOpucnpyaeHums 2
dapmaLeBTVKa 2
ABMacTpoeHve 2
Lockbit Manblii 613HeC 12
tOpucnpyaeHums 2
BlackCat Manblin 613Hec 6
[Mpon3BOACTBO 3
KoHcanTuHr 2
BlackByte Manblin 613HeC 5
CTpouTenscTBo 2
KoHcanTuHr 2



Sigma Rules

Sigma Rules

Tak>xe mbl cosganm SIGMA
npaBwnia KOTOPbIE Bbl MOXETE
CNOJSIb30BaTh B cBOVIX SIEM
C/ICTEMAaX YTODbI OBHAPY>XMBATb
aKTVBHOCTb NPOTVBHMKA

B COOCTBEHHOWN MHPPACTPYKTYpPE

TexHukn
Exploit Public-Facing Application T1190

User Execution T1204

Command and Scripting Interpreter T1059

Windows Management Instrumentation T1047

Scheduled Task/Job: Scheduled Task T1053.005

Boot or Logon Autostart Execution: Registry Run
Keys / Startup Folder T1547.001

Account Manipulation T1098

Create or Modify System Process: Windows
Service T1543.003

BITS Jobs T1197

Abuse Elevation Control Mechanism: Bypass User
Account Control T1548.002

Exploitation for Privilege Escalation T1068

SIGMA
Windows Shell Start by Web Applications

Started windows shell from Trusted process
Drop Execution File From by Trusted Process

[ocTynHo B nonHoit Bepcumn oTyeTa Ha noptane Kaspersky
Threat Intelligence:

Execution of Downloaded Powershell Code
Encoded/decoded PowerShell Code Execution

Executing PS1 from Public Directory

Powershell Suspicious Arguments

Executing JavaScript from Public Directories

[ocTynHo B nonHoit Bepcumn oT4eTa Ha nopTtane Kaspersky
Threat Intelligence:

Suspicious Command wmic.exe

Suspicious Child Process Wmiprvse.exe

Scheduled Task Start from Public Directory
Windows Shell Started Schtasks

[ocTynHo B nonHoit Bepcumn oT4eTa Ha noptane Kaspersky
Threat Intelligence:

Modification Main Registry Run Keys

Adding Path of Open Folder in Run Keys via Registry
Adding Suspicious File in Autorun Keys via Registry
Suspicious File Creation in Startup Folder

[ocTynHo B NonHol Bepcun oTyeTa Ha noptane Kaspersky
Threat Intelligence:

Account Creation via Powershell

Account Creation via net.exe

Adding Account in Domain or Local Admin Group via net.exe
Adding Account in Domain or Local Admin Group via
PowerShell

[ocTynHo B NONHOI BepcuK oTueTa Ha nopTane Kaspersky
Threat Intelligence:

Service Installation From Non-System Directory

Service Image Path Modification via sc.exe

[ocTynHo B NonHol Bepcun oTueTa Ha noptane Kaspersky
Threat Intelligence:

File Download via Bitsadmin

Suspicious Jobs via Bitsadmin

UAC Bypass via COM Object
Disabling UAC via Registry

[ocTynHo B nonHoi Bepcumn oTueTa Ha nopTane Kaspersky
Threat Intelligence:
Created Windows Shell from Critical Windows Process



Nyywas 3awmra oT WndpoBarnbLMKOB

Kaspersky

62%

Watchguard

57%

Symantec

[MonHoCTbIO BNOKNPYET aTaky

55%

Trend Micro

50%

McAfee +
Microsoft

45%

Bitdefender

YacTtnyHo 6nokupyet ataky

45%

Microsoft

29%
45%

40%
Sophos F-Secure

Y3HaTb Gonblue:
kas.pr/4m;j2

33%

ESET

33%

Webroot
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No More Ransom! Don’t!

/IHOroa ecTtb BO3MOXXHOCTb MOMOYb NOSb30BaTENHO,
3apakeHHoOMY Ransomware, [2ls]elz\ar-yileloaaYy
K 3aLUPPOBaHHBLIM JaHHbIM 6€3 ynnaThl BbiKYMa.

Mbl co3gan KONnekuuyto Kouemn v yTUInT, KOTOpbIE MOry T
NOMOUYb NOSIb30BATENSGM BOCCTAHOBUTL AOCTYM K CBOUM
crcTeEMaM, aTakoBaHHbIM Ransomware rpynnmpoBKamMu.

MoppobHee

23


https://www.nomoreransom.org/

KrntoyeBble 3rneMeHTbl 3aLmThl

KsanugpuumpoBaHHbLIN HapexHble AHanuTtu4veckme gaHHble
nepcoHan 3allUTHbIE peLleHud Threat Intelligence



Thank you!



