lkaspersky

A3naTcKkue

rpynnnpoBKn

TaKTUKW, TEXHUKW 1 NpoLeaypbl

Huknta Hazapos Kunpumnn MutpogpaHoB
PykoBogutenb otaena PykoBogutens rpynnbl
pacLUMPEHHOr O NCCnegoBaHNS pasBenkn Knoepyrpos

Yrpos




Floqemy Mbl CO34aJIN 3TOT OTHEeT

[lpeancnoBue

«JlTabopaTopusa Kacnepckoro»
OTCNEXMBAET COTHW Pa3INYHbIX
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CMOCOOHbIE MPOBOANTL COXHbIE
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NOCTOSHHbIE YrPOo3bl v APT



Floqemy Mbl CO34aJIN1 3TOT OTHEeT

[lpeancnosume

«JlabopaTopnsa Kacnepckoro»
OTCNEXMBAET COTHW Pa3INYHbIX
KneeprpynnmpoBOK MO BCEMY MUPY,
BK/IFOYas NPOABUHYTbIE MPYMMbI,
CMOCOOHbIE MPOBOANTb COXHbIE
KnbepaTtakun. Takme rpynnmpoBKiA
N3BECTHbI B MUPE KaK NPOOBUHYTbIE
NOCTOSHHbIE YrPOo3bl v APT

3a BpemMd Halle padoTbl Mbl OTMETWMN,
UYTO 3TU NPYNMNNPOBKIN 3aTPOHY N BOJIbLLE
BCEro CTpaH 1 MHAYCTPUW.

Mbl HE Npecnenyem uesnb aTprbyTnpoBaThb
KaKyo-nnbo rpynnnpoBKY K KOHKPETHOW
CTpaHe B A3un.

Halla uenb — npenocTtaBnTb
MaKCKHMasibHO BO3MOXXHOE KOIMYECTBO
NHpOopMaL I O noaxonax
3NoyMblLNeHHKKA, TTPSs n cnocobax
MUTUrauymn Takmx aTak.



There is no teacher
out the enemy

Ender's Game
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YnpasneHue Kaspersky Security KomaHabl rnobanbHOro MexxaoyHaponHas Kaspersky ICS CERT
ncecnenoBaHug yrpos Operations Center LleHTpa nccnegoBaHug rpynna aKCTPEeHHOro

N aHanvsa yrpos pearpoBaHng



Kak cospaBancsa 3ToT oTyer

KomaHpa Kaspersky Cyber

Threat Intelligence

N\
1

HaHHble 06 APT-yrposax

Threat Research SOC GReAT GERT
YnpasneHue Kaspersky Security KomaHabl rnobanbHOro MexxaoyHaponHas
NCCnenoBaHng yrpos Operations Center LleHTpa nccnegoBaHns rpynna aKCTPEHHOro

N aHanvsa yrpos pearpoBaHng

ICS CERT

Kaspersky ICS CERT
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AHanNUTUYECKNE OTHETHI
«JlabopaTopum Kacnepckoro»

Kak cospaBancsa 3ToT oTyer

TTPs

MITRE ATT&CK

Pyramid of Pain

Ny e )
VAN A,
4

laspersky [ ewsox

Intelligence
Driven Incident
Response

rpynnupoBKN

TaKTVKK, TEXHVKI 1 MpoLenypbl

Unified Kill Chain

Omep3utenbHas
BOCbMepKa

W, TEXHUKM 1 MPOLLEAYPbI COBPEMEHHEIX
K BBIMOraTensi

rpynnuposo neii I(aspe rSI(y

Tak:



CtpyKTypa oTyeTa

CTpyKTYypa
oTyeTa

JaHHbIV OTYET COCTOUT

N3 6 OCHOBHbIX [Pa30€e/0B,

B KOTOPbIX KaXXabl YnTaTESNb
B 3@aBUICIMOCTW OT CBOWIX
NOTPEOHOCTEN CMOXET HANTW
TO, UTO EMY HEODXOANMO

MHumpeHTbl ¢ asnatckummn APT B pa3HbIX Yrosikax nnaHeTbl

[aHHbllA paznen coaepKknT MHGOPMaLMIO O 5 YHUKaNbHBIX MHUWMOEHTaX, 0BHapYy>XEHHbBIX HAMIA

B pa3HbIX TOUKax M1pa. Kaxk oblii MHUWWAEHT — 3TO YHUKaNbHbIM KENC B CBOEM CTPaHE 1 UHOYCTPUNA,
onucelBatowWmia aeicTeus U TTPS 3n10yMblLNeHHWKOB. B KOHLE pa3faena Mbl cobpany CBOAHYO
Tabnuuy TTPs BcTpeTuBLIMXCSH HaMm APT-rpynnMpoBOK B 3TUX MHUMAEHTax. [laHHas Tabnmua cocTout
13 cnrcka TTPs 1 nepeceyeHnin nx UCNoibL30BaHUS B 9TUX MHUNOEHTAX.

TexHn4Yeckwne petann

Pasgen «TexHMYecKne OeTann» COAepXKUT NogpoBHOE onMcaHne OTAENEHON TEXHUKW, OBHaPY KEHHOIA
Hamu y asnatckunx APT-rpynnupoBok. Kaxaas TexHuKa COAEpKAT:

OcHoBHoOe Mpumepsl O6HapyxeHune Sigma-npasuna
onncaHne npouenyp [aHHble No Nnoaxopam Cncok Sigma-npasin,

OBHapy KXeHWs OTHOCSLLINXCH K 3TOW
MopapoBHbIE TEXHNYECKME O6HapyxeHHble Hamn ONMCHIBAEMON TEXHIKM, TexHuKe. Cami Sigma-
OaHHble, Kak paboTaeT NPUMEPE NCNONb30BaHNS a Takxe EventlD cobbIThii npaBvna Bbl MOXeTe Han T
AaHHas TeXH1Ka (el TERAL L PasNUYHbIX areHToB B MpunoxeHun Sigma

asnarckmmmn APT MOHWUTOPVIHIA 419
oBHapy KeHWs AaHHOW
Yrpo3bi

AHanu3s gpencteun atakyowmx Ha ocHoBe Unified Kill Chain
OcHoeblBasich Ha Unified Kill Chain, Mbl co3aany COGCTBEHHYIO TabauLy, CBA3aHHYO C a31MaTCKMMN
APT-rpynnupoBkamu, C Lienbio 4aTh BEPXHEYPOBHEBOE NOHUMaHME NO MOTUBALIMK 1 NMOYepKy

3N0YMbILLNEHHWMKOB, @ Tak>Xe NpeoCTaBnTb AaHHbIE, KakK MOryT NpoABUraTbCy a3mnaTckme APT-
rRyNnMpPOBKK B NOTEHUWaNnbHbIX aTakax.

MwuTuraumn

Paspgen ¢ onucaHvemM MUTUraumia pPUCcKOB, OCHOBaHHBI Ha OnncaHHbIX T TPs.

CratncTuka no xxepream

CobpaHHasa CTaTUCTIKa MO XXepTBaMm a3naTCKUX rpynnvpoBOK B MUPE, BKIKOYaKLWaa pasaeneHme
Mo CTPaHaM 1 MHAYCTPUSIM.

MpunoxeHne: Sigma

MpunoxeHwe ¢ Sigma-npaBunamu, KOTOPbIE MOXHO NMPUMEHATE 415 OBHaPY>KEHUS OMUCaHHBIX TEXHIK
B 9TOM OTYETE.



10

Ina koro kxgeaeant Cas

AHanntukoB SOC ] [ AHanntukoB Cyber Threat Intelligence ]

CneumanuncToB no Threat Hunting ] [ OKCnepTOB Mo KMbepbe3onacHOCTH ]

[ CneunanmcToB no umngposon kpumMmmnHanucTuke (DFIR) ]

C-Level pykoBoaunTenen, OTBETCTBEHHbIX 3a pelueHns Vb B opraHmnsauuin ]




[MaTb HUMAEHTOB ¢ a3naTtcknmmn APT B pa3HbIX Yronkax njiaHeTbl

WHunpeHTbl ¢ agnatckumu APT B pasHbix yronkax nnaHeTbl VHunpeHTbl ¢ asnatckumu APT B pasHbix yronkax nnaHeTs!

NMHumnpeHT 1 — NMHumnpeHT 2 —
Poccua n benapycb NHpoHesunsa

Conepxatia 36

WHumpeHTbl ¢ a3natckumu APT B pasHbix yronkax nnaHeTbl

NHumpeHT 3 —
NMakncraH

AsmaTcKite APT-rpyVPOSKIL TaKTUKY, TEXHIKA M MPOLEAYPSI lkaspersky APTr Tk, kaspersky

YYYYY o kasperslky




[MaTb HUMAEHTOB ¢ a3naTtcknmmn APT B pa3HbIX Yronkax njiaHeTbl

WHunpeHTbl ¢ agnatckumu APT B pasHbix yronkax nnaHeTbl VHunpeHTbl ¢ asnatckumu APT B pasHbix yronkax nnaHeTs! WHumpeHTbl ¢ a3natckumu APT B pasHbix yronkax nnaHeTbl

NHunpeHT 3 — NMHumnpeHT 4 — NHumnpeHT 5 —
MakncraH Manaiaus ApreHTunHa

AsnaTcKite APT-rpyINVPOSKIL TaKTUKA, TEXHIKN M POLEAYPSi kaspersky APTr TakTiRn lkaspersky APT-rpynnposKw: TaxT o kaspersky




[eorpadumsa xxeptB n C&C cepBepoB

f[eorpadua xepTB, yNnomMsaHYTbIX B pasaene «NHungeHTb»

—

o O A NN

. Poccug

. benapycb

. NHooHesng
. MakncTtaH

. Manansus

. ApreHTurHa

YNOMSAHYThiX B i

o s e
eapeapae CEC
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[eorpadumsa xxeptB n C&C cepBepoB

T s

[eorpadusa camMmnnios, ynomMsaHyTbiX B pasgene «MHungeHTbi»

1. KaHana )

2. BbeTHam

3. IOAP \

4. noHrs ) SN !
{
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[eorpadumsa xxeptB n C&C cepBepoB 15

T s

[eorpadus cepeepos C&C nccnegoBaHHbIX UHUVAEHTOB

YNOMAHYThIX B i I/

KoHueHTpaumns
cepeepoe C&C

HanbonbLuad

HanmeHbLLas




CTpyKTYypa nHumgeHTa

CTpyKTYp
NHUNOEHT

Ka)xabll UHUMOEHT — 9TO
YHMKasIbHbIV KENC B CBOEW
CTpaHe N HOYCTPpUN,
OMMCbIBaOLLN OENCTBUS
n TTPs 3n0yMbILLNEHHNKOB

NHunpeHT 1 — Poccuna n benapycb

16
CeBopgkano XXepTBe
WNHoycTpus @ 3aTpoHy Thie CTpaHsbI Yrposa
loccTpykTypa Poccusa, Benapycb WebDav-O

OnuncaHve NHUngeHTa

B 2022 rogy Hawwmmu cucTemamim 6oina obHapy»keHa ataka ¢ UCnob3oBaHnem BpeaoHocHoro Mo
WebDav-0 Ha rocynapCTBEHHYO CTPYKTYpRY B Poccun. PaHee Heckonbko UccnenoBaTeneil onucanm
cepuu atak ¢ npumeHeHnem WebDav-0 1 Mail-O. Mbl cMornn npocneanTs ak TMBHOCTbL MMMNNaHTa
WebDav-0 B Halueit TenemeTpun no kpaiHei mepe 0o 2018 roaa, ykassiBaloLLy'o Ha Lenw, 6asnpyioLmecs
B Benapycu v cesazaHHbIe C NPaBUTENLCTBOM. Ha OCHOBE Hallero paccnefoBaHns Mbl CMOTIV HAATI
OOTNONHUTENBHBIE BapUaHTel BpeaoHocHoro MO 1 HabnioaaTe KOMaHAkl, BEINONHAEMbIE aTaKyoLWUMIA

Ha CKOMMNPOMETUPOBaHHBIX XOCTax.

3aTem po6aBunn onncaHue Cny>kBel v Ny T K BpeaoHOCHOM DLL B COOTBETCTBYOLEM KNIOYE peecTpa Ans
SQLReader u 3anycTunum cnyxoy:

reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SQLReader /v Description /t
REG_SZ /d "SQL Server VSS Reader"

reg add HKEY_LOCAL _MACHINE\SYSTEM\CurrentControlSet\Services\SQLReader\Parameters /v
ServiceDll /t REG_EXPAND_SZ /d "C:\Windows\System32\sqlrder.dll'

sc start SQLReader

NTorm

OnucaHHaa akTMBHOCTbL NPeACTaBNSET COBOM NPOACIKUTENBHYIO KAMMNAHWIO, HAaNPaBNEHHYO NPOTVE OAHO
13 rocyAapcTBEHHbLIX CTPYKTYP Poccun. CornacHo Hallein TeneMeTpun, NpuMeHeHne aToro BpeaoHoca
BbI10 3aMeYeHO TakKe NPoTUB Benapycw, B OCHOBHOM roCyAapCTBEHHbIX CTRYKTYP. Y 3TOW aKTUBHOCTU €CThb
HeKoTopbIE CBA3K ¢ rpynnoii CoughingDown. Y rpynnel, OTBETCTBEHHO 33 3Ty Onepauuio, MPOCNexXnBagTCcs
BbICOKas MOTMBALMS, OCHOBHO LIENBIO SBNAETCA NOCTOAHHOE NPUCYTCTBUE B MHDPACTRYKTYRE Y LWMAUOHAMX.

Cka4aTb TexHWKM B hopmaTe json anst MITRE Navigator.
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Threat Attribution

Report for file

344edbebb97ed8dfe79805a721b4048b

Malware
Summary
MD5 344edbebb97ed8dfe79805a721b4048b
File size 5.04 MB (5286400 B)

Reset similarity thresholds X

Matched attribution entities
Extracted path

Unpack

Stowaway RAT (100%) >  Chachi RAT (1%) >

v

y'y Starting Hidden SFX Archives (MITRE: T
User Execution: Malicious File).

Image path: $selfpath\$selfname exe

Checking Amount of System Memory (N
T1497.001 Virtualization/Sandbox Evas

Image_path- $selfpath\$selfname exe

RPC Execution

Source_command_line: “$selfpath\$selfname exe™
Source_image_path: $selfpath\$selfname.exe




Kaspersky Threat Intelligence Portal

ribution entities

ith

Stowaway RAT (100%) >  Chachi RAT (1%) >

-~

y:y Starting Hidden SFX Archives (MITRE: T1204.002

User Execution: Malicious File).

Image_path: $selfpath\$selfname exe

¥ Checking Amount of System Memory (MITRE:

T1497.001 Virtualization/Sandbox Evasion: Syste_.

Image_path- $selfpath\$selfname exe

RPC Execution

Source_command_line” “$selfpath\$selfname exe™
Source_image_path: $selfpath\$selfname. exe

~

~

Loading Dropped DLL (MITRE: T1574.001 DLL
Search Order Hijacking)

Image_path: $windir\$system32\lsass.exe
Loaded image path: $windir\Help\Help\DII7 dil

Loading Malicious Shared Modules to Critical
Windows Process (MITRE: T1129 Shared Modules)
Image_path- $windir\$system32\lsass exe

Loaded image path: $windir\Help\Help\DII7 dil

Loading Non Standart DLL in Isass.exe (MITRE:
T1547.008 Boot or Logon Autostart Execution:__

Image_path- $windir\Help\Help\DII7 dil

Pid: 684

Target_image_path: $windir\$system32\lsass.exe
MITRE:

T1547.008 Boot or Logon Autostart Execution: LSASS Driver
(TADOO3, TAQDO4)

~
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File

6989

749t

FAD?

D670

AODZ

BC3F

DAZCL

D4EA

@ Kasparsky bd dexruftest3mt
« Files that accessed requested URL ©
Recent Requests £=0 L
Malware 100
4§ Research Graph
Malware 100
Reportin
(il Reporting Malware 100
@ Threat Analysis Malware 10
@ Digttal Footprint Mahware 10
Malwa 10
ES WHOIS Tracking aare
Malware 10
B APTC&CTracking
Malware 10
S\ DataFeeds
B Malware 10
[El) What's New and Upcoming Mohware o

@ News
m o] =]

9646
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Dropped DLL (MITRE:T1574 001 DLL
Order

cking)

th: $windir\$system32\|sass.exe
nage_path: $windir\Help\Help\DII7 dil

Malicious Shared Medules to Critical
s Process (MITRE: T1129 Shared Modules)

th: $windir\$system32\|sass.exe
nage path: $windir\Help\Help\DII7 dil

Non Standart DLL in lsass.exe (MITRE:
)08 Boot or Logon Autostart Execution:__

th: $windir\Help\Help\DII7 dil

age_path: $windir\$system32\lsass.exe

)8 Boot or Logon Autostart Execution: LSASS Driver
TAO004)

~

v

~
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?
Threat Intelligence Portal

Recent Requests
§8 Research Graph
(i Reporting
@ Threat Analysis
@ Digital Footprint
ES WHOIS Tracking
B APTCACTracking
) Data Feeds
[El) What's New and Upcoming
@ News
21] (e =]

webdavyandex ruftest3.xt

Files that accessed requested URI

0] 1 Download data

Dark

Status Hits (=) File MD5 First accessed Lastaccessed Detection name

Malware 100 69B99401A0BBBF7BEC1B27DCE12C8B3A 30Sep 2020 10:17 30Sep 2020 11:05 Trojan-Downloader Win64 WebDAV.cf
Malware 100 749E4B767DDCFDDSCAC103D66953647D 13 Sep 2020 0008 13 Sep 2020 0008 Trojan-Downloader Win64 WebDAV.c

Malware 100 60D1BBD32CE0C034230B8APCCCI19B11 07 Aug 2020 1227 07 Aug 2020 1227 Trojan-Downloader Winé4 WebDAV.c

Malware 10 FAD7AAS50053DAADAFAFO91FBB344CEES 06 May 2022 10:34 06 May 2022 10:34 Trojan-Downloader Win64 WebDAV sb
Malware 10 D&670A20EB768D1F9835D7B86E0AA3BO0F 02 Mar 2021 1935 02 Mar 2021 19:35 Trojan-Downloader Winé4 WebDAV.sb
Malware 10 AOD2Z38CF2BC432E6FASE2B33FFEB41DD 15Feb 2021 09:57 15Feb2021 09:57 Trojan-Downloader Win6 4 WebDAV.c

Malware 10 8C3FODB12C71DFABZ9EC50D292A4C7B8 23.Jan2021 2239 23Jan2021 22'39 Trojan-Downloader Win64 WebDAV.c

Malware 10 DA2DB10B5FEBADSYBC5612DBB424094E 31Dec2020 1922 31Dec 2020 1922 Trojan-Downloader Winé4 WebDAV sb
Malware 10 D4EA33404776533DB5A30627780C4C1B 01 Dec 2020 0752 01Dec 2020 0752 Trojan-Downloader Winé 4 WebDAV.sb
Malware 10 964615973BB2F34C4E6FE1BAEITBB991 22 Sep 2020 10°10 22Sep 2020 10710 PDM Trojan Win32 Bazon.a

Files accessed

Your graph quota: ’T} of 100 left |
+22 items

webdav.yandex.ru/?userinfo 69b99401a

webdav.yandex.ru/testd.txt

60d1bbd32ce0c034230b§a%cc
919b11
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-~

Your graph quota: ’T} of 100 left |
+22 items

a

dB12c71dfab29ec50d2 Industries Government Military

Files accessed

\ e Aliases Crafty Panda
Thundercats
Ghost Dragon Group
par (WD Higaisa
Actor Group @ APT — Actor is related to an APT attack.
Description CoughingDown is a Chinese- king APT active since at least

2016, as there appear to be solid links between GhOst Dragon
activity and CoughingDown. The group and its malware had

Detection name

Trojan-Downloader Win64 WebDAV cf

webdav.yandex.ru/?userinfo been referred to as “Higaisa” because of an RC4 key the group

o +

Trojan-DownloaderWiné4 WebDAV.c

Trojan-DownloaderWiné4 WebDAV.c

N

See more
Trojan-DownloaderWiné4 WebDAV sb Last updated =
Trojan-DownloaderWiné4 WebDAV.sb Countries Belarus
Trojan-DownloaderWin64 WebDAV.c TR TS Russia
) Vietnam
Trojan-DownloaderWiné4 WebDAV.c + 4 tems File accessed URLs
Central_Asia
Trojan-Downloader Win64 WebDAV sb
Seeless
Trojan-DownloaderWin64 WebDAV.sb
TTPs MITRE ATT&CK matrix
PDM TrojanWin32 Bazon a ﬂ
ﬂ MITRE PRE-ATT&CK matrix
a0d238cf2bc432e6faBe2b33
Load 749e4b767ddcfddScac103d669 .
Ll 60d1bbd32ce0c034230b3 A 41dd Descriptive TTPS
919b11
Downloads 3 Actorioc 1 ActorYARA
/ Ropcus WebDav-0O Malware Used to Target Government En
60% See more

CoughingDown




NTor paccMOTPEHHbIX MHLWUAEHTOB

>KepTBbl reorpadunyeckin
pacnpeneneHbl No BCEMY MUPY,
N NPOB6eMaTUYHO BbISIBUTb
KaKoON-TO OTAESNbHbIN Bonee
aTaKyemblil pervioH

OTANUnTENBHON YEPTOM
aTaKyloLLMX SBMSETCS CBA3KA
TexHuk Create or Modify System
Process: Windows Service
T1543.003 + Hijack Execution Flow:
DLL Side-Loading T1574.002

OCHOBHbIMI LIENSMW a3UaTCKIX
rPYNNMPOBOK ABNAKOTCS
KNBEPLLUMOHaX C aKChUNbTPaLMEN
COBpPaHHbIX AaHHbIX

Ton-20 TexHWK, NCNOJIb30BaHHbIX B ONMUCaHHbIX MHUNAEHTaX

System Network Configuration Discovery

(9]

Masquerading

OS Credential Dumping

Remote System Discovery

System Information Discovery

System Network Connections Discovery

Ingress Tool Transfer

Command and Scripting Interpreter

Scheduled Task/Job

System Services

Create or Modify System Process

Event Triggered Execution

Hijack Execution Flow

Indicator Removal

Archive Collected Data

Exfiltration Over C2 Channel

Remote Services

N WHNN[WH H AN HWNH AW AN PR
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TexHnyYeckune getanv

TexHnuyeckue
aeTanv

Kaxkpas N3 TeEXHWK, 3a0eNCTBOBaHHAY

B aHaIMTNYECKOM OTUETE, CONPOBOXOAETCH
OonncaHneMm, Noaxoaamm K OBHapYy>XEeHMIO,

a TaK>XXe nprMepammn NpoLLeayp,
CMONIb30OBAaHHbIX B aTakax a3mnaTCKux
rpynnPOBOK

22

Bo BTOpOW YacTu OT4eTa NPEeACTaBNEHO NOAPOBHOE TEXHUYECKOE onncaHne GonbwmHeTea TTPS,
oBHapyXeHHbIX HaMuK B NpoLiecce aHannaa asnatckux APT-rpynnmnpoeok. Kaxxaas onvcaHHas TexHuka
COCTOWT M3 CNeayoLLMX NOAPa3fenos:

OcHOBHOE onucaHue

OnwncaHne peann3auiii TEXHUKKN.

Mpumepsl npouenyp

OﬁHapy)KeHHble HaMW NPUMEPbl ICNONb30BAHUS TEXHUKIA a31aTcKumMmn APT.

O6Hapy>xeHune

Mopxombl K OBHAPYXXEHWIO TEXHWUKN, a Takxke EventlD coBbITWiA pasnyHbiX areHTOB MOHUTOPWHra, H8 OCHOBE
KOTOPbIX MOXHO BbICTRPOWTL OBHAPYKEHWE.

Mpumep:

s [
NcTouYHuK cobbiTuin XypHan Event ID
Windows System 7045
Windows Security 4688
Sysmon Sysmon 1,13

Sigma-npaBuna
Cnncok Sigma-npasun, 0OTHOCAWMXCA K 3TON TexHuke. Camim Sigma-npasuna HaxoaaTcs B pasaene Sigma.

- Sigma-Generic-Anomaly in the Windows Critical Process Tree
- Sigma-Generic-Svchost.exe Start with no Standard Parameters



TexHnyYeckune getanv

Masquerading
T1036

TexHrka Masquerading T1036 sBnseTtcs
Hanbonee NPOCTOWM C TOUKW 3PEHNS
NOHMMaHNS ee PaboTbl 1 ETEKTUPOBAHWS.
HecMoTps Ha CBOKO NPOCTOTY, OHa 9BNYEeTCY
KpaHe Hage>XHbIM MHONKaTOPOM
NPUCYTCTBUY, aTaKyoLero B UHPPacTPYKType

Masquerading T1036

OcHoBHOe onucaHue

TexHuka Masquerading T1036 sBnsieTca Hambonee NPOCTON C TOYKW 3PEHNS NMOHUMAaHNS ee paboThl

1 AeTEeKTUPOBaHNS. HECMOTPS Ha CBOKO NPOCTOTY, OHA SBNSETCS KPalHe HaAEeXHbIM MHOMKaTOPOM
NPUCYTCTBUS aTakyiowWwero B MHPpacTpyKType. STa TEXHWKA ABASETCH OAHUM U3 METOLOB, UCMONb3YEMbIX
a3naTCKUMI rpyNNUPOBKaMK, YTOBE! CKPBITh CBOIO aKTUBHOCTL ¥ OBOWTY Pa3NYHbIE MEXaHW3Mbl 3aLLUUTbI.
OHa nogpasymMeBaeT UCMONb30BaHUE NErMTUMHBIX NPOLECCOR, GaliNioB UKW KOMaHA, YTo6bl 3aMacKUpoBaTh
BPEAOHOCHYIO AEATENBbHOCTb MNOA HOPMasbHbIE Onepauni Uy NErMTUMHBIE MPUAOXKEHWUS. 3N0YMbILLNEHHVK

MOXET NpMBEeraTb K METOAAM 3anycKa yKe 3HaKOMbIX HAMMEHOBaHW MPOLECCOB B ONEPALMOHHOA CUCTEME,

co3naHns qJEIVmOB C neranbHbiM HaMMEHOBaHMEM B oﬁm,e,uoc:Tyng\x AVNPEKTOPKSX, 3anyckaTb Cﬂy>K6bI
CO 3HaKOMbIM HAMMEHOBaHMeM NpoueccoB 1 ONUCaHWIA cny)«ﬁ.

lNpoaHann3npoBas AeCATKA MHUMOEHTOB No BCEMY MUPY, Mbl COBpani Ton Hanbonee YacTbiX AMPEKTOPUN,
Kyna asvaTckue APT NOMELAaoT CBOW MCMNONHAEeMbIe $alinbl BO BPEMS aTaku.

BcTpeyaeTcs B NoAaBnsioLwemM BoMbLMHCTEE Clly4aes (0TCOPTUPOBAHO MO NOMNYNSPHOCTW):

- C\Windows\Temp

- C\Windows\tasks

- C\Windows\help

- C:\Windows\help\help
- C\Intel

- C\intel\logs

- Ci\perflogs

- Ci\system

Mbl pekoMeHayeM 06palLaTe NPUCTanEHOE BHAMaHUE Ha CO3AaHWE UCTIONHAEMBIX HaiinoB B 3TUX
OMPEKTOPUAX OT HE3HAKOMBIX MPOLECCOB WM YHETHBIX 3arMceii.

Tak>ke No HALWWM HABMKASHWSM B NOAABNALWEM BONBLUMHCTEE NPW BLINOAHEHUM TexHWKK Hijack Execution
Flow: DLL Side-Loading T1574.002 npOTUBHWK CTApaeTCs PacrnonoXmTb NErMTUMHBIA MCNONHAEMbI (aiin
1 BPeAOHOCHYIO BUBANOTEKY MO CAELYIOWNM MY TSM:

- C:\Program Files
- C:\ProgramData

B 3TOM Criyyae TSXKeno OTCAEXMBATb CO3AaHNE BCEX NCNONHAEMBIX HainoB B yKa3aHHbIX ANPEKTOPUSX,
TaK KaK B HUX XPaHUTCS B0MbLIOE KONMYECTBO NErMTUMHOMO NPOrPaMMHOro 0becrneveH sl B onepaunoHHOM
cucTeme. Jlydwe Bcero nogoiaeT NpodrnnpoBaHie NporpaMMHOro 0BecneyeHus, KOTOPoe PaspeLleHo

1 YyCTAHOBNEHO Ha KOMIMLIOTEPAX Y Bac B aoMeHe. AsvaTtckme APT NpegnoumTaloT MackMpoBaTLCS Mo,
pPasnyHbIe CPEACTBA 3aLUMTbl MHDOPMALLM, HANPUMED:
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TexHn4yeckmne petanun
Mpumepsbl npoueanyp

YacTo ncnonb3yemMoin pasHOBMOHOCTBIO MackapaouHra SBNseTCs MUMKPWS MoA, neranbHblie NpoLecchl
ONepaLMOHHON CUCTEMBI C LIENBIO CO30aTh NPENATCTBMA CReumanncTamMm MHGOPMaLMOHHON 6E30NacHOCTM,
aHanM3npyoLLKM cUCTeEMY. B cxeme 3Tol npouenypbl y a3naTCcKixX rpynnMpOBOK MOXHO BblAENATb

CXOXKWME NaTTEPHbI. B OCHOBHOM 3TO NPOMCXOONT Ha 3Tane BeiNnonHeEHNS TexHWK Hijack Execution Flow:

DLL Side-Loading T1574.002 n Process Injection: Process Hollowing T1055.012 (nogpo6Hoe onucaHue

B pa3gene TEXHWK). ATakyoLmiA 4OCTaBNAeT BPeaOHOCHYIO BUBINOTEKY 1 NeranbHoOe NporpamMmMHoe
obecneyeHne oNs Nnepexsara noTokKa BLINOMIHEHUS 1 3aMyCka CBOErO KOAA B KOHTEKCTE NErMTUMHOMO
npoLuecca Ui NPOU3BOAUT MHBEKLIMIO KOAA, UCMOSb3Ys BO3MOXHOCTb CO34aHW1s NpoLecca

B MPVIOCTAHOBIEHHOM COCTOAHIW. [OCNe Yero CO3AaeTCo NPOLECC C eranbHbIM UMEHEM; Y>Ke Nocne
«3aMEHLI» UCMONHAEMOro Gaina B aApecHOM NPOCTPAHCTBE NPOLECcca NPOV3BOANTCS BPEAOHOCHas
aKTUBHOCTb. 3Ta aKTUBHOCTb 06Hapy>K|/|BaeTcs| nocpencTeOM OeTeKTUPOBaHNA aHoManuin B pPOONTENBCKNX

n p o I l eny p 1 JOuEPHNX npoLeccax Windows.
[eTekTnpoBaHMe aHOManui B pOANTENbCKUX U AOYMEPHUNX Npoueccax

B Kaspersky TIP
e I

Svchost.exe Start without Parameters (MITRE: v
T1036 Masquerading)

Command_line: svchost exe
Process creation h Image_path: $windir\$system32\svchost.exe

Command_line: svchost.exe

ImagePath- $windir\$system32\svchost exe
Anomaly in the Windows Critical Process Tree v

(MITRE: T1036 Masquerading)

Command_line: svchost exe
Process Hollowing (MITRE: T1055.012 Process v Image_path: $windin$system32\svchost exe
Injection: Process Hollowing)

Image_path: $windir\$system32\rundll32 exe

Target_image_path” $windin\$system32\svchost exe




TexHnyYeckune getanv

[Tprmepbl
npoueanyp
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Mpuyumep 1

BpenoHocHoe MO WebDav-0 no nyTn C:\Windows\system32\conhosté4.exe (conhosté4.exe — BbloymaHHOE
vms; HacToswee — C:\Windows\system32\conhost.exe).

cmd.exe /c C: & cd\ & cd ™ & dir \\<ip>\c$\windows\system32\conhosté4.exe
cmd.exe /c C: & cd\ & cd " & wmic /node<ip> /user<domain>\<username> /password:<password>
process call create "cmd /c $system32\conhosté4.exe”

MNpumep 2

B kamnaHwvw, HanpaeneHHOW Ha roCYLapCTBEHHOE yYpexaeHe TUXOOKeaHCKOro PernmoHa, atakyowmii
MUCNONb3YET apXMBaTOR, CKPbIBAIOWMIACS Nog uMeHeM npouecca svchost.exe — C:\Windows\ime\svchost.exe
(MD5: D263D26A2BE8D971273F6CIFA2EC6608).

C:\Windows\ime\svchost.exe a -r -hpzxcv@wsx -ta20220627 C:\Windows\ime\microsoft.dat c:\*.doc*
d\*doc* e\*doc* c\* pdf* d:\*pdf* e:\* pdf* hi\*doc* h:\\* xIs* h:\\*.pdf* f:\*.doc* f:\*xIs* f:\* pdf* g:\*.doc*
g\*xls* g:\* pdf*




TexHnyYeckune getanv

O6Hapy-
XeHune

O6Hapy>xeHune

B npouecce oeTekTMpoBaHnsa 3TOM TEXHWKI CTOWT onupaTtbes Ha maTtepuan Find Evil - Know Normal™ 26
oT SANS Institute. 3TOT Nnakat NpeAcTaBNAeT COBOM HAarNgAHOE PYKOBOACTRO A5 OBHAPYXeHWs

BPEOOHOCHOW aKTUBHOCTW Ny TEM CPaBHEHWSA HOpManbHOro noeegeHns OC ¢ noTeHUMansHo

NnoAO3PUTENBHON NN 3NOHAMEPEHHOW AeaTenbHOCTEHO. OH ONMCHIBAET HOPMABHOE NOBEAEHWE NPOLECCE,

a Tak>XXe NermTUMHbIE KOMBUHALIMA SOYEPHUX M POAUTENBCKUX NPpoLEeccoB. Ha cobbiTus, SBnatoLmecs

OTKJIOHEHWEM OT HOPMbI, CTOUT BO3BOAUTbL anepT. PekomeHayem o0b6paTuTb BHUMaHWE Ha Halle NpaBuio
Sigma-Generic-Anomaly in the Windows Critical Process Tree — 3TOT XxaHT HEOQHOKPAaTHO BbIpyYan Hac

B HEMPOCTBIX CUTYaLUSX.

JoncnHUTENBHO HEOBXOANMO OTCNEXIMBATL COBBITUS CO3AaHWUS Qalinos, HaNPUMEP, UMEIOLLIX UMS
NernTUMHOro NpoLecca, Ho HeobblvHOe pacnonoxeHue B cucteme: C:\ProgramData\svchost\svchost.exe.
Mo 3TOW »e NOrMKe MOXHO OTCNEXMBaTL COBBITUS CO3AaHNA MPOLECCOB.

Find Evil

5&a 3

NcTouHMK cobbiThin XypHan Event ID
Windows Security 4688
Sysmon Sysmon 1M
Sigma-npaBuna

- Sigma-Generic-Anomaly in the Windows Critical Process Tree

- Sigma-Generic-Svchost.exe Start with no Standard Parameters
- Sigma-Generic-Shell Creation by Critical Windows Process

- Sigma-Generic-Rundll32 Start with no Standard Parameters
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Research,
identification
and selection of
targets, often
represented as
crawling Internet
websites such as
conference
proceedings and
mailing lists for
email addresses,
social
relationships, or
information on
specific
technologies

Cy b e r Leverage, discover, analyze Atomic, computed and behavior indicators

Kill Chain

Coupling a remote
access trojan with
an exploit into a
deliverable
payload, typically
by means of an
automated tool
(weaponizer).
Increasingly, client
applications data
files such as Adobe
PDF or Microsoft
Office documents
serve as the
weaponized
deliverable

Transmission of
the weapon to the
targeted
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vectors like email
attachments,

websites, and U
removable media.

After the weapon
is delivered to
victim host,
exploitation
triggers intruders'
code. Most often,

oitation

cation or
ating system
vulnerability.

Installation of a
remote access
trojan or back
on the victim
system allows the
adversary to
maintain
persistence inside
the environment.

Actions on
Objectives

Only now, after
progressing
through the first

actions to achieve
compror
hosts must objectives.
outbound to an Typically this
Inter controller objective is data
server to establish exfiltration which
a C2 channel involves collecting,
encrypting and
extracting
information from
the victim
environment.
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Unified Kill Chain

2017

Unified
Kill Chain

MocnepoBaTensHoCcTb 3Tanos ataku B Unified Kill Chain

e Monck, MAEHTUDOUKALAS 1 BEIGOP LENer ¢ MOMOLLBKD K TUBHOM MW MECCUBHOM 29
1 Reconnaissance DABBEIKM,
MNoAroTOBUTENbHbIE AeACTBNS, HanpPaBNeHHbIe Ha CO3AaHNE MHPPACTPYKTYDHI,
2 Resource Development HeoBX0AMMOI ANS NPOBEAEHWS aTaku.
3  Delivery TexHUk1 Nepefaduv BDEAOHOCHOTO O6BEKTa B LIENEBYIO UHGRACT PYKTYRY.
4 Social Engineering MeToas! MaHUNYIMPOBEHA IOALM ANS BLINCHEHUS ASACTBIA, HY XHbIX 8TaKYOLLEMY.
g MeTofbl aKcnayaTaLm Ya3BuMocTe, KOTOPbIE MOrY T NPUBECTH K BBINOMHEHNIO
° Exploitation BPEAOHOCHOMO KOAA.
. NioBele AeicTBIS, HaNpaBNeHHbIe Ha COXPaHeHWe NoCTOSHHOMo AOCTYNa
6 Persistence K LENEBOR cUCTeME.
7 Defense Evasion MeToasl YKNOHEHNS OT 0BHaPY KEeHVS U 06X0Na CPEACTE 3alUMTHI.
8 Command & Control MeToasl B3aMMOAeicTBAS C KOMAHAHBIMW LLEHT PaMIK 13 LIENEBOIA CET.
9 Ehvaii TyHHennpoBaHve Tpaduka Yepes KOHTPONMPYEMYHD CUCTEMY K OPYTM CUCTEMAM,
g K KOTOPBIM Y aTaKYHOLLWMX HET NPAMOro AocTyna.
: TEXHUKW, NO3BONAOLLAE 3NOYMBILLNEHHUKY NONYYATb MHGOPMaLUIO O cUcTeMe
10 Discovery W €€ CETEBOM OKPYKEHUI.
1 Privilege Escalation MeTofbI MOBLILLIEHAS MPUBUNEMMIA B CUCTEME UK CETU
12 Execution TEXHVKW, KOTOPHIE NPUBOASAT K BHINONHEHWIO KOO, KOHTPONUPYEMOro
3NOYMBILLNEHHWKOM, B NOKaNEHOW WK yAaneHHoH cucTeme.
. TexHWKW, MO3BONSIOLLUE NOMYUUTL AOCTYN UK KOHTPOb Haf, YUETHBIMA AaHHEIMU
13 Credential Access CUCTEeMbl, CepB1Ca U AoMeHa.
TEXHUKK, NO3BONAIOLLAE 3N0YMBILLINEHHUKY rOpU3oHTanbHo NepemMelliaTbes
14 Lateral Movement W YNPaBNsATE yaaneHHsIMU CUCTEMaMN.
; TexHWKN, ncrnonsayemele Ans MAeHTUdKKaLMIA n cEopa AaHHbIX B LENEBOI ceTy nepes,
15 Collection X SKCHUNETRALNERA.
- ; TeXHUKW, KOTOPHIE NOMOrEI0T 3N0YMBILNEHHAKY SKCHUNETPOBaTE AGHHLIE
16  Exfiltration 13 LIGNBBON CaT.
17  Impact TexHUKW, HaNpaBNeHHbIE Ha YNPaBNeHUe, OCTAHOBKY UMK YHUUTOXEHWE
P LieNEBOI CMCTEMBI.
18 Objectives CoupanbHO-TEXHUYECKWE LUeNW aTaki, NpeaHasHaveHHble AN AoCTUXEHWs

cTpaTernyeckoi uenu.
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Unified Kill Chain Oran

Unified Kill

TexHuka OnuncaHuve
Persistence T1546 Kak nokasblBatoT Haluv HaBnoaeHns, asvaTckue APT
T1546.003 3aKpennarTCs BHY TPW MHOPACTPYKTYPL MHOT MM
T1546.012 NpoLuenypamMn 1 TEXHUKAMI, HRUYHASA C CaMbIX NPOCThIX
T1546.015 N 3aKaHYVBas HaMBoNee CNOXHLIMUAL
E]C‘);??B - Valid Accounts T1078
T1078.002 + Scheduled Task/Job T1053
; - Windows Service T1543.003
T1053 : ‘ .
- Windows Management Instrumentation Event Subscription
LGEsHel2 T1546.003
Eggasoos - Image File Execution Options Injection T1546.012
T1505.003 - Component Object Model Hijacking T1546.015

Chain

OcHosbiBagch Ha Unified Kill Chain, mbl
CO30anm COBCTBEHHYIO TabNLLy, CBA3AHHYIO
C asnatckummn AP T-rpynnmpoBkamu,

C Llefiblo O4aTbhb unTaTeso NoHMaHune
MOTMBALNW 3NOYMBbILLNIEHHVKOB, a TakXXe
npenoCcTaBNTb OaHHble, Kak MOTryT
npoasuratbcs asnaTtckme APT-rpynnmnpoBKy
B MOTEHLMabHbIX KaMMaHNSAX

[aHHbIA HaBOP TEXHWUK Mbl HABMIIOAAEM HE B KaXKAOM
0BHapy XeHHOM WHUMOEHTE, CBA3aHHOM C a3uaTckimmn APT.
3TO 3aBUCUT OT KOHKPETHOM rpyNNMPOBKA M BO3MOXHOCTM
NPUMEHEHS TOW NN MHOW TEXHWKI B UHPACTPYKTYpE
XepTBbl.

Ho B nogasnsaioLlem BOAbLUMHCTBE UHUWAEHTOB C YYacTUeEM
asnatckux APT-rpynn Mel Ha6NOLAEM OWMH W TOT XKe NOAXOL,

K 3aKpenneHuio. 3To ceaska TexHuk Create or Modify System
Process: Windows Service T1543.003 + Hijack Execution Flow:
DLL Side-Loading T1574.002 v nansHelwee npuMeHeHne
Process Injection: Process Hollowing T1055.012 onsa natexaHus
OBHapy XeHWs OeACTBMIA aTakyoLWero.

[aHHas cBA3ka npyvMeYaTenbHa Tem, YTO TEXHKKA

OTHOCHTCS Cpa3sy K Heckonbknm TakTukam MITRE ATT&CK —
3aKpensieHuio, NOBLILLEHUIO NPUBUNEM UK, N36eXaHnio

OBHapy XeHWs, B peaynstaTe Yero atakyoWwmii 3aHnMaeT
BbIFOAHYH NO3MUMKD ONS AaNbHENLINX NEACTBUIA aTaKK.

Kak Mbl y>ke onuckiBany B pasfene TEXHUYECKUX OeTanei,
3NOYMBILLNEHHKK CrepBa OCTaBngeT BpeAOHOCHY 0
OVHaMUYECKYI0 BUBNNOTEKY M YACTBIA MCNONHAEMBIH daiin,
ya3BMMbIA K DLL Hijacking, nocne yero cospaeT cny xey
Windows Ha 0CHOBE NPUHECEHHOO Ha XOCT NEerMTUMHCIO
dalina n 3anyckaeT ee, B pe3ybTaTe Yero BeINCNHAETCS
BpeLoHOoCcHad BubnuoTteka. lanee 3noyMbILLNEHHWK NpuGeraeT
K MCMOoMb30BaHWIO TeXHWKK Process Injection: Process Hollowing
T1055.012, n npouecc cnyx6el co3aaeT HOBLIA NErMTUMHEIA
NpoUecc B NPNOCTAHOBAEHHOM COCTOSHMN, B KOTOPbIA
BHeApseT 63KA0P 019 B3aUMOAENCTBIS C KOMaHOHbIM
LeHTpoM. [1Ns MackMpOBKIA BPeAOHOCHON CNYX6bl, KpoMe
ncnonb3osaHng TexHukn DLL Side-Loading T1574.002,
asmaTtckme APT-rpynnbl YacTo Co30ak0T CNy By, CKpLITYHO

3a npougeccom svchost.exe. Kak pesynerat — 310y MbILLNIEHHWK
BCEraa MeeT 3anyLweHHbIA NpoLece C npasamu System,
3aKpensieHHbIN Yepes ciy By, 0T KOTOPOro fanee NpovU3soanT
NanbHenLLIne Warn B CBOE aTake.
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MwuTturaumm

MuTturaunnm

Mbl cobpanu nyulume NpakTUKK
n3 NIST, NCSC, CISA, SANS

B OPraHn30BaHHYIO CTPYKTYPY,
KOTOPYHO MOXHO MPVIMEHSATb

B OpraHn3aumsax

34

Mepbl, KOTOPbIE MOXHO NPEANPUHATD O/

CHIKEHUS pYCKa KOMMPOMETaLMN MHPPACTPYKTYPb!

Hardening&Security

Komnnekc mep no ykpenneHmo
3aWnTbl MHOPACTPYKTYPbI
opraHmsauun, B TOM YnCne
BbICTpavBaH/e NpoLLeccoB
BlueTeam:

» Security Operations (SOC)
* Threat Hunting (TH)

+ Digital Forensics & Incident
Response (DFIR)

* Cyber Threat Intelligence (CTI)

Asset Management

Mpouecc CBOEBPEMEHHOW
NHBEHTaPU3aLMN aKTUBOB

Vulnerability Management

MpoLecc yrnpaBneHns ysa3BUMOCTSMM

Security Products

BHepgpeHve EPP / EDR / Sandbox / IDS /
IPS / Deception peLueHwnin



MwuTturaumm

[lpoTrBOOEUCTBME In - >
3arpyske - “
Vl 3a nyc Ky Bl_l O 1. Reconnaissance

2. Resource Development

* bnoknposka » Patch Management 3. Delivery
SPoABOEHbI * Application Policies
el A 4. Social Engineering
« MpyHLMA + EPP1EDR
HaMEHbLLIVIX 5. Exploitation
npuBUNErnim 0 DA

6. Persistence
* QunbTpauuns

BXOSLLEro Tpaduka 7. Defense Evasion
* Whitelisting
CoenVHEHWI 8. Command & Control




MwuTturaumm

[lpoTmMBOOENCTBUE
PaCrpoOCTPaHEHNIO

MO CETU

» CermeHTaumsa ceTtu

» 3ameHa ycTapeBLUMX
TEXHOOrIA

* [laponbHble
NONNTUKN

+ 3awmTa YYETHbIX
OaHHbIX

e 3awmTa
NPVBMNErMPOBaHHbIX
YYETHbIX 3anmcen

* [/lcnonb3oBaHne

nPMMaHoOK

* [/lcnonb3oBaHne

XaHumnoToB

Through

10.

1.

12.

13.

4.

Pivoting

Discovery

Privilege Escalation
Execution
Credential Access

Lateral Movement
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CTtaTncTuka 57

MeTopgonoruns

Camnnbl, B3aTble 13 Kaspersky Security Network
(KSN — cnoxHag pacnpeneneHHas nHpacTpyKkTypa,
npenHasHauYeHHas ong HTENNEKTYanbHOM
0bpPaboTKM NOTOKOB AaHHbIX, CBA3AHHbIX

C KNoepyrpo3amm 1 NnpeaocTaBngeMbix 4OOPOBOIBHO
MUIIOHaAMIM NONb30BaTeNEN MO BCEMY MIUPY), Obln
nofaHbl Ha Bxof Kaspersky Threat Attribution Engine.
Te 13 HKX, KOTOopble bl aTPUBY TUPOBAaHDI

K a3viatckum APT-rpynnmpoBKkam, obiin
OOMNONHUTENBHO OBOoraLLeHbl HPOPMaLUNE

006 HOYCTPUX 1 CTPaHe



CTtatncrtuka

MeTopgonoruns

Camnnbl, B3aTble 13 Kaspersky Security Network
(KSN — cnoxxHag pacnpegeneHHas MHPpacTpyKTypa,
npenHasHauYeHHas ong HTeNNEKTYyanbHOM
0bpPaboTKM NOTOKOB AaHHbIX, CBA3AHHbIX

C KNo6epyrpo3amMmm 1 NnpeaocTaBngeMbix 4OOPOBObHO
MUIMIOHaAMIM NONb30BaTeNEN MO BCEMY MIPY), Dbl
nofaHbl Ha Bxof Kaspersky Threat Attribution Engine.
Te 13 HKX, KOTOopble OblNV aTPUBY TUPOBAHDI

K a3vatckmum APT-rpynnmpoBkam, bl
OOMNONHUTENBHO OBOoraLLeHbl HPOPMaUNE

00 HOYCTPUKX 1 CTPaHe

/5 anuacoB pa3ouThl
Ha 8 OCHOBHbIX PYNMMPOBOK

Ton-5 no reonokaunn
n Ton-3 No NHOYCTPUIM

CyMMapHO KONNYECTBO
aTakoBaHHbIX B %
NO KaTEropUIM
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CTtatncrtuka

APT-akTop Ton-5no Ton-5 cTpaH CymmapHoe
reonokaunm  no KonM4ecTBy KONMMYECTBO
aTakoBaHHbIX aTakoBaHHbIX
rpaHnvYeHmne =
APT41 Ervmer B‘;D 13%
Aliases: V'E:CHW HE{’D
BbIGOPKI/I
+ Wicked Panda (CrowdStrike)
+ Winnti Group (Kaspersky)
+ Barium (Microsoft)
Vicious Panda Eoccm; %f(;/o 12%
Aioses
o - Microcin TapxukrcTaH 3%
[Tpy HTepnpeTaumn pe3ybTaToB Halleu . Bronas Ducley (Secureorks]
CTATUCTUKN BaXXHO NOMHUTb 06 orpaHnyeHmnsx
nccriegoBaH4. Cne,uyeT OTMETNTb, YTO
npoaHamM3npoBaB Bonee CoTHY Pa3/IMYHbIX APT-akTop Ton Mo MHAYCTPUSIM Ton No KoNMYecTsy
YKepTB (opraHn3aunii)
NHUMAEHTOB U ThiCA4YM 06pa3L,0B BpeaoHOCHOro
10O, cBa3aHHbIX ¢ a3natckumn APT, o6bem tone Ponci S i
o~ MpOMBILNIEHHOCTb 3%
NpoaHanM3npPoOBaHHOW BbIDOPKW HE MOMHOCTLIO :
OTpaxaeT ObLLMi OBBEM YrPO3 1 CTAaTUCTUKN Emissary Panc e i
POMBILLNEHHOCTE (]

Nno MUpy



Sigma-npasuna

Sigma-
npaswvna

B naHHOM oTyeTe Mbl
npepocTaenseM [t sl
SIGMA-npaBun, KOTOpPbIE Bbl
MOXETE NCMOJb30BaTb

B cBouXx SIEM cucTemax, Ytobbl
OBHapPY>X1BaTb NOTEHUMABbHYIO
aKTUBHOCTb a3naTCKUX
APT-rpynnnpoBoK

TexHukKn

Sigma
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Phishing: Spearphishing
Attachment T1566.001

- Sigma-Generic-Shell Creation by Trusted Process
+ Sigma-Generic-Drop and execution file from a trusted process
+ Sigma-Generic-LNK Creation from Archive

Command and Scripting
Interpreter: Windows Command
Shell T1059.003

- Sigma-Generic-System Information Discovery via Standard Windows Utilities
- Sigma-Generic-System Network Configuration Discovery via Standard Windows

Utilities

- Sigma-Generic-Remote System Discovery via Standard Windows Utilities
- Sigma-Generic-File Download via Bitsadmin

- Sigma-Generic-Ingress Tool Transfer via curl.exe

+ Sigma-Generic-Compress Data for Exfiltration via Archiver

Command and Scripting
Interpreter; PowerShell
T1059.001

- Sigma-Generic-PowerShell Suspicious Arguments

+ Sigma-Generic-Execution of Downloaded PowerShell Code
- Sigma-Generic-PowerShell Code Execution from File

- Sigma-Generic-PowerShell Code Execution from Registry

Windows Management
Instrumentation T1047

+ Sigma-Generic-Suspicious Command wmic.exe

+ Sigma-Generic-Suspicious Child Process Wmiprvse.exe

- Sigma-Generic-System Service Discovery via wmic

. Sigma-Generic-Permission Local Groups Discovery via wmic
.+ Sigma-Generic-Security Software Discovery via wmic

Event Triggered Execution:
Windows Management
Instrumentation Event
Subscription T1546.003

- Sigma-Generic-Changing MOF Self-Install Directory via Registry
- Sigma-Generic-MOF file changing/creation

Event Triggered Execution:
Image File Execution Options

- Sigma-Generic-Persistence by Image File Execution Options via Registry
- Sigma-Generic-Accessibility Features Backdoor Installation via ifeo debugger
- Sigma-Generic-Silent Process Exit Monitoring persistence via PowerShell

Injection T1546.012 - Sigma-Generic-Application Verifier Persistence via PowerShell
- Sigma-Generic-Image File Execution Options Injection via SilentProcessExit
- Sigma-Generic-Accessibility Features Backdoor Installation via SilentProcessExit
Monitoring
BITS Jobs T1197 . Sigma-Generic-File Download via Bitsadmin

- Sigma-Generic-Not Standard Parent Process Bitsadmin

Scheduled Task/Job: Scheduled
Task T1053.005

.+ Sigma-Generic-Windows Shell Started Schtasks
- Sigma-Generic-Suspicious Schtasks.exe Arguments
- Sigma-Generic-Scheduled Task Start from Public Directory
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1 YacTb: 2 YacTb:

Asnatckne APT Y asmnatckux APT- OTUYET MOXXHO 1CMOMb30BaTb B KAYECTBE
OCOBEHHO OnacHbI rPYNNMPOBOK ECTb CBOW PYKOBOLCTBA MO BbICTPaBaHWIO 3aLLNThI
0119 TOCCTPYKTYP XapaKTEepHbI MoYepkK OT aTak asuaTtckux APT
1 MPOMbILLSTEHHbBIX
MPSANPATIA HeBepHoOe MHeHVe 6yaTo SddekTUBHAA CTpaTErng 3amnThbl

aTaku asnatckmx APT BKJ/IKOYAET MpaBufibHO OpPraHN30BaHHbIE
Ycnex aTux atak HaCTOJIbKO CTIOXHbl npouecckl B SOC, sawmTHble
OO BACHAETCHA CNabbiv 1 NPO4YMaHBbI, YTO MHCTPYMEHTbI 1 cneuyarnbHble 3alnTHbIE
YPOBHEM Pas3BUTUS BEPOATHOCTb VX BOBPEMS MEeXaHN3Mbl
npoueccos Vb OBHaPY>XNTb 1 OCTAHOBUTb

B OpraHn3aLmsx XXepTB 6n13Ka K Hy o




B camom Havane otyeTa Mbl UCMONb30Ba LATATY.

There is no teacher
but the enemy.



B camom Hauvarne otyeTa Mbl UICMONb30Banm unTaTy.

There is no teacher
but the enemy.

Hapoeemc4, UYTO N3y4mB MaTepuarn, Bbl CTaHETE
OMbITHEE B 3aLLUMTE OT KNOEPYTPOS3.



kaspersky



