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There IS no teacher
but the enemy

Ender's Game
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AHanNUTUYECKNE OTHETHI
«JlabopaTopum Kacnepckoro»
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Omep3utenbHas
BOCbMepKa

W, TEXHUKM 1 MPOLLEAYPbI COBPEMEHHEIX
K BBIMOraTensi

rpynnuposo neii I(aspe rSI(y
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dz8 do Z t 8 Z CL |‘:‘e F] 8 E D 8 |‘:\Q @ MHumpeHTbl ¢ asnatckummn APT B pa3HbIX Yrosikax nnaHeTbl

[aHHbllA paznen coaepKknT MHGOPMaLMIO O 5 YHUKaNbHBIX MHUWMOEHTaX, 0BHapYy>XEHHbBIX HAMIA

B pa3HbIX TOUKax M1pa. Kaxk oblii MHUWWAEHT — 3TO YHUKaNbHbIM KENC B CBOEM CTPaHE 1 UHOYCTPUNA,
onunceiBaloWmMiA AelcTeus 1 TTPS 3n0yMbILLNEHHUKORB. B KOHLE pasaena Mbl cobpani CBOLAHYHO
Tabnuuy TTPs BcTpeTuBLIMXCSH HaMm APT-rpynnMpoBOK B 3TUX MHUMAEHTax. [laHHas Tabnmua cocTout
n3 cnucka TTPs M\e%ceqewu?l NX NCNONb30BaHUS B 3TUX MHUWOEHTAX.

8 I c R TaNM» COOEPXUT NOAPOBHOE ONMCaHNE OTAENbHON TEXHWKI, OBHAPY KEHHOM
3 ’ gaTckX APT-rPynnupoBok. Kax pas TexHuKa COAEpXNT
A\ 4 \\ .
W\ OcHoBHoOe Mpumepsl O6HapyxeHune Sigma-npasuna
onncaHwe I'IDO U.e.D.Vp [aHHble No noaxogam Cnucok Sigma-npasun,
oBbHapy XeHus OTHOCSILLMXCS K 3TOW
MoApobHbie TexHnieckue OBHapyXeHHbIe Hamu ONMCLIBAEMON TEXHIKW, TexHuke. Camu Sigma-
NaHHble, KaK paboTaeT NPUMEPLI NCTIONL30BaHNS a Takxe EventlD coBbIThiA NnpaBswna Bbl MOXETE Hal T
HELR R TR atelals Rl UERALL L pa3NYHbIX areHToB B MpunoxeHun Sigma
asnarckmmmn APT MOHUTOPVHa aNg
oBHapy KeHWs AaHHOW
Yrpos3el

8 h
= AN .
bIB nlfl ill in, Mbl CO30,a1 COBCTBEHHYIO TabnuLly, CBA3aHHYIO C a3uaTCKUMM
O q) R :3 P yn now/ )T BEpXHEYPOBHEBOE NOHMMAHMWE MO MOTVUBALWIM 1 MOYepPKY
« K ’ 3/10YMbILLAEHHNKQEB, a Takxe npe,D,OCTaBMTb JaHHble, Kak MoryT npoasuraTbcs asnatckue APT-
RAUOT EW8WWW?
8s h8 YdRmme
’ asfien ¢ onmcaHem MTVrauni PUCKOB, OCHOBAHHBIM Ha OmncaHHsIX TTPs.
, 3
F]

& U BucrnbehRetrabls $
A

O@H"S(:Taacmk&]'lo JKepTBaM a31MaTCKIX rPynnMPOBOK B MUPE, BKIIOHaIOLLAs PasaeneHne
N0 CTPaHaM 1 Uy CTRUSAM.

_-;<

@ MpunoxeHne: Sigma

MpunoxeHwe ¢ Sigma-npaBunamu, KOTOPbIE MOXHO NMPUMEHATE 415 OBHaPY>KEHUS OMUCaHHBIX TEXHIK
B 3TOM OTYETE.
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WHunpeHTbl ¢ agnatckumu APT B pasHbix yronkax nnaHeTbl VHunpeHTbl ¢ asnatckumu APT B pasHbix yronkax nnaHeTs! WHumpeHTbl ¢ a3natckumu APT B pasHbix yronkax nnaHeTbl

NMHumnpeHT 1 — NMHumnpeHT 2 — NHunpeHT 3 —
Poccua n benapycb NHpoHesunsa NMakncraH

AsmaTcKite APT-rpyVPOSKIL TaKTUKY, TEXHIKA M MPOLEAYPSI lkaspersky APTr Tk, lkaspersky APT-rpynnposK: TaxTI o kasperslky
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WHunpeHTbl ¢ agnatckumu APT B pasHbix yronkax nnaHeTbl

NHunpeHT 3 —
MakncraH

VHunpeHTbl ¢ asnatckumu APT B pasHbix yronkax nnaHeTs! WHumpeHTbl ¢ a3natckumu APT B pasHbix yronkax nnaHeTbl

NMHumnpeHT 4 — NHumnpeHT 5 —
Manaiisus ApreHTunHa

Kz AP T-rpYUDOBKI: TAKTUKY, TEXHKN U MPOLEAY Dbl kaspersky

APTr T, kaspersky APT-rpynnposKM: TaKTIKH, kaspersky
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PucyHok 2

1. Kanaga
2. BbeTHam
3. fOAP

4. dnoHns
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[eorpadusa camMmnnios, ynomMsaHyTbiX B pasgene «MHungeHTbi»
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[eorpadus cepeepos C&C nccnegoBaHHbIX UHUVAEHTOB
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KoHueHTpaumns
cepeepoe C&C

HanbonbLuad

HanmeHbLLas
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NHunpeHT 1 — Poccuna n benapycb

Ceopgkano XXepTBe

WNHoycTpus @ 3aTpoHy Thie CTpaHsbI Yrposa

loccTpygTypa

N\
(0])] e MHBTa

B 2022 ropy Hawwmmn IggMami 6bina obHapy:keHa ataka ¢ UCnonb3oBaHWeM BpefoHocHoro M0
§.Ha rocynaa {HY10 CTPYKTYpPY B Poccuin. PaHee Heckonbko vccneaoBaTenei onucant

Poccusa, Benapycb WebDav-O

®
Ha CKOMMNPOMETUPOBAHHbBIX XOCTax.

3aTem po6aBunn onncaHue Cny>kBel v Ny T K BpeaoHOCHOM DLL B COOTBETCTBYOLEM KNIOYE peecTpa Ans
SQLReader u 3anycTunum cnyxoy:

reg (81 H!A%LﬁALﬂAC \SYSTEM\CurrentControlSet\Services\SQLReader /v Description /t
Z /4 NQLISErvet SS

N= Rgader”
reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SQLReader\Parameters /v
SergipgDll /t REG_EXPAND_SZ /d "C:\Windows\System32\sqlrder.dIl

Ssc 5 QLReader
2

s O

A 4 A4 ~

s t

OnucaHhas aKTUBHOCTb npeacTaBnaeT cobor NPOACIKNTENBHYO KAMNaHWIO, HaNPaBNEeHHYO NPOTUB OAHO
13 rocyAapcTBEHHbLIX CTPYKTYP Poccun. CornacHo Hallein TeneMeTpun, NpuMeHeHne aToro BpeaoHoca
BbI10 3aMeYeHO TakKe NPoTUB Benapycw, B OCHOBHOM roCyAapCTBEHHbIX CTRYKTYP. Y 3TOW aKTUBHOCTU €CThb
HeKoTopbIE CBA3K ¢ rpynnoii CoughingDown. Y rpynnel, OTBETCTBEHHO 33 3Ty Onepauuio, MPOCNexXnBagTCcs
BbICOKas MOTMBALMS, OCHOBHO LIENBIO SBNAETCA NOCTOAHHOE NPUCYTCTBUE B MHDPACTRYKTYRE Y LWMAUOHAMX.

Cka4aTb TexHWKM B hopmaTe json anst MITRE Navigator.
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¥'§ Starting Hidden SFX Archives (MITRE: T
User Execution: Malicious File).

/ \ Image _path: $selfpath\$selfname.exe

Threat Attribution P  Checking Amountaf System Memory @

T1497.001 Virtualization/Sandbox Evas

Image_path- $selfpath\$selfname exe
Report for file

344edbebb97ed8dfe79805a721b4048b

RPC Execution

Malware Source_command_line: “$selfpath\$salfname exe"
Source_image_path: $selfpath\$selfname.exe

Summary

MD5 344edbebb97ed8dfe79805a721b4048b Matched attribution entities | Stowaway RAT(100%) > | Chachi RAT (1%) >

File size 5.04 MB (5286400 B) Extracted path =

Reset similarity thresholds X Unpack v




Kaspersky Threat Intelligence Portal

ith =

v

%

-

y:y Starting Hidden SFX Archives (MITRE: T1204.002 v

User Execution: Malicious File).

Image_path: $selfpath\$selfname exe

¥ Checking Amount of System Memory (MITRE: v

T1497.001 Virtualization/Sandbox Evasion: Syste_.
Image_path- $selfpath\$selfname exe

RPC Execution v

Source_command_line” “$selfpath\$selfname exe™
Source_image_path: $selfpath\$selfname exe

Loading Dropped DLL (MITRE: T1574.001 DLL
Search Order Hijacking)

Image_path: $windir\$system32\lsass.exe
Loaded image path: $windir\Help\Help\DII7dil

Loading Malicious Shared Modules to Critical
Windows Process (MITRE: T1129 Shared Modules)

Image path: $windir\$system32\lsass exe
Loaded image path $windir\Help\Help\DII7 dil

Loading Non Standart DLL in Isass.exe (MITRE:
T1547.008 Boot or Logon Autostart Execution:__

Image_path $windir\Help\Heip\DIZ dil

Pid: 684

Target_image_path: $windir\$system32\lsass.exe
MITRE:

T1547.008 Boot or Logon Autostart Execution: LSASS Driver
(TADOO3, TAQDO4)

4

v

~
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File A

6989
749E
60D1
FAD?
Dé7C
AODZ
8C3F
DAZCL

D4EA

9 Kasparaky 5 bd. dex ruftest3mt
« Files that accessed requested URL O
Recent Requests Status Hits (=)
1 Malware 100
8¢ Research Graph
B Malware 100
Reporti v
(il Reporting B Malware 100
@ Threat Analysis o Malware 10
@ Digital Footprint v B Malware 10
B Malwar 10
ES WHOIS Tracking v atware
1 Malware 10
B APTC&C Tracking
B Malware 10
3\ DataFeeds
B I Malware 10
[El) What's New and Upcoming: B rad o

© News
m (o] =}

9646
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Dropped DLL (MITRE:T1574 001 DLL
Order

cking)

th: $windir\$system32\lsass.exe
nage_path: $windir\Help\Help\DII7 dil

Malicious Shared Medules to Critical
s Process (MITRE: T1129 Shared Modules)

th: $windir\$system32\|sass.exe
nage path: $windir\Help\Help\DII7 dil

Non Standart DLL in lsass.exe (MITRE:
)08 Boot or Logon Autostart Execution:__

th: $windir\Help\Help\DII7 dil

age_path: $windir\$system32\lsass.exe

)8 Boot or Logon Autostart Execution: LSASS Driver
TAO004)

~

v

~
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?
Threat Intelligence Portal

Recent Requests
§8 Research Graph
(i Reporting v
@ Threat Analysis
@ Digital Footprint v
ES WHOIS Tracking v
B APTCACTracking
) Data Feeds
[El) What's New and Upcoming
@ News

21] (e =]

webdavyandex ruftest3.xt

Files that accessed requested URI

@ 1 Download data

File MD5

First accessed

Lastaccessed

Detection name

Status Hits (=)
Malware 100
Malware 100
Malware 100
Malware 10
Malware 10
Malware 10
Malware 10
Malware 10
Malware 10
Malware 10

69B99401A0BBBF7BEC1B27DCE12C8B3A

749E4B767DDCFDDSCAC103D66953647D

60D1BBD32CEOC034230B8A9CCC?19B11

FAD7AAS0053DAADAFAFO91FBB344CEES

D&70A20EB768D1F9835D786E0AA3B00F

AOD238CF2BCA432E6FABE2B33FFEB41DD

8C3FODB12C71DFAB2PECS50D292A4C7B8

DA2DB10B5FEBADS9BCS612DBB424094E

D4EA33404776533DB5A30627780C4C1B

96461597 3BB2F34CAE6FE1BAE97BB991

30 Sep 2020 10:17

13 Sep 2020 00:08

07 Aug 2020 1227

06 May 2022 10:34

02 Mar 2021 1935

15Feb 2021 0957

23.Jan2021 2239

31 Dec 2020 1922

01 Dec 2020 0752

22 Sep 2020 10710

30Sep 2020 11.05

13 Sep 2020 0008

07 Aug 2020 1227

06 May 2022 1034

02Mar 2021 1935

15Feb 2021 09.57

23.Jan 2021 2239

31Dec 2020 1922

01 Dec 2020 0752

22Sep 2020 1010

Trojan-Downloader Win64 WebDAV cf
Trojan-Downloader Win64 WebDAV.c
Trojan-DownloaderWin64 WebDAV.c
Trojan-Downloader Win64 WebDAV sb
Trojan-Downloader Winé4 WebDAV.sb
Trojan-Downloader Win6 4 WebDAV.c
Trojan-DownloaderWin64 WebDAV.c
Trojan-Downloader Win64 WebDAV sb
Trojan-Downloader Winé 4 WebDAV.sb

PDM:Trojan Win32 Bazon.a

Your graph quota: 99 of 100 left |
+22items Files accessed

webdav.yandex.ru/?userinfo 69b99401a

webdav.yandex.ru/testd.txt

60d1bbd32ce0c034230b§a%cc
919b11




Kaspersky Threat Intelligence Portal

-

Your graph quota: ’T} of 100 left |
+22 items

a

dB12c71dfab29ec50d2 Industries Government Military

Files accessed

\ e Aliases Crafty Panda
Thundercats
Ghost Dragon Group
par (WD Higaisa
Actor Group @ APT — Actor is related to an APT attack.
Description CoughingDown is a Chinese- king APT active since at least

2016, as there appear to be solid links between GhOst Dragon
activity and CoughingDown. The group and its malware had

Detection name

Trojan-Downloader Win64 WebDAV cf

webdav.yandex.ru/?userinfo been referred to as “Higaisa” because of an RC4 key the group

o +

Trojan-DownloaderWiné4 WebDAV.c

Trojan-DownloaderWiné4 WebDAV.c

N

See more
Trojan-DownloaderWin64 WebDAV sb [P — _
Trojan-DownloaderWiné4 WebDAV:sb Countries Belarus
Trojan-DownloaderWin64 WebDAV.c TR TS Russia
) Vietnam
Trojan-DownloaderWiné4 WebDAV.c + 4 tems File accessed URLs
Central_Asia
Trojan-DownloaderWin64 WebDAV sb
Seeless
Trojan-DownloaderWiné4 WebDAV.sb
TTPs MITRE ATT&CK matrix
PDM TrojanWin32 Bazon a ﬂ
ﬂ MITRE PRE-ATT&CK matrix
a0d238cf2bc432e6faBe2b33
Load 749e4b767ddcfddScac103d669 .
mere 60d1bbd32ce0c03423008 A 41dd Descriptive TTPS
919b11
Downloads 4. Actorioc 4, ActorYARA
/ Ropcus WebDav-0O Malware Used to Target Government En
60% See more

CoughingDown
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R3 Rt Z u 3 OT do ur S h H Remote System Discovery

System Information Discovery

j 8 B sEs8u B 6 Hh T E d 8 h TSystem Network Connections Discovery
R8Rt ZoOs A OR30U 80 B S Frakrer

8 U A H St V rnc¢r | | %Mnrﬁangand icrlélnglnq\er;gre%r
Process: Windows Service Scheduled Task/Job
T1543.003 + Hijack Execution Flow: System Services

DLL Side- Loading T1574.002 Create or Modify System Process

Event Triggered Execution
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