
ǯșțșȣȐ ǯȐȘȐȡȟȒ

ǲȤțȟȒȟȔșȣȕȜȭ ȟȣȔȕȜȐ 
ȡȐȢȩșȡȕȞȞȟȓȟ șȢȢȜȕȔȟȒȐȞșȰ 
ȤȓȡȟȘ

ǬșȡșȜȜ ǮșȣȡȟȥȐȞȟȒ

ǲȤțȟȒȟȔșȣȕȜȭ ȓȡȤȠȠȬ 
ȡȐȘȒȕȔțș țșȑȕȡȤȓȡȟȘ

ǴȐțȣșțș% ȣȕȦȞșțș ș ȠȡȟȧȕȔȤȡȬ

ǡȘșȐȣȢțșȕ

ȓȡȤȠȠșȡȟȒțș
APT-



2ǱȟȨȕȝȤ ȝȬ ȢȟȘȔȐȜș Ȯȣȟȣ ȟȣȨȕȣ

ǱȡȕȔșȢȜȟȒșȕ
7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8 
ȟȣȢȜȕȗșȒȐȕȣ ȢȟȣȞș ȡȐȘȜșȨȞȬȦ 
țșȑȕȡȓȡȤȠȠșȡȟȒȟț Ƞȟ ȒȢȕȝȤ ȝșȡȤ% 
ȒțȜȯȨȐȰ ȠȡȟȔȒșȞȤȣȬȕ ȓȡȤȠȠȬ% 
ȢȠȟȢȟȑȞȬȕ ȠȡȟȒȟȔșȣȭ ȢȜȟȗȞȬȕ 
țșȑȕȡȐȣȐțș# ǴȐțșȕ ȓȡȤȠȠșȡȟȒțș 
șȘȒȕȢȣȞȬ Ȓ ȝșȡȕ țȐț ȠȡȟȔȒșȞȤȣȬȕ 
ȠȟȢȣȟȰȞȞȬȕ ȤȓȡȟȘȬ șȜș Tcg



3ǱȟȨȕȝȤ ȝȬ ȢȟȘȔȐȜș Ȯȣȟȣ ȟȣȨȕȣ

ǱȡȕȔșȢȜȟȒșȕ
7ǭȐȑȟȡȐȣȟȡșȰ ǬȐȢȠȕȡȢțȟȓȟ8 
ȟȣȢȜȕȗșȒȐȕȣ ȢȟȣȞș ȡȐȘȜșȨȞȬȦ 
țșȑȕȡȓȡȤȠȠșȡȟȒȟț Ƞȟ ȒȢȕȝȤ ȝșȡȤ% 
ȒțȜȯȨȐȰ ȠȡȟȔȒșȞȤȣȬȕ ȓȡȤȠȠȬ% 
ȢȠȟȢȟȑȞȬȕ ȠȡȟȒȟȔșȣȭ ȢȜȟȗȞȬȕ 
țșȑȕȡȐȣȐțș# ǴȐțșȕ ȓȡȤȠȠșȡȟȒțș 
șȘȒȕȢȣȞȬ Ȓ ȝșȡȕ țȐț ȠȡȟȔȒșȞȤȣȬȕ 
ȠȟȢȣȟȰȞȞȬȕ ȤȓȡȟȘȬ șȜș Tcg

ǩȐ ȒȡȕȝȰ ȞȐȩȕȚ ȡȐȑȟȣȬ ȝȬ ȟȣȝȕȣșȜș% 
Ȩȣȟ Ȯȣș ȓȡȤȠȠșȡȟȒțș ȘȐȣȡȟȞȤȜș ȑȟȜȭȩȕ 
ȒȢȕȓȟ ȢȣȡȐȞ ș șȞȔȤȢȣȡșȚ#

ǮȬ Ȟȕ ȠȡȕȢȜȕȔȤȕȝ ȧȕȜȭ ȐȣȡșȑȤȣșȡȟȒȐȣȭ 
țȐțȤȯ-Ȝșȑȟ ȓȡȤȠȠșȡȟȒțȤ ț țȟȞțȡȕȣȞȟȚ 
ȢȣȡȐȞȕ Ȓ ǡȘșș#

ǯȐȩȐ ȧȕȜȭ =ȠȡȕȔȟȢȣȐȒșȣȭ 
ȝȐțȢșȝȐȜȭȞȟ ȒȟȘȝȟȗȞȟȕ țȟȜșȨȕȢȣȒȟ 
șȞȥȟȡȝȐȧșș ȟ ȠȟȔȦȟȔȐȦ 
ȘȜȟȤȝȬȩȜȕȞȞșțȐ% ggc¡ ș ȢȠȟȢȟȑȐȦ 
ȝșȣșȓȐȧșș ȣȐțșȦ ȐȣȐț#



There is no teacher 
but the enemy

Ender's Game



5ǬȐț ȢȟȘȔȐȒȐȜȢȰ Ȯȣȟȣ ȟȣȨȕȣ

ǬȟȝȐȞȔȐ Kaspersky Cyber 
Threat Intelligence



6ǬȐț ȢȟȘȔȐȒȐȜȢȰ Ȯȣȟȣ ȟȣȨȕȣ

ǬȟȝȐȞȔȐ Kaspersky Cyber 
Threat Intelligence



7ǬȐț ȢȟȘȔȐȒȐȜȢȰ Ȯȣȟȣ ȟȣȨȕȣ

TTPs

MITRE ATT&CK

Pyramid of Pain

Intelligence 
Driven Incident 

Response

Unified Kill Chain



8ǬȐț ȢȟȘȔȐȒȐȜȢȰ Ȯȣȟȣ ȟȣȨȕȣ

TTPs

MITRE ATT&CK

Pyramid of Pain

Intelligence 
Driven Incident 

Response

Unified Kill Chain



9ǳȣȡȤțȣȤȡȐ ȟȣȨȕȣȐ

ǳȣȡȤțȣȤȡȐ 
ȟȣȨȕȣȐ
ǥȐȞȞȬȚ ȟȣȨȕȣ ȢȟȢȣȟșȣ
șȘ ʰ ȟȢȞȟȒȞȬȦ ȡȐȘȔȕȜȟȒ%
Ȓ țȟȣȟȡȬȦ țȐȗȔȬȚ ȨșȣȐȣȕȜȭ
Ȓ ȘȐȒșȢșȝȟȢȣș ȟȣ ȢȒȟșȦ 
ȠȟȣȡȕȑȞȟȢȣȕȚ Ȣȝȟȗȕȣ ȞȐȚȣș 
ȣȟ% Ȩȣȟ ȕȝȤ ȞȕȟȑȦȟȔșȝȟ



10

ǥȜȰ țȟȓȟȮȣȟȣ ȟȣȨȕȣ

ǡȞȐȜșȣșțȟȒ SOC ǡȞȐȜșȣșțȟȒ Cyber Threat Intelligence

ǳȠȕȧșȐȜșȢȣȟȒ Ƞȟ ȧșȥȡȟȒȟȚ țȡșȝșȞȐȜșȢȣșțȕ ?WY\e@

ǳȠȕȧșȐȜșȢȣȟȒ Ƞȟ Threat Hunting ǿțȢȠȕȡȣȟȒ Ƞȟ țșȑȕȡȑȕȘȟȠȐȢȞȟȢȣș

C-_r¤ry ȡȤțȟȒȟȔșȣȕȜȕȚ% ȟȣȒȕȣȢȣȒȕȞȞȬȦ ȘȐ ȡȕȩȕȞșȰ ǪǢ Ȓ ȟȡȓȐȞșȘȐȧșș



ǱȰȣȭ șȞȧșȔȕȞȣȟȒ Ȣ ȐȘșȐȣȢțșȝș Tcg Ȓ ȡȐȘȞȬȦ ȤȓȟȜțȐȦ ȠȜȐȞȕȣȬ



ǱȰȣȭ șȞȧșȔȕȞȣȟȒ Ȣ ȐȘșȐȣȢțșȝș Tcg Ȓ ȡȐȘȞȬȦ ȤȓȟȜțȐȦ ȠȜȐȞȕȣȬ



13ǤȕȟȓȡȐȥșȰ ȗȕȡȣȒ ș VMV ȢȕȡȒȕȡȟȒ



14ǤȕȟȓȡȐȥșȰ ȗȕȡȣȒ ș VMV ȢȕȡȒȕȡȟȒ



15ǤȕȟȓȡȐȥșȰ ȗȕȡȣȒ ș VMV ȢȕȡȒȕȡȟȒ



16ǳȣȡȤțȣȤȡȐ șȞȧșȔȕȞȣȐ

ǳȣȡȤțȣȤȡȐ 
șȞȧșȔȕȞȣȐ
ǬȐȗȔȬȚ șȞȧșȔȕȞȣ =Ȯȣȟ 
ȤȞșțȐȜȭȞȬȚ țȕȚȢ Ȓ ȢȒȟȕȚ 
ȢȣȡȐȞȕ ș șȞȔȤȢȣȡșș% 
ȟȠșȢȬȒȐȯȪșȚ ȔȕȚȢȣȒșȰ
ș ggc¡ ȘȜȟȤȝȬȩȜȕȞȞșțȟȒ



17Kaspersky Threat Intelligence Portal



18Kaspersky Threat Intelligence Portal



19Kaspersky Threat Intelligence Portal



20Kaspersky Threat Intelligence Portal



21Ǫȣȟȓ ȡȐȢȢȝȟȣȡȕȞȞȬȦ șȞȧșȔȕȞȣȟȒ

ǨȕȡȣȒȬ ȓȕȟȓȡȐȥșȨȕȢțș 
ȡȐȢȠȡȕȔȕȜȕȞȬ Ƞȟ ȒȢȕȝȤ ȝșȡȤ%
ș ȠȡȟȑȜȕȝȐȣșȨȞȟ ȒȬȰȒșȣȭ
țȐțȟȚ-ȣȟ ȟȣȔȕȜȭȞȬȚ ȑȟȜȕȕ 
ȐȣȐțȤȕȝȬȚ ȡȕȓșȟȞ

ǰȣȜșȨșȣȕȜȭȞȟȚ ȨȕȡȣȟȚ 
ȐȣȐțȤȯȪșȦ ȰȒȜȰȕȣȢȰ ȢȒȰȘțȐ 
ȣȕȦȞșț V rn¢r |  `|qvs§ f§¡¢rz 
Process: Windows Service 
T1543.003 + Hijack Execution Flow: 
DLL Side-Loading T1574.002

ǰȢȞȟȒȞȬȝș ȧȕȜȰȝș ȐȘșȐȣȢțșȦ 
ȓȡȤȠȠșȡȟȒȟț ȰȒȜȰȯȣȢȰ 
țșȑȕȡȩȠșȟȞȐȗ Ȣ ȮțȢȥșȜȭȣȡȐȧșȕȚ 
ȢȟȑȡȐȞȞȬȦ ȔȐȞȞȬȦ


