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KomnnekcHas 3awuTta ans BCTpanBaeMbIX CNCTEM

BcTparBaemble CUCTEMbI MPOYHO BOLLIM B HaLLY MOBCEAHEBHYIO X3Hb. OHM NOBCIOAY: OT NMAaTEXHbIX
TepMVHaNoB 1 6aHKOMAaTOB 00 MeOULVHCKNX YCTPOMCTB 1 aBToMaTuanpoBaHHbix A3C. o mepe Toro

KaK pacTeT pbIHOK BCTPanBaeMbIX CUCTEM, KNBEPNPECTYMHVKM MPUCNOCabnnBaoT CBOU TEXHUKN, TaKTUKI
1 npoLenypbl 4Ns aTak Ha Nogo6HbIE YCTPOCTBA.

MaBHbIe BbI3OBbI
ans 6esonacHocTU
BCTpanBaeMbIX CUCTEM

Ycrap y no
Yem fonblue aKkcrnyaTmpyeTcs
060opyLOBaHNe, TEM BbILLIE PVICK TOMO, YTO
npeKkpaTUTCS NoAAEPXKKa OnepaLMoHHO
CVICTEMBI 1 MPUNOXEHWIA, KOTOPbIE

OHO VcnonbayeT. HencnpasneHHbIMN
YSI3BUMOCTSIMU MOT'Y T BOCMO/1b30BaTLCS
3710y MbILLNEHHVIKN.

HeperynapHas yctaHoBka o6HoBneHuii
6e3onacHocTn

[axe ecnu nocTasLwmk nogaepxusaet MO,
1CNpaBfeHns He BCeraa yCTaHaBMBaloTCS
CBOEBPEMEHHO. OTO MOXET BbiTb

CBSI3aHO CO CTIOXXHOCTbIO OBHOBNEHWS

MO Ha reorpaduyeckmn pacnpeneneHHbIX
YCTPOICTBaX U C HEOBXOANMOCTbIO
OTKJ/IOYEHVS YCTPOWCTB OT CETU ANS
YCTaHOBKU OBHOBNEHWIA.

P weHue B obecT X MecTax
MHorvie BCTpariBaemble yCTPONCTBa
pacnonoxeHs! B O6LLECTBEHHbIX MECTax,
YTO CYLLIECTBEHHO MOBbILLIAET PUCK aTaku.
CeTteBag 3alwnTa HeaddeKkT1BHA B Cyyae
$UBNUECKOro 3apaxkeHys yCTPoVCTBa.

MpuBnekaTenbHOCTb

ANS 3/10yMbILWI€HHUKOB

BcTpaviBaemMble CUCTEMbI YacTo
MNCNONb3YIOTCS AN BbINONHEHNS
OUHAHCOBbIX Onepauui n 06paboTKn
KOH®UMAEHUMansHOM MHbopMaLmn, NO3TOMY
KaxyTCs KnBepnpecTynHMKam 0COBEeHHO
npuBneKaTenbHbIMU.

CTporue HopmaTuBHble Tpe6oBaHUs
MocKonbKy BCTPavBaeMble CUCTEMbI
MCMONb3YIOTCH A9 06paboTku GUHAHCOBONA
NHbOPMaLNK 1 NEPCOHaNbHBIX AaHHbIX, Ha
MHOT V€ N3 HUX PAaCNPOCTPaHAOTCS CTPOrvie
TpeboBaHs K 06ecneyeHnto 6e30NacHOCTH.

BHYTpeHHMe yrpo3abl

CornacHo faHHbIM «J/laGopaTopum
Kacnepckoro», 6onee 50% ycneLuHbix aTak
Ha BCTpanBaeMble CUCTEMbI MPOXOAAT

Npw y4acTum HcalaepoB — COTPYAHNKOB
KOMMaHWV 1N CTOPOHHIIX NMOCTaBLUVIKOB
yCcnyr.

PacnpocTp BCTP X
cuctem Ha 6ase Linux

BcTpavBaemMble cuctemsl Ha 6ase Linux
BLICTPO HAabMPaIOT NOMYNSPHOCTb, B TOM
yucne cpeam KmbepnpecTynHUKOB. MNpun 3ToM
BbIGOP CNeLnann3npoBaHHbIX 3alLUTHBIX
peLuenunii Ans Linux kyaa 6onee orpaHunyeH,
yem ang Windows.
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JlaHpwadT yrpos

Mo pasHbIM NpUYMHaM MUANNOHbI BCTPanBaeMblX CUCTEM 1 KOMMbIOTEPOB BCe
elle paboTaloT NOA ynpaBieHNeM yCTapeBLLMX ya3BMMbIX OC. HecmoTps Ha
npekpaLleHne Nnogaepxkn MHornx sepcuin Windows, oHv NCnonb3yoTcs 0o
CUX Nop: 6OMLLUNHCTBO BCTPanBaeMblX YCTPONCTB paboTaeT nog ynpaBneHnem
Windows XP. 119 310yMbILLNEHHNKOB 3TO NpUrnalleHne K 4eNCTBuIO.

TeM BpeMeHeM NosiBNSeTCs BCce 60sblUe BCTpanBaeMblx CUCTEM Ha 6a3e

Linux, v KnéepnpecTynHNKN He TONbKO aaanTUPYIOT K 3TUM CUCTEMaM CBOU
MeTOLbl, HO 1 N30BpPETAaOT HOBbIE MHCTPYMEHTHI 419 aTakn. Cuctema Linux
CUNTAETCS 3aLUMLLEHHON MO YMOMYaHWIO, OOHAKO NonaraTbCs Ha 3Ty MHUMYO
3aLlMLLEHHOCTb KpaiiHe ornacHo. HECMOTPS Ha TO UTO 3M10YMbILLAEHHWKN OO CUX
rnop He nposensnu kK aTo OC 6oMbLLOro UHTEepeca, OHN aKTUBHO HABEPCThIBAIOT
ynyLLeHHoE. MNpn 3TOM BbIGOP 3aLUTHBIX PELLEHNIA 1S BCTPaNBaEMbIX CUCTEM
Ha 6a3e Linux kyna 6onee orpaHuyeH, Yem gng yctponcts ¢ Windows.

Mo gaHHbIM «J1labopaTopun Kacnepckoro», KonM4ecTBo aTak Ha 6aHKoMaThbl
1 NNaTeXHble TEPMUHabI CYLLECTBEHHO Bblipoco B 2022 rogy: OHO Ha

19% npeBbicuno nokazatenb 2020 roga v Ha 4% — nokasaTtens 2021 ropa

1 NPOAOMKAET PacTu.

Kaspersky Embedded Systems Security — 3To komMniekcHoe peLueHue,
paspaboTaHHOe crieuunanbHO ANs 3anTbl BCTpanBaeMbix cuctem. OHO
npefocTaBnseT 3alnTy OT BPeAOHOCHOro O 1 3KCNAoWTOB, 1 rnbkme
BO3MOXHOCTW KOHTPOS U YNpaBeHus, 06ecneyrBas MakCumMasibHO BO3MOXHbI
YPOBeEHb 6€30MacHOCTI 415 BCTpanBaeMblX YCTPONCTB Ha 6a3e onepaLoOHHbIX
cuctem Windows u Linux.

ATaKkn ATaku Ha ypoBHE ATaKn
Ha PU3NYECKOM NPOrpPaMMHOro Ha ypOBHe
YpOBHE obecneyeHns cetn

ATaky MeTogoM - YpaneHHas/ « Y43BUMOCTU
«YEepPHOro FLLyKay» floKasbHas yCTaHoBKa VPN-nogkmto4eHns

3amMeHa naHenm ang BpenoHocHoro Mo - BpyTtdopc-ataku no
BBopa [NNH-kona / - AHannsaTopbl NaMaTK npoTtokosny RDP

CMOsb30BaHNe (CHMddepsl) / aTaky - RCE-akcrnolTsl
CKMMMEPOB Ha OC

YnaneHHas ycTaHoBka
CKpbITble kKamepbl - 3apaxeHve/n3meHeHve

B3pbiBbI caggytoulero No

Bonee NnonoBuHbI YCrnelwHbIX atak Ha BCTpanBaemMble CUCTEMbI MPOXOAAT Mpu y4aCTumn
|/|Hca|7|,£|,ep0|3 — COTPYOHWMKOB KOMMaHUn N1 CTOPOHHWX MOCTaBLLKOB YCITYT.



KnioueBble npenmylliecTBa

Kaspersky Embedded Systems Security npeanaraeT HECKOJIbKO YPOBHEN 3aLLMThl 419 YCTPOCTB Pas3HoM
MOLLHOCTU 1 NpeaycMaTpMBaeT pasHble CLeHapumn pa3BepTbiBaHWS. PellueHrie COBMECTVIMO C OnepauiOHHbIM
cuctemamm Windows un Linux.

PelueHre onTUMN3NpoBaHO s paboThl Ha pasHbIx onepaLumoHHbIX cuctemax — ot Windows XP no
Windows 11. Mbl nnaHnpyem npogonxats nogaepxxky Windows XP B 0603pumom ByayLiem, YToObl KIUEHTBI
MOrnn o6HOBUTL 060pYyaoBaHMeE B yOobHoM ans H1x Temne. Kaspersky Embedded Systems Security Takxxe
nopnepXxueaeT HoBenwmne apxntekTypbl Windows 1 Linux.

X CNCTEM
Kaspersky Embedded Systems Security adpdekTBHO paboTaeT gaxe Ha HN3KOMPOU3BOANTENbHOM
060pynoBaHNI.

OCHOBHbIE BO3MOXXHOCTIN

CpencTBa ynpaBaeHUs NPUNoXeHNaIMN, yCTPONCTBaMN
11 OBHOBNEHVSIMW LLOMYCKaOT UCMOMb30BaHME TOMBKO AOBEPEHHBIX MPUIOXKEHUI, MEPUPEPUNHBIX YCTPONCTB 1 MCTOUHKOB
OBHOBMNEHNIA, UTO eLLe BOoMblUE YKpenaseT 3almTy Baeln cucTembl. OHY BNOKNPYIOT HECAHKLUVOHNPOBAHHYIO 3arpy3Ky
11 3aMyCcK Nporpamm, B TOM Yncne BpedoHOCHOro MO v NpUnoXeHWi, KOTOPbIMU MOTY T BOCMNONb30BaTHCS 3/10YMbILLIEHHVIKIA.

Ha 0ononHNTENbHOM YPOBHE 3aLLMThI, KOTOPbIA MOXHO Pas3BepHyY Tb
B JIOKasIbHOW U 0B1a4HO Cpede, UCMOMb3yeTCs Kak TOUHas NIorvKa 419 06HapYXeHN N3BECTHbBIX YTPO3 Ha OCHOBE
NOKasbHbIX 1 0B1a4YHbIX aHAINTUYECKMX AaHHbIX 06 Yrpo3aXx, Tak 1 MeTOMbl SBPUCTNYECKOrO aHannaa 1 MoAeN MaLLHHOTO
OByueHNs AN OBHAPYXEHNS paHee HEN3BECTHbIX Y MPOABUHY ThIX YTPO3.

PellieHVvie 3alLMLL@eT OT aKCryaTaLmmn ysa3BMMocTeln B koMmnoHeHTax OC Windows 1 CTOPOHHUX
MPUIOXEHUSX, UTO MO3BONAET NMPOTMBOCTOSATH 60M1ee NPOABUHY ThiM aTakaMm, B TOM umcie 6ecdalinoBbiM 1 TeM, KOTOpble
0BXOLAT CPeACTBa KOHTPOMNS MPOrpamMm, paboTatoLme B pexmme «3anpeT no YMOMYaHNUIO.

PelueHvie npecekaeT Ntobble MOoMbITKY BTOPXEHUS B ONMepaLiOHHYO CUCTEMY, 3alLMLLEas OT
CKaHWPOBaHWS MOPTOB, aTak My Tem noadopa Napons 1 akcrnyaTauum ysa3BUMOCTEN CET.

bIX TpeboBaHNA. IHCTPYMEHT KOHTPONS LIeNOCTHOCTY dalinos
1 0OCTYMa K PEECTPY OTCNEXMBAET AENCTBUS C OTAENBHBIMU pasaenamMu peecTtpa, darinamu 1 nankamm 1 MoxXeT 610KMPOBaTb
HexxenaTesbHble 3MeHeHMs. C ero NOMOLLbIO MOXHO OBHAPYXUTb HE TOMBKO aTaku BPeOOHOCHbBIX MPOrpamMmMm, HO U MOmMbITKM
NPSMOro AOCTYMa K KPUTUYECKM BaXKHBIM pecypcam Uan NX U3MEHEHNS B NTOKaNIbHOM PEXMME.

PeleHne addekTUBHO paboTaeT Aaxe Ha HN3KOMPOU3BOAUTENbHbIX
yCTPONCTBax U noaaepxveaeT obopynosaHue ¢ yctapesLunmu OC, BrnoTs o Windows XP SP2. Bbl MoXeTe Nofib30BaTbCA
CTapbiMV MOAENIMU YCTPOWCTB A0 TEX MOP, MOKa X OBHOBNEHNE HE CTaHET LLeNecoobpasHbIM.

KOHTpOmMb LeNOCTHOCTH 3aLLMLLLaeMO CPeAb! OCYLLECTBAIETCSA Ha OCHOBE aHannaa 3anmncen
B XXypHane cobbiTuin Windows. [MpunoxeHve yBeaoMnseT aoMUHUCTRAaToPa, ECNi 06HapYXBaeT aHOMabHOe noseagHue,
KOTOpOE MOXET CBUOETENLCTBOBATb O MOMbITKE KnbepaTaku.

B 3aBMCMOCTU OT NOTPEBHOCTEN Ballero busHeca ynpaBneHmne
3aLUMTON KOPMOPATUBHbBIX BCTPAVBAEMbIX CUCTEM, a TakXXe APYTrMN pelleHnamMn «JlaBopaTopun Kacnepckoro»
MOXET OCYLLECTBNATLCS Yepes NoKasbHbIN CepBep ynpaBnerus nnn obnadHyto SaaS-koHcorb Kaspersky Security
Center. JlokanbHoe ynpaBneHue nogonaeT Ans TeX KOMMNaHWM, KOTOPbLIM BaXKHO 06ecrneuTb BLICOKUI YPOBEHb
KoHbUAEHUMANBHOCTY AaHHbIX, @ 06/1a4uHas SaaS-KOHCOb MO3BONAET COKPaTUTb KanuTasbHble 1 OnepauyVioHHbIe 3aTpaThbl,
BbICTPO MOBLICUTL 6E€30MAaCHOCTb PabouUMX MPOLECCOB 1 CHU3UTL Harpy3Ky Ha IT-agMUHNCTPaTOPOB.

MO>XHO HacTpPOUTb BCTPOEHHbIN B OC CeTeBOW aKpaH HEMOCPEACTBEHHO U3 Kaspersky
Security Center v B fanbHelilem ¢ yao6CTBOM YNpaBnsTb UM U3 eAnHON KOHCOMW. 9Ta GYHKLNS OCOBEHHO NonesHa,
€CNN BCTparBaeMble CUCTEMbI HAXOOATCS HE B JOMEHE 1 MapameTpbl ceTeBoro akpaHa Windows/Linux Henb3s HaCTpPOUTb
LIEHTPaNM30BaHHO.

opkoueHnn kK ceTti. MNpobnema HecTabuNbHOCTN CETEBOrO
NOAK/OHYEHNS XapakTepHa 419 MHOMX BCTPaVBaeMbIX CUCTEM, PAaCMONOXEHHbIX B YAANEHHbIX 30HaX C HN3KM Ka4eCTBOM
COTOBOWV CB43M, B6AM3M MCTOYHVIKOB PaamMoCcurHanoB 1 Tak ganee. Pelwerne Kaspersky Embedded Systems Security
3bdeKTNBHO Aaxe Npu cnabom curHane 1 MoaHOM OTCY TCTBUM CETEBOIO NOAKMOYEHNS.

* Tonbko ang OC Windows



NMpodeccunoHanbHble cepBUCHI U pacLUNpeHHas
TEXHUYecKas noaaepiXxka

Hannexaluee o6cnyxmnBaHve 3alMTHBIX PELLEHNI Ha MPOTIXKEHUN X XXN3HEHHOTO LKA — NMPOLIECC TPYL0EMKUI,

a obecrneyeHvie 6e30MacHOCTY BCTPanBaeMbIX CUCTEM, KOTOPbIE CYLLECTBEHHO OT/INYAIOTCS OT O6bIUYHbIX PaBoUMX
CTaHuui, — eLle Bonee cnoxHas 3agada. Ho y Hac ecTb yao6Hoe pelueHne — MpodeccroHasbHbie CePBUCHI
«JlaBopaTopum Kacnepckoroy. Mbl BO3bMeM Ha cebs Bce 3a0a4um Mo 06CNYKMBaAHNIO 3aLLUTHOMO PELLEHNS Ha KaXaoM
aTarne ero XXW3HEHHOTO LIMKI1a — OT Pa3BePTbIBAHUS, OBHOBMEHNS, HACTPOMKI 1 ONTUMMIALIN NMPON3BOAUTENBHOCTI
[0 MUrpaLM Ha HoBoe o6opyaoBaHMe. B pamkax PaclumMpeHHON TEXHNYECKOoN Moaaep ki BamM 6yaeT nomMoraTb
NepCcoHasbHbI MEHeAXeP Mo TEXHNYECKM BOMPOCaM, a HaLLW OMNbITHLIE 3KCNepTbl Byay T 06pabaTbiBaTb MHUNOEHTbI
B BaLLeW MHPPaCTPYKType B MPUOPUTETHOM MOPSOKE.

CBsi3aHHble NPOAYKTbl N CEPBUCHI

Threat Intelligence. LLinpokwin
Habop CEePBMCOB, KOTOPbI O6beNHSAET
aHanMTUYECKNE AaHHble 06 yrpo3sax n3
PasHbIX ICTOYHMKOB, MOTOKM JaHHbIX 06
Yrpo3ax 1 pesynbsTaThl COBCTBEHHBIX
1ICCnepoBaHuii 1 MO3BONIET BaM
MOMy4nTb MOSTHOE NMPEACTaBneHne 06
OMacHOCTSIX, KOTOPbIE MOTY T YrpoXxaTb
BaLLIe opraHn3aLmm.
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LVLLIEHHOCTI NaTEXHbIX
BcecTopoHHWi aHanma
3aLMILLIEHHOCTV 6aHKOMATOB 1
nnaTeXHbIX TEPMNHAN0B, GOPMUPYIOLLMIA
YeTKoe NPeaCcTaBNeHVe O TEKYLLEM
YPOBHE 3alLUMLLEHHOCTV BaLLNX CUCTEM,
Ha OCHOBE KOTOPOTIO Bbl MOXETE MPUHSATH
[LOMNONHATENBHbIE Mepbl 6e30MacHOCTH,
ONTUMN3MPOBATb 3aLUMTHOE peLleHe
N YCTPaHWUTb Y93BMMOCTU B CUCTEME
6€30MacHOCTMW.
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s Security png 6usHeca.
MNepenoBble TEXHONOr K, KOTopblE
MCMOSb3YIOTCS BO BCEM MUPE LS 3aLLUMThI
paboumx MECT, CEPBEPOB, Paboumx
CTaHUMIN U MOBUITBHBIX YCTPOMCTB.
MpocToe ynpasneHne ¢ NOMOLLbIO
€0HON KOHCOSN.

foe aKTyaJ/JibHa 3aluunTa BCTpanBaeMbIX CUCTEM

Ts PVHaHCOBbI CEKTOP

TpaHCnopT 1 TYpuaM (Mpoaaxa BuneTos)

g PosHnyHas Toprosns
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PecTopaHHbI 1 FOCTUHWYHBI BU3HEC )
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[OCynapCTBEHHBIV 1 HEKOMMEPUYECKINIA CEKTOP
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